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Abstract
nology and the bottle neck of their further pervasive usage. A lightweight RFID authentication protocol based on digital

The issues of security and privacy in RFID systems become the handicap to the development of RFID tech-

signature was proposed, which combines digital signature technology and RFID authentication technology properly to
implement the lightweight authentication mechanism of RFID systems successfully. Performance evaluation shows that
this protocol not only has main security and privacy properties, but also can resist a variety of typical malicious attacks
and threats. The security of this protocol is based on the assumption of difficulty in solving the discrete logarithm hard
problem in the finite field and the security of pseudo random number generator. The protocol puts the higher cost opera-

tions of public key cryptography over the server end, which ensures the lightweight operation of the tag end and pro-

motes the further application of public key cryptography in RFID systems.
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