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Detection of Malicious PDF Based on Structural Path
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Abstract

Malicious PDF document is still a network security threat, and even causes a number of significant security

incidents, The existing methods mainly analyse malicious code extraction and simulation execution, The detection effi-

ciency is not high., On the basis of analyzing the structural properties of PDF documents structure,a structure path was

defined and a detection method based on the structure of the potential difference between the characteristics of malicious

and benign documents was proposed, A large number of experimental data results show that the method has a good per-

formance on the detection accuracy rate and detection speed.
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