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Web Spam Detection Based on Integrated Classifier with Bagging-SVM

TANG Shou-hong ZHU Yan YANG Fan
(School of Information Science and Technology, Southwest Jiaotong University, Chengdu 610031, China)

Abstract Web spam not only declines the quality of information retrieval, but also causes troubles to the security of In-
ternet. This paper proposed a Bagging-based integration of SVM to detect Web spam. In preprocessing stage,a tech-
nique referring to K-means is introduced to solve the class-imbalance problem of dataset firstly,and then an optimal fea-
ture subset is culled by using CFS, Finally the optimal feature subset is discretized by the information entropy. In the
stage of classifier training,several training datasets are obtained by Bagging and each training dataset is utilized to pro-
duce weak classifier respectively after SVM learning. In detection stage, test samples are voted by weak classifiers ob-

tained before detemining their categories. Experimental results on the WEBSPAM-UKZ2006 reveal that the proposed
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method can achieve better results with less number of features.

Keywords Web spam, Integrated classifier, Feature selection, Information entropy, Weak classifier

il

1 5]
HEME IR 20 E R, HZ WS E AL

BT R AT LUE R E BN R F RFER MH.

TR AT LA R B E P SE B W FE e SR L R _EARAT D AL
FWEzh. ¥ CNNIC $iE Bor, # LB 2013 48 12 AR, KE
WIRMAEILE] 6. 18 12, IR M Ko 3y 45. 8%, M4 ¥
PHAEIKE] 3. 02 12, M4 QYRR T = 48. 9260 A
CNNIC ¥ B R R T LAE t, AMTERBREE AT E
BRR. RTINS AT B A TSR B A T
B AHBEEE SRS E OB RMAER. MITEERER
FER—NER, BAERUEERERTIERRELTEN
TR MEAEBRMAPERT mENETFRA.
PITUESERAER A E S T RERMIERRTIEHEER
ZRPOHLBTHERMBHEMTHHY ., —BRTF, M
TAEBES AT 3 FhaEY . T HER AN TR R T A AR

FIFE E #9:2014-01-19 iR {& H#H:2014-05-09

O A O T R 0 P DT A . B TR B I DA B R —
P& 16X P T 2 (A S 4 Sk R PR SR BOR , /B 1R 4 Page-
Rank® A0 HITS Bk i £, 7 B M 8 P 50 2 18] B
BXRNTMRE B SEERTIEPHEREFS. ZTH
725 9 190 T 4F e — P AT X R B SCA A 2 R BEREER , fR B
B H SWIE TFIDF 8R4 S, AN HZEM TP IR IR/
PSRRI, T GEA8 2% M) T RERS7E R P AT A TR IAE
BB R B H 08 % W T ERAG B B A Ktk 2 B, AT K
RIVERER THER B BB 22T B0 9 ) DA B 1 K
AP R 8% M A E M T — R P B MEBREER SR
B R AT 1EBE, Bl HTML SCRYAY body AR Hr 36
AL BCE o P DUH 7 € LUK B S @R X P AT LB B
#. AREEELERRMH—FERE REARETMITE
B, BD X4 P o S 2R N — 4~ URL ZJ5 . M IU# 2 B 2l
535h—A~ URL Frigm i . TR EREREER
ZJE R TUICER T 3R, [ i A B T LUK URL X B B9 SR 4

AP AR B AR L NG & A IR 4 (X800912371309) BT Eh .

EEHA986—), B, B4, FEHRFE N FTAEMREEIZE.PLEE T ATEEE, E-mail: magicdreams @ 163. com; %k % (1965—), &,
R, AR, CCF &5, RERRT T AN TEMBEEEE VBFI ATERE NEFELELE KEETHSEEIN:H  L1989—-),

BB, EEWHRT AATEMREIZE Ha¥e.

» 239 -



MR- TAE T EENRE, RAEEEXEHERE
REEZRPSHZEMIAZE, 81T meta FIFT K JavaScript
JE A Be 3% B MR B 0T, AT S5 B M TUAE B B Y o

— B N R e T B A R B R PR
T HER LAKOR BB M P o, — BLA P s i M e e —
BEBRAMESHEZEV AN EBTRE. ERPAAR
HBEMBRT, EESFRSERAPNAGE AP S
B OHBEE M EETIEHED . SRR, MkBEHNE
BRAEFEARBROENY ERRS XEHE MESEE
EE N RE MY Z LW g . & 360 BN Z L0451,
2013 ERERMEZRBREAR 1. 21 2KH, 2 FE 51
BHRPBRIELR 220. 1 T4, V15 R BB 59 6 R G
234 6030 M, ATHFEREMMZ LT  REBETIE
KRB HHEMPE, 45 YT EEER , RITTFER
BSUAE IO B FE OB AR B T T DA KR Y9 9 T S U e A L Sl 3
DAES, X TAEM PR ERNEZLBFH 0 EE.

2 HxXTE

B Henzinger & 7E 2002 £15 M B /E B MR
SIS ER L E RS, E RS E TR R T X
BRI M T B s, Gyongyi U 1R A TrustRank
B Sl A I P AR B L B S ) — SR AR (E EL R I N T
Ve T W, SR 5 38 1 T I DT B0 HH e 1 AR (B Y RIS 4%
HHEAMI, BSX A MEOEEEATICE, MR
HIEEERE, B2 ZN ISR REBFEEAMIT, Wu
G T — MRS R G B M JF B, K T Bl A W
THAE £ P P A AR B T 82 3 3R Bl “ParentPenalty” B ik 3 4~
JEFPFEE , SR N VR B X T 0 4 4 e R A e S A 2 , B S o
W FANHEL B E HITS 8 PageRank 747484 o 4 M 7T #E47
EHHER , HAE AR % A S0 KA 45 42 R 35 1 B R “KTC
effect” B . ARIMITUSEX BRI BHANEEREAR
[, Egele 0 MR #%xX — B0 38 ) BB AOFIE, RIG IR 35X
S B BEAME S BB RIS R MR REIELE R
FIRP B, AT EEE R RN TSRS REI %
GRINKRTPHEERN . BLENMSELRMAERE MR
f5 8. Suhara 2% 56 B ham 35K R QI E LDA RH, 4R
JEFI R LDA $2Y 8 5N 5T 0 = B4 0 FR1E . RS M ST &£
BE5 i R AE 55 R DT A A IE AR SS A R BT /0 2488, LI 8
RRPBRN 72 BH B 5 T RN .

SRR RIS EE MY HER SR LR IR A 1R
BER ik LR R MR B S 7R RSP A9 HEZ . Chung &M
B SHE R HE B 5 0 B SR W A B 3% Rt ) 4B 78 0 3
PATEBEW AT, B T —F S A PageRank B340
WSEEEEN R, AT AR IR B B 3 3 00 o » s ) 1R A%
T PS5 BB B, 35 R (B 451500 A X 3 2 o 48 48 F I
PREBEHNON SRR, A, TR X T Wf s
RO AT E— A M B E R A B i MR, LR AR &
BH , 3X b B0 ) PageRank B35 REAS B % A UMb A M HH Bk 42
#¥F. Aravjo HUE SRR MEEN T2 MK ER
BEHATANT, R T — MR TSR R M RIESER MK
TUAE BRAG 0 75 2 5 37 1 K ) T e 2 R 1EE D ) T SC AR B L 2
FRESE ARSI, I RABEFHEA KL 25 8RR

¢ 240 -«

PGB A 00 BT 22 18] B 2R 3R 5 X 7 vk B A5 A BUHAS U o P9
BEEEERE SRR,

Ve BA S @ L X P T2 [A] R R AT AT,
T PR R B (B4R , BD A BRI K M A BESE TR, 3R A
30X P e 8 i i JE 2 0 T\ B 7 — B[R] A B A » SNSR TR 5
HINFTTASE R K LB RS B AN TTA BT R L
B B4 P FURAERE M LB R A K. RBESR
AP UIR B AL B DY E R X Web BI#EATEEH S 4T
FEER ST B9 Web B LR A5 Web BIE/NMOIE AL T, RIBAK
W R LR Web BT KB R MBURELS . XRHFH
R H SR PB4 B 9 7 1 SR AGH I A B BT, S A o R AR
Pijife) B &#EFTUCE R AT, AT R B P 7 R AR B T Y
B 5 1 a1 1 N T AR AR R B9 3 LA AR B VR B Y
THIFHE , AR 25 S RS BER 7 B fEBE M U g B
TUBEIR PG i 5k

3 Bagging-SVM 13X

3.1 BaggingSVM B AR

HBE—NES S, EXES SH#IT T 8 bootstrap flifE,
MLHRE TAHTFES, b= 1,2, T.HENMEE S B
AN MDA, BHE-NESER MEXFENTFE S &
HTEAEBET ML TFE S BEE—-IBHESR
o, S)  REW THBHRBEBEAN 1T RIESE O,
Sy, M AMREEAR,RSHBE o2, HWHL 255
EKBo(x, SOREMER, MR FE o &5 B FIEE R il
AHEAEZH] . Bagging HYSLILTRANE 1 PR,

B 1 Bagging LIt

3.2 ZFHaRm

B L (support vector machines, SVM) 2 3 T 45#)
MBS B/ MU G T k. HERBERERA R R
bRUE R oA Lt S E R T L S = e EIE R = 2 e
FKVPHAEEABRR AR P EBR 5 KRE, WA 2 i
™, H AR RV EREE.

0% o

AT
0gp ©
% o

=} (==

o 0O p margin:hl/w"
B2 BitaRFrEnER

T — A E N A, BIRVIGEE N D={(x,
y,') i xiERr,i=1,2,"',n},ﬁﬂP Vi %Ii E‘J?ﬁﬁ#ﬂ%e



(1,—1), | REL, 1 RRf%E. FR—ARRHIKTE
w" ;b AT LU AR AR LT BAR AL )
{min |l wl®
Wy - W +8)=1,G=1,2,,n)
PR 436, T B B B 25 51 A AT B
&>0 AETII C IR KB EI— M HF IR AL

{min % I wll 2+CA§&
?ﬁ/@.:yi o (wa,«+b)>1—$.- yi=1,29"',n

E T RIS AT A0, b IR AR Ak 15 RE AT LA 4 Sy 3o (88 () R
FeRA

7 1 n
{max w(a)=21a,-—7_ Zlyiyjaiaj (Ii ,l‘j>
i= i 7=

@)

(2)

3
ﬁ/@:éayia; =090<ai<C9i:1929"' n

IR w = St yir b o720, FoxtRE R
AR (5 22y 2.) K IXFMEHIAIR., BR
HIE B R ECR -

f(:c)=sign(_§la,-” yilx; s 2)+b*) @

AR [, SVM {8485 A REAn 8 i JE LR 1 AE e i
FISAESE T, AT HEEBERERESR T PLEETS.
LR AT AT R .

{max 'w(a)':zn:ai“%A i yiyjaiajK<xi 2 Tj >

=t =t %)
?ﬁ/@:;yim=0,0<ai<C,i=1,2,“',n
HAPEEH K o) BRGEHE:

e xm—=|?
Kz yx)=exp( o7 ) (6)

2303 B4 R 0 A 728 16 B iR B (RBF) , B 4575 B 31
Bl RHOA «

F@) =sign(Sai yiK (zi2)+b") @

4 E-TF Bagging-SVM £ f{ 19 I T 1E 844 Al HE 22

AR FAEET Bagging-SVM £ 43 25 2% 19 I T2 1F B
WE LR MR, REERNEOE . fE—MIgE, 5t
YIGRE T T % bootstrap FHHEEIE R T MIGIFIE FH£, 4
Ja3F T AIGIFEFHE 2 BT SVM 2 =4 T A 85402
& BREIEERNEN B[O RBERN— RS EE. B
B IAESE A 3 PR,

WEBSPAM-
UK2006

PERTHAE sl

CFS#HE % #%
e _.{w«mtgl——-
y

Bl 3 ET Bagging-SVM SIS 3R 80 P TR MAGTAERE

Xt $iE 4 WEBSPAM-UK2006 #4740 470, 2% 238
BAZ AR, IR R AT R AREZ R AH &

RALEEES ., EHit, EHEE AL B, & F5 R H K-means
FEBREIEENA TS, K5, KA CFSHFEREN
B RRFER G USRI REEEENEN. BE. 3
RCFHEE G HTE B MR AL T LR R LA S VR
B E, MEBEZRUE HERFEEGHT TR
bootstrap #IFETE B T MFIEF 5, RE 575X B MREFE
BEAT SVM #4555 K88 BE, M ENF S KBEM
A—IRSTHEAE . TERWNE, B ANRREAR G, R4
BB AR I O T o B A BEA RO 26 51 .

5 HiEF4bE

5.1 KRR TEHLE

BRERNTERBESIEE FRAN LR 46 R E,
AIBBETRFRLFINHEEAREZERER. TIEENRTE
B FEMLARE T MR EHE, Bl 2R3 & m T — s
B A B HERA, X SR B BRI R BRRK.
TELBR AR A, AT D B8 A B R, R b dan ]
PR BHE SR AN 14 5] R B R SR S 1 R AL 282 ) S o
BIRE . AR M K-means B IEM I BEEE A VR,
BRIZESIEE D P, Win i h B A C WEEARE L
PREREF C RERANEA b N1 >>k) . R T BHRE
WA, FEMNBARERS C WA HE L&
ARFHHALER 545 C AN CEE. AXP.8
MHERARFR A d FEH R R, R K-means B LR EUIESR
A, RER 1.

Hix 1 K-means fEREIER 4
M AR vy vy, vi) FRENLIE L k NRIE (wy, was ey wyi) 1E
AVHBIREH L, BEE CHELEH L w; IR,

HE.
MNFE—MEARER v, TTELSREP.L w, MIEE, Fabk &
v HEREBEREN—TEEC F, 7 P 1€ {1,-,k},) € (1,
"',I‘l} N

BEHUAMENRE CHEREHRL w:

Wizngcivj/’cil
HHEIRZE R

E=E byl
EEUE%@&E&EEZ:%EEE%‘%%“i“lll.**ﬁ&@éﬂuho

3 K-means BIETBHG  IVEHRB £ HRE., H#4E
BEPLMEBRRE, ZRARBREFARE., BBEREC
G=1,2,,)EF m ML, RITIGEAIRE C PER A, =
ke /by NEREFL w BILHEEA, B B, 55
N AR NIH C, A9REA, It R G MRS S
B C, MFEANBEATE. HP B/ - IRREE,

N=i>_51|:m * ko /Ry ] (&
5.2 #F CFS B %

CFS fHEEF LB IR S PN FREH#ITE R
Wl — MNP TFEMNZESFANFE: DIFIETFES
WEMHMESERARB WX DFEFEPNEEZ
(BB HE G M ARG . FOPAE Rt T -

. kry
Merit, k——___—-}k(k-—l):; €))

+ 241 -






T EMEUE R, NF2ALIEH, SEEER
AR, SVM L H M B ok B A R R . ZENT SRS
HEAT Komeans PN, S B LR A THENES,
TR NZE 3. H. 5% 2,58 3 PLRgs RAT# A HHE
EHEE 139 MFIE, X PERIEE T CFS f3 1%
B, TEBEET REE 11 MRENSIE, LBERNE
4, RSHHT AN VPERELHTT CFSRIEEEE, W&
53 ERHAT Bagging ERGIRIBHML LR, AR TLUF
it , B Bagging 5 SVM 4 & Frikfg (43 K28 & T B4R 1Y
BB, XAV T Bagging-SVM £ L4 22883 T R T

RS R IR RAE H AR
R2 RFraEBESE
2 KK E SHAE M FPR Precision Recall F&
NaiveBayes 139 0.111 0. 695 0.833 0. 758
ADtree 139 0. 066 0. 765 0. 704 0.733
J48 139 0. 069 0. 758 0. 708 0.732
RandomForest 139 0. 068 0. 767 0.742 0.754
SVM 139 0. 058 0.795 0. 747 0.771
+£3 VPR HEE
Rk H FAE ¥ FPR Precision Recall F#&
NaiveBayes 139 0. 040 0. 958 0.914 0.935
ADtree 139 0.054 0. 945 0.928 0. 936
J48 139 0. 057 0. 943 0. 942 0. 942
RandomForest 139 0.039 0. 960 0. 924 0. 942
SVM 139 0. 044 0. 956 0. 958 0. 957
F4 PEBIEECFSHHELEE
Sk K% HAE &K FPR Precision Recall F{
NaiveBayes 11 0.039 0. 960 0. 926 0. 943
ADtree 11 0.037 0. 961 0.921 0. 941
J48 11 0. 033 0. 966 0. 920 0. 942
RandomForest 11 0. 046 0, 953 0. 926 0.939
SVM 11 0.042 0. 957 0.938 0,947
£5 FHEHEIESE +CFS FHEL#E + Bagging
o %Kik HEHK FPR Precision Recall F1&
NaiveBayes 11 0. 038 0. 960 0.926 0. 943
ADtree 11 0. 050 0. 950 0. 934 0,942
J48 11 0.038 0. 961 0. 925 0,943
RandomForest 11 0. 042 0.957 0.931 0. 944
SVM 11 0.038 0.961 0. 937 0.949
HRIE  ASCESUT 0PI TR R SRR B, 4R

T #F Bagging-SVM £ F TI/EBM I B 2, 55, 81
MEAEE AR TR HEAT T 947, 38 3id K-means Bk
ThHiff s T HARE AN FERRE. K5 ESIHH BRI SR
iE 2 18} B AR S DA R ARAE S5 28 B A 6tk R CFS BUSHIE 3%
BREAEREEPELBRTRIFMETE. BERAGEH
B 0t B A L AR E FE ST BUIb b 38, LU — B R H
PLERZE IR, NG L[ ERS BB E
FRIESE BT bootstrap AL M EMISIRIEFE . AR A
FHAPHKER SYM GRIFTE NN GREFE ST Y LI R 55
SARB.BEHERNENBHEF[HITERUERIRSHE
B LREREN, FHEARSHMERRT, & F Bagging
SVM £ i 4 K2R RES AR B I R IR

(1]

{z]

(3]

(4]

(5]

L]

(7]

(8]

(9]

(10]

[11]

f12]

(13]

[14]

{15]

[16]

2 E X #

PETHERERESO. (5B 383 KTELKNE R RRILEITR
4% [R]. 2014. http;//www. cnnic. net. cn/hlwfzyj/hlwxzbg/
hlwtjbg/201401/120140116_43820. htm

Gyongyi Z, Garcia-Molina H. Web spam taxonomy [C]//Pro-
ceedings of the 1st International Workshop on Adversarial In-
formation Retrieval (AIRWeb 2005). 2005:39-47

Egele M, Kolbitsch C, Platzer C. Removing web spam links from
search engine results[J]. Journal in Computer Virology,2011,7
(1).:51-62

360 M K2 d.l. 2013 FFEMNHZLBRMER]L
[2014-01-017]. http;//awterbbwik, 15. yunpan, cn/lk/QpvTmq
Twh9ci7

360 HRER L4, 2013 FE P EMBE 2R &R [2014-03-
12]. http://aqvdkwspvd. 15. yunpan. cn/lk/Q4zjDEguzewnx
Henzinger M R, Motwani R, Silverstein C. Challenges in Web
search engines[ C]// ACM SIGIR Forum, ACM, 2002:11-22
Gyongyi Z, Garcia-Molina H, Pedersen J. Combating web spam
with TrustRank[C] //Proceedings of the 30th international con-
ference on Very large data bases(VLDB 2004). 2004 :576-587
Wu B, Davison B D. Identifying link farm spam pages[C] // Spe-
cial Interest Tracks and Posters of the 14th International Con-
ference on World Wide Web, ACM, 2005 : 820-829

Suhara Y, Toda H, Nishicka S, et al. Automatically generated
spam detection based on sentence-level topic information[C] //
Proceedings of the 22nd International Conference on World
Wide Web Companion, 2013;1157-1160

Chung Y, Toyoda M. A Method for Detecting Hijacked Sites by
Web Spammer using Link-based Algorithms[]J]. IEICE Tran-
sactions on Information and Systems, 2010, E93-D(6); 1414~
1421

Araujo L, Martinez-Romo J. Web spam detection: new classifica-
tion features based on qualified link analysis and language mo-
dels[J]. IEEE Transactions on Information Forensics and Secur-
ity,2010,5(3) :581-590

Shen G,Gao B,Liu T Y, et al. Detecting link spam using tempo-
ral information[ C] // Proceedings of the 6th IEEE International
Conference on Data Mining, 2006;:1049-1053

Yu H,Liu Y,Zhang M, et al. Web spam identification with user
browsing graph [ M ] / Information Retrieval Technology.
Springer Berlin Heidelberg, 2009 ; 38-49

Liu Y, Chen F,Kong W, et al. Identifying Web Spam with the
Wisdom of the Crowds[J]. ACM Transactions on the Web
(TWEB),2012,6(1).:2-32

Fayyad U, Irani K. Multi-interval discretization of continuous-
valued attributes for classification learning{ C] // International
Joint Conference on Artificial Intelligence (IJCAI). 1993.1022-
1027

Castillo C, Donato D, Becchetti L, et al. A reference collection
for web spam[J]. ACM Sigir Forum. ACM, 2006,40(2) ;11-24

+ 243 -



