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Detection of Malware Code Based on Acquaintance Degree

DU Nan HAN Lan-sheng FU Cai ZHANG Zhong-ke LIU Ming
(School of Computer Science and Technology, Huazhong University of Science and Technology, Wuhan 430074, China)

Abstract Signature recognition method can only identify the known malicious code, did not solve the problem of the
discrimination of the malicious code. The current method based on behavior and heuristic scanning only pays attention to
the single danger action point of malicious code, and has a high rate of false positives. The paper focused on the relation-
ship between behaviors,described and tested behaviors and the relationship between behaviors by matrix, then gave a
malicious code detection method based on acquaintance degree. Acquaintance degree is the familiarity degree of the sys-
tem to under-test code. According to the size of the acquaintance degree, whether the under-test code is malicious code

can be judged, the greater the acquaintance degree, the smaller the possibility of being malicious code, An algorithm of
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detecting malware behavior was given and its feasibility was justified through real example test.
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1. SR BT 25 £ Ui 3R e L SR A% B SR e BT T R
policyEzecReq, # LM HLN AT ruleQueue, ;

2. AU AT BB AR 3 A= LA RLIU BA B ruleQueue; HEFF
A LR S PATITURF B AR BAF Y ruleQueue, ;

3. PR 5 28 38 J K0 BA S ruleQueue: , 3 18 FHR U 4%
P ER %t ML HEAT AATT 5

4, LR AT 284847 EHPDL-P $L0 , 8 B 40 03R4 2% it
BN R
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R IR R EREARAF, MR B2 B EAE, BN, R E 2 HE
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6. ML AR AT 28 $ 32 4 ) I 05 2% 1R [ B IPAE 45 R W EAE
it o R R BH VR B 55 SR R 1% 48 Bh PR L 5T 8%

7. SRS AR K HLN ShVE LS A HE SRR 55 5 R o AL TR AR
FiER,
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BREEFLHEFREAES BPEH/PDL, 2 T —F&E T
BPEH/PDL 94 i 4k BPEL i B K 4 BHESR BPEH/F,
T—# MBI TN — 2 583% BPEL/F 2088, FF R 5
F BPEH/PDL ) BPEL i @R H A B X # TR, £ )
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