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Abstract To enhance the robustness of software watermarking, the image "multi watermark” was introduced into the
software,and gave the definition of multi-watermark of the software,analysed the joint, model and optimization method.
On the basis, the multi-watermarking based on model of software copyright protection was proposed,and the original al-
gorithm was improved, such as the meaningful pre-processing software watermarking, fingerprint embedded though the
dynamic and confusion, the interactive tamper detection improves software watermark robustness. Experiments show

that the model in the prevention of static analysis,dynamic tracking,and protection against reverse engineering and soft-

ware integrity of the watermark has good performance.
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Algorithm Code Recognition Credibility Data Overhead Embedding Resistance to Attack
Names Properties  TypeCredibility Rate Size Perf 1 2 3 Subt Dist Addi Coll
DM static informed low low low low Ni weak 15 1 weak
MC static blind high high high low N weak 35 11 strong
GCB/QP static blind low low low low N weak 28 / weak
SS/SHKQ/ static informed mediun high low low N strong 16 0 weak
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GTWvvs static blind high high high high N weak 29 2 /
Arboit static blind high high low medium N weak 25 2 weak
Abstract Interp abstract blind high high / / N/ / / / /
CT dynamic blind high high medium / N feasible 34 9 weak
Path-based ' dynamic blind high high low low N weak 34 10 weak
ThreadBased dynamic informed high high high high N/ / / / /
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5)BHMFEY Keya=f (Ha)E Keya= Ha;

6 Keya % &8 8B LB Domain B, D, (E
(Domain B)) ;

DT R, KA ER BT, ENARBERIETT.

4 KLEE
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ARG —ETF LK BB AU B (MW-SRM) #4752
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# 2 PPCT &5 MPPCT g &5t thk

¥EARE PPCT MPPCT
m ‘;Zn‘cfnnflzm (m—1)™?
10 14 5.9X104
100 5.09X1026 6. 05X 1099

#% PPCT # MPPCT Ba# 7K ED B $h $M 338 R 54T OB
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. AN $AT B I 22
NREF (RALKB) AL KB)
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