38

Vol. 38 No. 8

# WOE B R
Aug 2011

Computer Science

0¢]

2011 4E 8

an

— f$t X4 Grain-v1 By £ 4335 IR B

T B BTERE KiRS
(ARETFHEAFWHENNLEERLLHFHEALRE WX 71007D

¥ OE BdrWAFEAEE Gainv], RET —FA4SERARERBYEZ 5B REAE, ZEAFTHATHITREA
REBAEARAEE S, 6 LFSR BT HEFINBR B EHFH 1T ALEBRALALERFTRPBONMAFRE, RE
275 62bits O A HRET ERTHAFAH T, EALLGF LA LEH OQ"Y), £ 49,Grainvl
B4Rk ket A KA TR E 4R OC°) Lt A, F ik FEL LKA,

AR  AFH,Grain, £ 5BR &, FHR

hEZRSHEE TNIIS. 1  XERIZE A

Differential Fault Analysis of Grain-v1
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Abstract By analyzing the weakness in design of the stream cipher Grain-vl,a differential fault attack was presented.
The attack makes use of the weakness that the key stream equations in the first 17 times have comparatively low or-
_ ders. The attackes needs to inject faults to the specified positions of LFSR at the stage of generating key stream. By dif-
ferentiating, the attacker is able to acquire 17 linear equations which are linear independent and 80 initial states of the
stream cipher directly. The attacker just needs to guess 62bits internal states,and then all the internal state can be a-
chieved. The proposed attack algorithm can reduce the complexity to O(2742), The result shows that the analyzed algo-

rithm has security vulnerabilities,and the computational complexity of attacks is lower than that the designers claimed

0(2*).
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