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Web Server Fingerprint Identification Technology Based on KNN and GBDT
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Abstract Conventional Web server fingerprinting method is easy to modify the response head so that the recognition
result is not accurate,and the existing recognition method based on machine learning needs to send a large number of re-
quests for identification. To solve these problems,by analyzing the feature relations of the response head,a Web server
fingerprint recognition algorithm based on KNN and GBDT was proposed. Only two different types of exception re-
quests are sent to identify the corresponding Web server fingerprint type and version range. Compared with the existing

algorithm of the relevant Web server fingerprint recognition,the proposed algorithm can optimize the recognition speed

and the recognition accuracy.
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Fig. 1 KNN and GBDT hybrid model
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root@kali: ~ # curl -i 1. 202, 219. 45
HTTP/1.1 200 OK

Server; Apache-Coyote/1. 1

Set-Cookie: JSESSIONID=5DC8B436FOA666E81920D31F36 C4A1F6;
Path=/

Content-Type: text/html; charset=gh2312

Content-Length:2319

Date: Tue,25 Apr 2017 07:53:08 GMT

’l 2 Apache IR 55 % f M Bz 42 3C

Fig. 2 Response message of Apache server

root@kali: ~ % curl -i 130. 185, 74. 2

HTTP/1.1 200 OK

Content-Type: text/html

Last-Modified: Wed,03 Aug 2016 14.:34:18 GMT
Accept-Ranges: bytes
ETag:“d326371e94edd11.:0”

Server: Microsoft-11S/8. 5

X-Powered-By: ASP. NET

Date: Tue,25 Apr 2017 07:49:57 GMT

Content-Length:701

3 Microsoft 1IS fIft 55 %% (14 i i 41 SC

Fig. 3 Response message of Microsoft IIS server
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Table 1 Identification properties of Web server type
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Table 2 Identification properties of Web server version scope
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Table 3 Definition of Web server version scope
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Microsoft 1IS 5.0,6.0,7.0—8.0
Apache 1.X,2. X
Nginx <1.5.4,>1.5.5
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Table 4 Identification results of server type

A BHE/Y /s

SVM 97.06 0.297
Neural Network 97.06 0.417
KNN 98.03 0.007

SGD 97.88 0.009
Logistic Regression 98.21 0. 048
Decision tree 97.88 0.0009
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Table 5 Overall identification results of server version range

A EHE/ % B /s
KNN+SVM 79. 66 0. 265
KNN-+ NeuralNetwork 79.90 0. 405
KNN+KNN 81. 36 0. 007
KNN-+SGD 72.64 0.011
KNN- Logistic Regression 79.66 0.068
KNN- Decision tree 89. 83 0.001
KNN-+GBDT 90. 31 2.881
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Table 6 Comparison of detection time before and after using

coroutine technique

WA J7 & PR ENHE A /s
KNN+GBDT 255 251
# £ +KNN+GBDT 255 31
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Table 7 Recognition results of different server version range

W , HHE/N .
Microsoft 1IS Apache Nginx
KNN-+SVM 100 89.71 50.00
KNN-+ NeuralNetwork 100 90. 44 50.00
KNN-+KNN 100 64.71 87.96
KNN-+SGD 100 42.65 68.52
KNN- Logistic Regression 100 89.71 50.00
KNN+ Decision tree 100 91.18 87.96

KNN+GBDT 100 91.91 88.92
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Table 8 Time consuming of server fingerprint identification
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