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Improved Key Management Protocel for LEO Satellite Network

PAN Yanmhui WANG Tao ZHAO Xin-jie LI Hua
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Abstract Key management protocol is the base of secure communications between satellite network nodes. Character of
key management protocol in the terms of satellite network environment was analyzed. A distributed key establishment
scheme combined with centralized one was proposed for LEO satellite network. Then, an improved key management

protocol was given with new clustered rekeying mathod. At the end, it was analyzed and checked. The result indicates

that it could help to tighten security with shorter key updating period.
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