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Abstract Abstract based on the characteristics of Ad-hoc mobile network and detail analysis of the consistency condi-

tion in strand space model,a concept of five routing segments model was brought up and intermediator credibility condi-

tion was changed into the arbitrary intermediator credibility condition, thus the strand space model was adapted to the

security analysis for Ad-hoc routing protocols. Then an attack was brought to verify the correctness and superiority of

the five routing segments model.
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A—>R(Messagel) : A, Na,{Na,Kab} Kh

R—>B(Message2) :A,R,Na,{Na,Kab} Kh

B—>R(Message3) :A,R,B,Nb,{A,R,B, Nb,Kab} Kh

R—~A(Messaged) :A,R,B,Nb, {A,R,B,N/),Kab}Kh
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A-—>Ra(Messagel) : A, Na,{Na,Kab}Kh

. Ra—>N(Message2) :A,Ra,Na,{Na,Kab}Kh

N—>Rb(Message3) : A, (Ra, N) ,Na,{Na,Kab}Kh

Rb—B(Messaged) : A, (Ra,N,Rb) ,Na,{Na,Kab}Kh

B—~Rb(Message5) : A, (Ra, N,Rb), B, Nb, {A, (Ra, N,
Rb) ,B,Nb,Kab}Kh

Rb—>N(Message6) : A, (Ra, N,Rb),B,Nb, {A,(Ra, N,
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Rb),B,Nb,Kab} Kh
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