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Abstract Through policy-based network security management research, this paper analyzed the existing network secu-
rity policy conflict detection and resolution method shortcomings. Based on policy refinement of ideas and security policy
conflicts classification technology, policy-based network management security-level model was established, with exten-
ded XACML language description. According to the relationship between policy behavior, using knowledge reasoning.,
dynamic layered security corresponding level of policy refinement consistency automatic detection and timely conflict
resolution were made, letting it has a good reusability and scalability,and is conducive to the improvement of manage-
ment efficiency. Policy-based access control refinement application implementation was verified. Finally, some of the fu-

ture research directions were discussed.
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(3) if P. pj[flag]="! P. pi[flag] and p; € PLaction], p; € P[action] or
p; € PLobject], pi € PLobject] then
(4) if P. p;[ subject ]NP. p;i[subject |=® then
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(1) get pi( flag]
(2) for(j=0;j<<P. count() ;j-+-+)
(3) if P. p;[flag]="! P. pi[flag] and p; € P{action], p;i € P[action] or
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WP [ J'OP. pi[ 1’50 then
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(11) endif
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Class CConlflictmanagemnet

036¢

{

Public:

int Id_conflict;/ /W3R

int Type_conflict;/ /M7 250

void ConflictDetect( )3/ /7t
void Conflict AnalysisC );/ /537
void ConflictResolution( );/ /2 ¥
}
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