F39% 12 s B %

201248 12 A Computer Science Dec 2012

ETHEEMNERERAGMESREERNIEE
SVM N\ E#£ & %

%okt FErk
(ABAEFREERAER WE211169) (IHLEEAMWIRERE FE 211169

W E HTHESVMARERNF EZEMNPR RRESFPRMNEARFALRET —FHATEEmIERYH
Fo B AT BIR 6 & SVM AR E k., BEE KASHASHNHERRT EE MR E, i SR ES
FHBIHARRE S Ak THARRE BB REMRATORE EAENELRATHE, AHA>RERRIRT
REABEEN,FAT KKT HHRTHEFIT MEMERE SVM S LR, E80F LN, % Lk LK RF0HER
Bt R R A, I HRR B,

X ABHED,SVM, 35 B A, 45 808, SRR K

FEES%ES TP393.08 XERIRE A

Incremental SVM Intrusion Detection Algorithm Based on Distance Weighted Template
Reduction and Attribute Information Entropyc
XU Yong-hua LI Guang-shui

(School of Information Technology, Jinling Institute of Technology, Nanjing 211169, China)
(Jiangsu Information Analysis Engineering Laboratory, Nanjing 211169, China)

Abstract In order to solve the problem of the SVM intrusion detection method which has low detection rate, high dis-
torting rate and slow detection speed, a kind of incremental SVM intrusion detection algorithm based on distance weigh-
ted template reduction and the attribute information entropy was proposed. In this algorithm, the training sample set re-
duction is made according to the sample for the samples and the neighbors to the total distance weighted weight, then,
the clustering sample point and the noise of the fitting point are taken out through the adjacent to the border area seg-
mentation and based on sample attribute information entropy, and then, using the sample dispersion extracts possible
support vector machine,and incremental learning based on KKT conditions is made to construct the optimal SVM clas-

sifier. The simulation results show that the algorithm has good detection rate and the detection efficiency,and distorting
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rate low.
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