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Abstract A novel dual reversible steganographic method based on content correlation analysis is proposed for enhan-
cing the security of biometric information transmitted in the network, Different from the existing approaches, in order to
make good use of abundant content of the cover image and improve the performance of data hiding, least square (LS) re-
gression method was adopted to exploit the content correlation between the palm image and the face image firstly, In
other words, the face image was used to represent the palm image, and the unrepresented part of the palm image was
embedded into the corresponding face image. Besides, the reconstruction coefficients were taken as the secret key for se-
curity. Then, the stego-face image was hidden into a nature cover image by the same method for causing much less at-
tention of attackers randomly. Finally, the stego-cover image containing palm information and face information were
transmitted. The presented method realizes dual reversible data hiding for biometrics and its security is also employed
with a hash function and a secret key. The proposed method exhibits good security, invisibility and high capacity. Spe-
cially, dual reversible data hiding further improves the security of transmitted biometric information and ensures the va-
lidity for multimodal biometric identification.

Keywords Steganographic,Content correlation, Dual reversible data hiding, Multimodal biometric identification

1 35|85

EER, MENABEGEEARN CEERMITEI BN
PR R E R, A YA RERE S — b v T EL AT SR 89 AR
MEARBEZ B, EYIAERE, FlmsEa . Al H
FEZ ETAIRENERRBR, HEERIR TR S5
RMEBEHE PREE, AR A 5 8 B Bk B D5 i A0

IR H#.2012-02-01 &4 B #1:2012-04-30

o MREYNIEE BEAR IR P EREE, B E R
S RAEYHATES B A S R AR A AR Btk
TR 3 X ST B WA YRR R G etk R
TR A, 3 T R B A WA B BT E I A W
4. Schneier $ Hy A {RIEAYIAIERIR A R A REME
AEVRAERGEIER TAE. Brid, SREAYAIESS B 7 M &
AR b R ST MR 22 A MR R AR R AR

AR E AR & BRI B # R 4 (201201070, 201201063) , AR JLITHL K 242 A

FAERE 4 (10QNJJ004) , MR EF S HE SR TR T R EALREFTE (93K172012K13) ¥ 8.

F w1981—), %, 184, YEIN, FERFFEH 0 58 B E 4 AEYHATE , E-mail: qim801@nenu, edu, cn; T #(1985—), 1, {4, FEMRF
BfE B4 EANE; TRER(981-), B LS PR, TEH S ERERINS THMA8T—), &, Mg, TEHR W AERE
4 MR BAQ978—), %, WL, W, EEHRF R TRV R E G,

-70.



HAT, BRIMF B R 2 E D LE N T - ERRES
BoRAR Y A MIAE S B R K R e B, Bl K ENFIE S
HEEY, B2y g 2R AT K B R B AR K ER R A
B EYAER B E BB - BN E Y RHERERE 5
M EYAER RS . SCER(214r BV T 4 FBLA oK ER
T Kol B A BIR B AR, B T BESAEY
AIE, H8 i A FOAT B A A IR B SR A R R T T SR
FERIMERE, SCHR[3]454 DWT 1 LSB 5 Bo i A B 1R it
ABUK BT SRR, %07 ¥ B ESHCHT L SOk MBS B s
FP T AR i B B e, SCR4AINR T —F
EREA A YR R K B8k B B o B 1 48 48 AR AE 43 B
St AR EGH T R AT B ERIE . XA BRES
AL F LR R W IR E RN AR AR, T HRFAEY
INEE IR B R 5 BRI BEBHIF ., 5 —LH kT
AFEB IR EREREBREARS AR EEP. H
TREEET R P e, SR DR A Y EER AR 3 F
ARER SRR G PR A WER . X6y
Sofd P A 0 75 S T BESEAR SEAT N4, SR S5 [ DWT gk
K HBRBIAHCH AR R b, LR RRYXET SR
RBUR TIRIFHIAT] WS R, BRRERBARAR.

BENEZEDFERB TP, KEEHEE —-ITRHE
AMEYIAEE BRAZIS —EEYIER SR ARG RE R
AR RIFARK, T H, XLk BRI, k2 u,
ENMARESREREER. E AR, XEH LT
B TR A PIAUE B 5 B AT BOARAE , B i A YR R &
BItERE. B, FRBEFEAETSKER ENEYIAER
&, W —EMAET /. 5T FRX -8, 5 %%
HEPHRTWHENGERRET R, XA FEEEMT
EXERR FERRGEREGURKBATRG SN
FESEPEAGE. BN, TR 8 IR TV 28, BH T M A%
BT 4R B R s, T EERE N AAE.

Gk, KEBE BRI R R A REREREER
BEIRGER T, REERH TR ERHEEBIASHA
L, SEEBERBRARANE . FlH, 38 WAYAER &R
Bl 2B EYEREAGR BT HAT S, KRES
FEBHEEWER, T EABAIESRELEYIALE SR TE
. A TRBEVAERENZEENEERBENAR. &
SCHR T — R T P 5 AH 6 I AR A T 3 B i, BNV
A B B R R R R SRS A YGERR, AR
it 3 F AR — 3 SR ER (R E AR E &N
B , B Sl A Bt/ (Least Square, LS) 1Ty i 0 # £U A
BFNRT R A AR BR BEAT A M 48T, BD S A B R B N A
TR FLER, AREE RS WESE IR ERR, KA
IER[10 4B BB A R R A B AR E R T R T, K8
FMEBARBERERARNFERBEEARE S AERMA
KRG RWHBEEER D BG KB EN &R R S N %
BEATAEH . TEROR, B el AT R A B A i B L B
BN ER O RBABRAEGRAIRE RS IRBEER,
FER PR AL ) ARG L 5 A B B RS R 72 A S I B IR
8BS RSB RN RS R SR E AR ESRHTESES
EYRAE. KEFERRY], RS, L BB

KESFNAEREBRAREGFTFR WARASRE TEN
RUMGHRRIE B . A LA B A BN X LG R B, 430
32 i 9 Jy v HLA SE AT O KR P B 5 1 L B8 U AR B R
it — SRS YR BN RSN, LN ME LR P RS
BEYE B R FPEAERY  ARE A YIAER A BT Sk

A0 2 IR T 3 WA T RE R K
s BUR BEE .

2 ETHRBEXENAEEENZ

2 SN PR AR A R A1 A B B £ 4 ) A W AE [
B B B 6 R E IR SR RE 20, RES S L
YRIAIERA R . ASCRHMBETHNENITSES T SRE
W 1 Fs.

———» %41
B B

A1 ETHENTEESFERERE

2.1 HXESH

H T HRBE BB, SCRC12 R B RE M 3458
TAEYATSE BT FROMEH, BRI AE T ERNEER
BRAEYIAERS. % TFHXSTHRE, A3 HE50E
BRI B ERTHE T DR SR AN RRLELE. AF—
IBESER P (X 5HXMABRER F (MXN),HH%
HESTELE RN T

1L BEGEE P mXn) BB ARREBNINE m X
m W, R G — R EHHS AP B, W Pe={p,,
pa)stl=1,sl m/m X[ m/m 1,

#28 BARBERF (MXN)GBKNR m Xn #
AEENR, HEE - SEHFHIE R WEF =
{fisfarsfats2=1,00, L M/my IXL N/m .,

F 3 RA LS HIFRFEE EA%A,

Y=FsA,A=(F}F3) 'F}Y D)
K, A NEHFELEY RREHHELER,

¥4 BREELEGEWEWNT:

E=P-Y &2

FXFBER, REFELBR EEN-FIREFEBR
A5 3 BRIAMBEMEFER A EABHRE. ZEHREAR
R, BIXF T U & R UL, SR AT B, 3¢ B1R
MR, B2 G THEESITRESR mE 2O R, &
W EL B BRIA RS ELBRH AT SRR, M E S
(E 2D WA BRREEHB/D, XERERZEBBRNVER L
FREEBMARE., HTAREREERS E,B 2(D B2
B2 E MEXTHEBOR 8 .

« 71 »






FEAICH, B TAEYAERG S B Lk, Bk, i
Mo H S EYIEEST XS B AR5 R
BRI B AR W 4 FTR .

‘ (b) F16 © Peppe

B4 FHAEE®RGLIZX512)

() ena

3.2 EEEAE
FICNE A AT R REA R 3 MER TR E
HIPERE.

3.2.1 ZAeMPE

B B EESEYIALRE B REEIA S5 B EENE
FHRGBUGEENER.

FOWR, HER S BT FE K B 43 B S SO R A AL 15 B AR
TEP 28 i, BV SR I SRR BEAE 0 B BB AT AR RS
.

5 R AN E R R RmE # — P MR & T IRB R
oy 8
3.2.2 R AEIRE

FEA/INTS {9 SE B, 6 P 0 R {5 R bE (PSNR) it 42 i )
Tk AT AEHATIEAG . % . IA % PSNR B F 30dB &Y,
E R EA BT WAk, i FASTH A E S AW Y
B SEIEE L RTS8 AN B 1R B3 (Rt 2 73 A 18
B AT A R A R, MK BT B Bl AT 404

1 Stage 1 ", A SCH P55 B9 L SC B E A T BT 807
IR SRR . —FRAR BT AR RN 7T 5
EEHEFRRER D, 55 —FioR R0 E B
FEARBEREEDBEBRBGS FRRILE 2. W,
TESE R 2 TP 2 85 LU BRI R B R 22 181 ) P A0
%, Hig#ud B 5 L% 1 M.

B 545 T Stage 1 I PIARJ7 1 B9 PSNR fH X HLg5 2R .
M 5 ATLUE H L X WA 7 2 1) PSNR {H#8 & T 35dB, X &
R TR B R R R, S5ttt L8 1
H 200 1R & A B 4 59 PSNR F3{E 2 37. 1903dB, HSE
1 2 i) PSNR 4 1dB.

20 40 60 80 100 120 140 760 180 200
The Number of Samples

B®5 AKKEME PSNR %458

FITEAE Stage 1 PEBRATT RERRE TFEFHEN
TRV, ARG TSR, B R RN R 1y
HIRh E SRR 35 5274, T H AR B R I KR4 —
FFFIALEE D 0. Fit, R BT, BN KR ENEKE
R, Sesh, XH 1 MERERAR LR 2 2 2/8, BAER 1
FELUFE B R IE B B AR B EORE. BRI E
BRM 6 L ZHEBIMLRAR BT, KRR, RITEEATTR

MR A B 2 A1 T R

fE Stage 2 11, WA 3 IREAAE R P BEVLLEE —IBIE N EH
AR R B, B TEX — B B RBUL R I EH
{6 FRAH SR AR AT » T EL PR 7 2k B BRI B AR R » BRI X 7
BN PSNR L EA LR, KIHERERBE,3
& TR PSNR 39E 4 34, 42dB.

WEAh T PR AE Stage 2 o RIBUT H5 9 A AT L, 3 A
LH S(HEBH ELEBGMAR B GIR AR BERE G+ 55X
1 PAT TR, W 1. W, AR SO I H: B BRI Y
Rt

F1 LB RELE 3 AT A

1 %3
HGERAN BB 512X512  512X512
S # PSNR (dB) 34,42 34,26

3.2.3 BREE
FEERRAFRITREITRIT

bPP:ATI;i‘]\—L 4)
A, N, BEFRARNBERE BN R 8L M XN, B8k
ERRIK/AN, bpp AR MERBA R SR AIER0 R,

EMAREFE, AN 528 FERT T, AF
2RHLZTEPRAEANBAZRVES THE 3MHFE,

£2 BARNRER

#HHk (PixeDd B % 5 B (B
1024 X768 1000
512X512 16384

512X512X3 86016
512 X512 185408

4/% % (bpp)
0. 0013
0. 0625
0. 1094
0. 7073

Vatsa et al, [2)
Vatsa et al. (3
Shih et al. (18]
XK %
X F BRI AAH R E DU T, 2% SCHR M W 0UER [ 8 v
FEMBRK L EERB TR RRIEMRSTE/N. TEUE
2 i —Xt AR AN £ B G ] (B 2 F (b)), i L5 1
LR 3 R A AR B RS A E LT IR ERNRE
KN BRI 3 BrF). BT, X R COE I S, A R A B
BERENBAER/DAR, AR HEEARORATEARR.
3 ULHILE 1 FER/MRBRIRE R BN TT CHA (S B 1
A B RGBT LM & P M B R, B R M E
1E5ERE.

#3 MFEHRAFRFFRRER DK LB

K %1 %H3

Lena 420X 420 430 X430
F16 388X388 396X 396
424 X424 432X 432

Pepper

3.3 HIMIAEMBESEYIAL

SRS EYIAERB A AR B IAIESS R —Fhex
B EAR B BREAS YIRS AP A SO B PR
SEHrh , SRR R HEFI Bl A (LLDE)™) 3 5 4R B A S ]
BEVRRAE , 68 A 45 B 547 (2DPCAYDS SRR S L R 1Y
PRI, 7ERARHTBL, SRS/ IMNER I (MDR) U gesg —3F A
R AN S E A 2851, MDR 52 LINF

S =min(E) /max(F,)+min(P) /max(P,)i=1,++ N

(5)

A, S BB /MEFRAVIGREAE IR > 7] BB AR

Moo S RS ¢ A AU ¢ ANREE 60 56 P 88 08 S S 1) A
. 73 .




REVCERIR4y, N REEAR BB P RARESUIIE AR 4.

TEMEAEH AL 72, A= 0 IAIE R A5 0 22 2 1 o 50 B
RMATA AN M ESRIE, — B SRR b 22
ik R RS 2 RIR,

TR YA TE B AR B A b » AR SCEE AT AR AR
Z RIS A S RS ATIRAE . BN, 7 & 2R, R A
SRR A B B 5 A B Hash S0, BB —HEHF
PV REIME B A BI AR B F. U0, 8 Hash
LB &3 AR BRAIAIE. B %, NS HARE S R
BB (5 BRI AR R, SR )5 IR B R 22 R R 0K
BB S A LB 1Y Hash {8, 5 /5 a5 8 UM BT A R
B4 Hash{E. R EA1VCE R0, W38 GBI & %
E RN, ] DLk — 7 A A E ; B, BEoR R B
FRREERBR., EREEP, BB ERERE R
FME B BT SRS EYIAERIRBIZE R 99.5%.

& 6 &5 B8 Mo B B ) B AT S A TE R 3
2., B 6H, (M AFERBRERGNSHEARES,
OREFHEEE, (OO HMOFRBUNEEA
RS ARE B RER, (D EXT (O#fFTEREBIIME
18, B 5 AR BR AR E BB A& B R 53 540 O A G Bie
. MNEISATLIEH . ERFHEMBRT, KX FRAMN
Hash i 5 #0718 849 Hash {82 —BRY, X RO
W R PSR B P A LS A 5 R T » S B R R B BN AR /1
ME Rz EGNE 6 (W TR, B35 &R H Hash 58
FHBEM Hash B R BHENER, XRPABERIMEFE
FGEEm IR P ER TR, BRFINEEREEREE
W, H—5 . BT R & E AR B G ARE Rk E
WA R ELY, LA DEX&E ARE R HERE
BRI, A TR &5 B M AL M ik,
KEDEEHRESTTEER.

i
Hashft 00011011010011101110000010010011
(a) ()
ER &
0001101101001110
Hashfd 11100000 1001001 §
(c) (d) (e}
Eooid
Hashik 1161000101010011

1010001111001001
() ® U]

K6 PHAAIERH)

SRE  ASURH T -METHNENTEES I RRYP
FRNEESEYIMNER BN ESE, ERTEYR B/
e m] Y51 75 % 2 SO PR BRI I 69 ARG R AR AT R A A
H R FEAH A AR B R+ 515 B2 AT REd T 50 R Rt
R BB R . RS TESR, HHRD
RER R 2 MR MR EE BIRABIARE G, T i—
AR B A MU MR AL 4 9 4 Ve F IR LA R 4 AL 9
B 2t SR SR SR i R AR B i B A B AR B AL B
BAIRTAEEN A RBEER T, LRERAELRNEE
ME R AYE, HAh, B TR L R R

0740

AR B R R B EA N W B LRAERBGE.
T EL » 38 A P 40 A » B B R AR A R B o B A7 % AR
8 - T REREAR S (P2 67 700 88 1 4 3 10 PR 460 IR 20
FREEE) . Wl E /RPN —BETEHLTIE
FEIESD. R, ASUNE &M AR RAEMREA R 3 R
PRI T BT R E R WA B A AT, KBRS RN
TR SRS SEEEYIAER B E 2R .

2 % X H

[1] Schneier B. The Uses and Abused of Biometrics[ J]. Comm.
ACM,1999,42:136

[2] Vatsa M,Singh R, Mitra P, et al. Comparing robustness of wa-
termarking algorithms on biometrics data[ CJ // Proceedings of
the Workshop on Biometric Challenges from Theory to Practice-
ICPR Workshop. 2004 ;5-8

[3] WVatsa M, Singh R, Noore A, et al. Robust biometric image wa-
termarking for fingerprint and face template protection[]]. IE-
ICE Electronics Express,2006,3(2):23-28

(4] Kim W,Lee H K. Multimodal biometric image watermarking u-
sing two-stage integrity verification[ ] ]. Signal Processing, 2009,
89:2385-2399

[5] Jain Anil K, Umut U. Hiding Biometric Datal J . IEEE Transac-
tion on pattern anslysis and machine intelligence, 2003, 25:1494-
1498

[6] Khan MK,ZhangJ S, Tian L. Chaotic secure content-based hid-
den transmission of biometric templates[ ] ]. Chaos, Solitons and
Fractal,2007,32:1749-1759

[7] Chang C C, Kieu T D. A reversible data hiding scheme using
complementary embedding strategy [ J . Information Sciences,
2010,180:3045-3058

[8] Al-Qershi Q M, Khoo B E. High capacity data hiding schemes
for medical images based on difference expansion[J]. The Jour-
nal of Systems and Software,2011,84:105-112

[9] KimK S,Lee M J,Lee HY,et al. Reversible data hiding exploi-
ting spatial correlation between sub-sampled images[ ] ]. Pattern
Recognition, 2009, 42 ; 3083-3096

[10]) Peng Fei, Li Xiao-long, Yang Bin. Adaptive reversible data hi-
ding scheme based on integer transform[]]. Signal Processing,
2012,92:54-62

[11] #2ERe, 2, P35 BT RS BER N ERE L BEA B
(0. BRI, 2012, 39(2) 1 47-51

[12] Qi Miao, Dai Jiang-yan, Shi Yan-jiao, et al. Video Hiding Method
based on Regression and Visual Attention Model for Secure
Face Identification[ J]. ICIC Express Letters,2011,5(10):3701-
3706

[13] Chan C K, Cheng L M. Hiding data in images by simple LSB
substitation J]. Pattern Recognition, 2004 ,37:469-474

[14] Tsai Y Y, Wang C M. A novel data hiding scheme for color ima-
ges using a BSP tree( ] ]. Journal of System and Software, 2007,
80:429-437

[15] Li Bo, Zheng Chun-hou, Huang De-shuang. Locally linear dis-
criminant embedding: An efficient method for face recognition
[J7. Pattern Recognition, 2008,41:3813-3821

[167] Shih F Y, Wu Scott Y T. Combinational image watermarking in
the spatial and frequency domains [J]. Pattern Recognition,
2003,36:969-975

{177 Qi Miao,Lu Ying-hua, Du Ning, et al. A Novel image hiding ap-
proach based on correlation analysis for secure multimodal bio-
metrics[ J . Journal of Network and Computer Applications,
2010,33:247-257



