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Symbelic Execution Based on Branch Confusion Algorithm
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Abstract Symbolic execution is a common static analysis technology. Issue of array element confusion is one of the key
factors limiting symbolic execution performance itself. Through analysis to array confusion essence, branch confusion al-
gorithm was proposed. With the strategy that manages confusion algorithm and symbolic execution in the same time,
some complex array problems were solved. Using the real time method of constraint solving, infeasible confusion bran-
ches were cut in time, Combining with symbolic execution and constraint solving, the prototypical tool ASym was deve-
loped, which was based on improved confusion algorithm, Primary experiments show that it can solve the confusion

problem in branch structure and avoid array semantic error in delay replacement. Meanwhile, extensional branches are
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dramatically reduced and efficiency is improved.
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ElementType symbolArray(ArrayType [ Ja, ElementType b)
{

1) ElementType i=0;

2) o[ 0]=1;
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ST B (08ZCKFGX01100) ¥ By .

3) a[b]=i;
4) return a[0];
}
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CrossRec(int [ Ja,int i,int j)
{
D) ali]=1;
2) j=i+1;



3) k=i+2;
4) alj1=2;
5) a[k]=3;
6) if(alilt =3)

{
7 a[k]=4;

}
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Create(Inner); //BIE4 HZERBES Inner
Initialize (Inner);// Inner ¥ G475
improved_mix ( pro )
{
foreach sentence s in pro
{
if(Condition(s) ==true)
{
Constraint(s) ; / /3t 2& A4 25 R
if(! Feasible(s)) s, enable= ={alse;
else s. enable= = true;
}
if( Exist(x,s) &&x€ VarAry(v))
{
Pick G,x);5 //M x PRGNSR |
H(Rebirth(D)) //# i REFEALR
{
i=SymbolicRep(1); //#F S & #t i
}
if(Inner == NULL)
{
Insert(i, Inner);
SymbolicExec(s) ; //— M BB S HAT
}
else if(Inner! =NULL &&. Exist(i, Inner))
{
SymbolicExec(s) ;
}
else
{
Insert(i,Inner);
foreach element e in Inner
{
IfExtent(e); //i IBAMY R
}
ElseExtent(e);//else iIBHY B
foreach extentedBranch eb in pro
{
if(eb. enable)
improved_mix(sub_pro); / /433 I &R 13
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}
}
}

else

{
SymbolicExec(s) ;
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B3 ASym FFESHITIRRE
Void FixHeap(Element L[ ],int Hsize,int root,Element k ){
1) if((2 % root) >Hsize)
2)  Llroot]=k;
3) else
{
4)  if((2 % root) = =Hsize)
5) int larger=2 % root;
6) else if(L[2 * root]>>L[2 * root+17)
7 int larger=2 * root;
8> else
9) int larger=2 % root+1;
10)  if(k>L[larger D
11 L[ root]=k;
12)  else{
13) L{root]==1[larger];
14) FixHeap(L, Hsize, larger. k) ;
}
)
H
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H n BAREREGAR, S # 7R3 &0, B
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cexecution/downloads/list,
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Code:if((2*root)>Hsize)
Result:@((2*root)>Hsize)
C1: (2*root)>Hsize

Code:else
Result:@— ((2*root)>Hsize)
C3:C1

] e

Code:if((2*rooty==Hsize)
Result:@((2*root)==Hsize)
C4:C3 A\ ((2*root)==Hsize)

———

Code:L[root]=k
Resuit:L{root]}«K
C2:Cl

Code:int larger=2*root Code:else if(L{2*root]>L{2*root+1])

Result:larger«—2*root

C5-Ca C6_1:C3A (L[2*root]>L{2*roo0t+1])

A# (2*roott1==2*root)

Code:else if(L{2*root]>L{2*root+1])

Result:-- Result: @(L[2*root]>L[2*root+1])

C6_2:C3A (L[2*root]>L{2*root+1])
A# (2*root+1!=2*root)

Code:else
Result:@(—((2*root)==Hsize)
A~ (L{2*root]>L{2*root+1]})

C8_2:C3A—CAA—

Code:else
Result:-~
C8 1:C3A—C4A~
C6_1I A# (2*root+1==2*root)

C6_LA# (2*root+1!=2*root)

Code:int larger=2*root
Result:larger«—2*root
C7:C6_2

Code:int larger=2*root+1
Result:larger—2*root+1
9:C8

T,

Code:if(k>L[larger])
Result:@( k>L[2*root])
C10_1:CAA( k>L[2*root])

Code:if(k>L[larger])
Result:@( k>L[2*root])
C10_2:C6_2 A( k>L[2*root])

Code:if(k>L[larger])
Result:@( k>L[2*root+1])
C10_3:C8_2 A(k>L[2*root+1])
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#¥ AlgType(Algorithm type) BB KR, %% TCA(Tradi-
tional Confusion Algorithm) 5 BCA (Branch Confusion Alg-
rithm) 47X H o Tra(Traversal times) 3775 38 J5 Yk 3, Deal-
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7587, B IncAct(Times of increased branch action) L3¢
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AlgType  IncAct IncBra Tra DealNew
TCA 12 34 2 no
BCA 22 6 1 yes
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7P BB (IR AR 2, BT LU B R AR AL 5 T B
R ABBUEAE & BB B E SGRE . Btz 5,
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