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Hierarchical Key Management Based on Matrix Space
ZHANG Cai-xia? CHENG Liang-lun' WANG Xiang-dong?

(The Faculty of Automation, Guangdong University of Technology,Guangzhou 510006, China)!
(Department of Automation, Foshan University, Foshan 528000, China)?

Abstract In order to improve the efficiency of the storage resource of wireless sensor networks, enhance security at the
same time, this paper proposed a hierarchical key management based on matrix space, This scheme uses sub-space of LU
matrix for successive key predistribution and uses removal mechanism to reduce some of the information of matrix of

nodes after key establishment. Figures of simulation show that the proposed scheme provides better storage efficiency

and better security through the removal mechanism. The security of network can up to 100% in the end.
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