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QCS: A Preventing Multi-dimensional Inference Approach for OLAP

CAI Wei-shan CHEN Qi-mai LIU Hai
(School of Computer, South China Normal University, Guangzhou 510631, China)

Abstract For high complexity and low practicability of most on-line analytical processing (OLAP) system inference
control approaches, the paper proposed an improved preventing multi-dimensional inference approach on the basis of
previous researches, This approach is based on the QCS(Query Cells Set). It puts preventing detection of multi-dimen-
sional inference threat on the cells set(not simple cell) that requested cells of the query depend on, so the complexity of
detection algorithm is reduced greatly, which meets the normal query processing requirement of OLAP, Then the effec-
tiveness proof and algorithm were provided, and an example was used to illustrate the algorithm as well, Compared with

former inference control approaches, QCS approach not only protects the sensitive data in OLAP system effectively, but

also has better computationally efficiency, which meets the practical requirements of OLAP system,

Keywords OLAP, Multi-dimensional inference, Inference control, Privacy protect
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FAIZZ BT (B QCS), T A 28800 b, AUE R By
1T RS 4B TS H BUREEE M EE . Ry T OLAP R4
BRAGER, MERARMN BRI, BB E OLAP R4
M RTEEIK .

2 RAUKERR

B KR OLAP RGN EARIEBER, THEH
CERL6 P AR R AR IS 45 tH BB L 7 T R E M A E B R
e L.

ESX 1 Bk FiERR—AJ04 , DataCube= (%, s¢) ,

(D V€ A RBEMEAR—A £ TTH, FRAEIT(CelD

(2)&¢=cleJLc BBIESL RS TE RITES; c=(d,
dy sy di ) REER N —A k TCH  FR K (Cuboids) 5

3 %= 11D, BB I eeh BT TR 4 D= |
I<G<KD Y RSE i MR, k>0 BYER

WEFEREHETO < e B o BIHE ¢ Ba B
Fftia < a=<a A FR o 5 ¢ AT H ;I8 Data-Cube
w35 4Rk B9 R FR 4% 0 F 44 (Core cuboid) ,i84E C...

T EEL A 2 VR g A 1L B2 R o BB S T IR B L
BARSTRBER F AR LR RITE o KIBSUEK[16], 4
LB —HIM—ATREBYE JIEE—{H ALL), h42
W IE] B4R 7 56 7 T i 5 o 088 o7 ik B R A 17 (Laattice,
RO &5, X B ARTE (S < BR R GLE 1,
A X PR 6 R RV T T 50T ), B L, R 38 (o, <O
ANELIURE . MELEH R R T OC R ULHA T R L A v B 1)
PIKHIR AR .

[ <allall>_

I <counu_.y.,,5el!>_+

T T
{ <all,quarter> I ]<c0untry.year> l
| T41%< 1 [ 3

| <all,month>
T4a

fcrity,alb
e

T2c

{<60uutry,month>‘ [ <province,quarter> I I<city,year>J
{ T3a 1] T2b VT |

[:;fovince,momh> <city,quarter>
T2a Tib

<city,month>
{ Tia

B 1 —ARdE IRy otk 4514

B 1 — R0 R (city, month) Xf [ B BE 52 3% Tla
BB BRI H AR kg, b ag 16 Motk
({city, month), { province, month), -, {all, all}); ¥ i F
(T1a, T2a, -+, T4d) F iR - HCHE X 3R — 4~ B 5T (A< Guang-
zhou, 2009-10) ) ; { city, quarter) & { city, month) [y J5 1%, { city,
month) J&{city, quarter) BJ#H 56, [H 4 { city, month) < (city,
quarter) ,

BUBRBER B RES, AP S A G EE T A
BARXZ A P EE A G B BUR AT LAY, fEh R
BIXTR, BURBE U R BB L TR — . BEZLRSE
BB R, B P B SUREEE A2 SR #R A i BE R DR 3

YRR, WA LIR W R R A AW EITTE. AXTEXE
BF, A SOV URE A EE N T IERLE L.

EMX 2 1F DataCube=<(%, oH)p,

(DEX Slice(r)={t|t€A, I €Er>1t<t' Vi <1},
Stice(r) R HIUE r A 4,

(2>%E X Below(B)={c|c€L, 3¢ € B>c<c'}, Below
(B) Ak %E B HE S

(3)5E X Sensitive(S)=/{t|t€ Slice(r;) st E c—>c E Below
(B}, S=1{(r;,B) |1<i<n}, Sensitive(S) R MILE S &
SR BUREE .

Below(B)WIBEERBIE L HFAEEHLEE FXF kg
B —ARI4>, Slice(r) REHEST KT BT LR TFHTR
ri— PRI, B Sensitive ({(r, B)}) & Slice (r)

U ¢ BZEEE, B. Sensitive(S) =AL:JlSensitive( {GiyBD}),

c€ Below(B)

Bl REAFESRE 1 EIB R R, A%
BRI IRE A BRERISA 2010 SEE TR Z RIS A N8
EEMIE. H ik K (province, month) Fl ( city, month)
quarter<{2010-QZ FYHUIEXT F 2 A P A2 HURK. HE X 2
1, EBRER RN Sensitive(S),S={(r,B)},n={(s,
@) | s € province, q € quarter, g<2010-Q2}, B; = {{ province,
month) } ; Sensitive(S)FTHIE 1 POLK U TFTHHIEL, 5T
B P BT AR R B8R .

AXBERGERTE LHRE, BREBHEEXTH
FHERREAS T 5 [8] 8 5 75 %o O 3 AU B 38 , Bl DataCube-Sensi-
tive(S) MIBRIA R BRANE , i P iR

mBAFBETEARE S, P REREH D WRIT
KRN S HEMB RS Fra FARHE, B, X BHE X
WEAE P EEAENBEE AN EREEE.

EX 3 fE DataCube= (%, ),

(DWEX Above(V)={c|c€ % I €V <c},Above
D ABARE V £

(DB X Query(Q = {t|t€ Slice(w), (tE c—>c € Above
Vi) 1, Q={(u, Vi) | 1<h<Sm} , Query(Q W MITER Q
MR LR .

HHE Q={(u, M} SlicetwdF U KK, BH

€ A (V)

Query(@= ) Query({ G . VD).

Bz WAEFAEANR 2010 EE-ZEXERNZEH
BN, HEX 3 A, ZERNENEERLNR Query(QD),
Ql={(; ,V1)},uy={{c,q) | c € country, g€ quarter, g= 2010-
Q1},V,={{country, quarter) } ; Query(QL) Xt F. B 1 F Dk
PL 3% R YR %48 Slice(u) MERE . B FAPEX AR
BT BE B A WU B S R A 3 .

R ERGRER A RNENEIEN, RS2SR
SR R RN R T e AR B R . YR ITH
A AT REHETR 0 BT BB, X B S AHET S, B
HEBAEMETENEREEINTERTE.

EX 4 7E DataCube= (%, o), 5 X Inferable(Q) = (1|
tc Slice(up ) —>t € c/\cGAbove(GLB(kEJKVk))},In—

REKC[1,m]

ferable(Q BXKTEHWE Query(Q WHEHEREY

D BATE GLB(D={z|Vy(y€ELAz<yA T2/ (x<La2'<y)>z"=2)}
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3 EHEPES 28 Query(QLEWE, XEM|T
WI0FERENFHEHRR XMERNERN Q= {(u,
V2)}su = {{p,y) | p € province, y € year, y=2010},V, =
{{province,year) },it Q=QLU Q2, MR M E N HEHE
Inferable(Q) = Query(Q) U {{p,q> | p € province, g € quar-
ter,q=2010-Q1}; BLBA A P BEE A X IR ) 45 R — e s
Hi4H 45 75 & province, quarter) BB $ 3 .

3 HEEERIE

YPURE P S PUE g A P B R B AR S IR
WA T, WAEREEE. RIEERENAR, HHEE
Al Ay R B Rl . — 4T (1-d Inference) M1 Z4EHETE (m-d Infer-
ence), —#EHEHEHBREES KBNS REHBI,; ML
#HEE - AHENE 2R ELIRA T LR E
AREE RS B R

ARTF—4E, LERERE TS LERBRENE NG
RAMEZHREEBEOE AR, KRR ENRNARTE
KAFTAERAEMHBEEENEESER, BRI E
ATATH . B ERNETRNERER T E—REET
— SRR BB IR Y, 0 5 SUM B -2, H—
# OLAP RAEATIRER B R —FRE R Fril, &0
) QCS(Query Cells Set) 5 ¥k & —Fh By B F B, B F B
RBR—EBRE LT RET A, A BObE %A
BEM A, AR B ZE OLAP R LA RE
HERCAFTEE .

H RS A P AR o2 R AT 40, BRAEE A AR R R B s 18
FIFEART] W AR T S s o K R, B B S ke R
R RBEES R AR, LA HBRSNBAR B RTR T
AU REZEHERBE RS B P FENRSE
B OR 4345 (A sum, count) fRE(A average, min) FI¥EH& (A1
median, mode) 3 3§, AR —MRE EENFLRDIHEL
5, MARBORE— AT Fe e 43 A7 B BOR THE (J average=
sum/count) , PG, FT LA R % B4y 15 B RBOW HER R .,
TSR MR R A 3 RE KRB B RART T
BEUE S CFBUBEUEE » WA RHEX EE/MEEE
Basis(S,x) , AR S-Basis (S, x) XX M ERF B B T Basis
(S,x),

EM 57 7E DataCube= (%, o1, & X Basis(S,z) =
{t|t€ S,z<t, A € SN <t—>t'=1)},Basis(S,z) HETT
SEEFHRES hXTF = WEB/NERE,

el 1 B JEBURER £-Sensitive (S) X T IR & (pro-
vince, month) )& /NEBEAE N Basis (¥-Sensitive (S), {{pro-
vince, month) } ) = { {country,month) , { province, quarter) } ,

Basis(S,x) B S %t Hix = H— 1B/ MEHES,
BAR Y| Basis(S, ) | >1 B, AT REFEE N S B = B B4R T
M. H,RIEEE 14518, X BV Inferable(Q) ) Sen-
sitive(S) ZQ B, BRBHE T A WA S E RPN, ©
R e SRR M R

B 11 7£ DataCube=(%, o) 1, 5 E 2 M Query

Q,¥FVY tEkL:JlSlice(uk) y M BNY € inferable(QBT, T
H PN E — AL : (1€ Query(Q) 5 (2) Y T2Query
QR | Basis(T,t)>1],
EHA—1 OLAPHHAAS KBBLFRE L 1%
« 180 -

LM BT R MA R AN BT, BT 2L, 25 SCHE 2 1) P T4
BRERZEETHAEE AW XK C. AR HITHEGX
BHFCHEWBEITE QCS), AL BT Cell . XM
W T SRR BB IR e, B RSB
& OLAP M b BB ER . HBIF N EIHRENE
AR, A SCE T BARE.

EX 6 FE DataCube= (%, o>, F X Rsensitive(S, T) =
max({c|c € %, TCC,, ¢ Sensitive (S) [ Slice(T) £ QD});
Rsensitive(S, T) BABREE Sensitive(S) X FHMBEITLE TH
BRITHLE.

EX 7 7 DataCube= (¥, & )h, 58 X Rinferable(Q, T) =
min({c|c€ %, TEC,, c(} Inferable(Q) (\ Slice(T) #D});
Rinferable(Q, ) RWEHE Inferable(Q X TEMBITLE T
MR RN RS .

HU XA, EEEE TERNWERT K« 2
Rsensitive (S, )RS TTR MG Rinferable(Q, T) R —4~
LR, BEEEE TEAASHBME Inferable (Q A MM
Fik ¢ #: Rinferable(Q, DG, B, I Rinferable
Qs DTS5 Rsensitive(S, T) HIM Feit, W] EFE7E B 43
FHIEIE .

B 2 XF DataCube= (%, of), 45 E BB AL Sensitive
(S)FIE M Query(Q), Y HANHFAEMATE nCC., 5
1k ¢, € Rsensitive(S, r.) ¥ J& Rinferable(Q,c,) B}, Inferable
(Q N Sensitive(S) 7= D, BMEUBRBIE T ER A W B HFE L 4
HEFREUD .

TEBR CGRBUE TR R i A r. € C, ¢, € Rsensitive(S,r.)
R Rinferable(Q,r.) <c, 2 {c,} =Rinferable(Q,r.), Bl ¢, <
¢ H A 5 X3, Slice(r.) N e, 7D, Slice(r. ) N e, D 21, €
Slice(r.) Ny » W 2, € Inferable(Q) . T c;<c, ,2FEHE t, € Slice
D Ne, W t,<t,. W t, € Slice(t,),c, € Below(c,) 1
t, € Sensitive(S) . &L ,1, € Inferable(Q) (N Sensitive(S), 3%,
HEARAE ., (HEH)EIE Inferable(Q) N Sensitive(S)# 0,
4 tE Inferable(Q) () Sensitive(S) ,t € ¢, I= {i| 1<i<n, t €
Slice(r;)} s K={k| 1<k, t € Slice(r,)}. H tE Sensitive
(18, c<cs 5 :GLB(,LEJIB") o B t€ Inferable(Q MM ¢, <
C’C‘I=GLB(1.9KV”) EE <60 B r={t|t.Zt,t.€CH,
-, EiQISlice (r,-)kQKSZice(n) NC.,.#Vt.€r.. B cSlice
() Sensitive (S), ¢, () Slice (¢) C Inferable (Q) HE1R, ¢, €
Rsensitive(S, {t.}) ,c; € Rinferable(Q, {t.}), B R ¢, <c»
WNEAERIE.

EH 2 RY, YENMEEEWRBITE T, Rinferable
(Q, D & Rsensitive(S, T)HB 43 LK M SCA, He B4 AEUR
M. WRARGEWMN T ZENSS, SURBESEEGER
BRGSO REREMEE; RZ, WAFEXHL T, WP 4
WAL SRR EER L ARSI . Bk, 778
Rinferable(Q, T)F Rsensitive(S, T) B F 5K R FFSH
203320008

4 QCS HERIKH

AR OB SRR T ERELER ETRENE
BT QCS R LIEY, B UIEX A7 B QCS k.
A TAWWEREH R —FhSREES, RIER S HE080
B e AR D YR B R R R, RN E A R A



£, B, QCS HFEFBR WL . | AN HfE AMEWIFERK,
KA ZA RS I R AR R G HRE - B
BB 4. 19 RRER SRR E LN, BRI %A
ERS, B EERNEFARAP RN 4.2,
4.1 KEFETRNSLEREH
B 1B S5HAME NewRg HZ KW EEH
QCS, itE & T QCS MR E N K/ T AL NewRq 5K
K ERFE C, 485 R R AR T QCS MEURE MK
HHREMBIHEC RBERC, WEREERES.
B 1 CheckQuery
CheckQuery(Rinferable[ |HisRis, Query NewRq(newu,newV), Rsen-
sitive Rsensitives)
WD B HisRis, $ & ] NewRq (newu, newV), i £
Rsensitives
Wit B ARTFES EHREF, & B Troe; % W& [H False, £
TR # e B AE W R
Begin
newu= Slice(newuw) N C.;// Cc B LBITE
Foreach HisRi in HisRis
If(newu( HisRi. u20)
uunit=newu() HisRi. u;// HisRi. u £— QCS
Cq=GLB(HisRi. V,newV);
Foreach Rs in Rsensitives
LiCuunit(\Rs. r20) // R EBERNBEREES QCSHES
Foreach C;, in Rs. B
I(Co<<Cs) Return False; // ] §85 | S R HEH B

Return True;
End Begin

Beat . OFRE B 1 @d0lZ TS84~ QCSH
PP AR BUREE 2 18] B M 28 R T B 20 A HE TR B , i HE 2
3 2 WIS THE B R EAMN; (2 Atk 4 n=length
({HisRi| HisRi€ HisRis, newu () HisRi. u0}), B 36t 8]
HEREXEAES .79 5FHN 3 MREF/F L, HitERK
BN n - length(Rsensitives) » length(Rs. B) =0(n) (HH
n X ERTREERED, FrUB SN EERER O ;T
2318153 20 0 2 Oength(HisRis)) . CERL71E Bt fa) #n
BEAERESHE O(Unewu | DM OUC 1D, BN
nKO(|newu) ), length(HisRis)<<|C. |, 5 CHR[ 7B Bk 4H
b, B 1 FER LRSS (8] 0 8 24 AR 1R R B O IRAIE, 7T
B R OLAP RGER L AEER? .
4.2 EFHEEfMEEE

ENA A AREENLER, BN RE S HREE
B FT RN B A P g B SR A AR TE R R P S AR,
PR TR ERBIME A RIRN—4r. B 2 HatE Mz
&8 Z2BE#R 2 OUength( HisRis))? ,

#* 2 UpdateRinferable
UpdateRinferable ( Rinferable [ ] HisRis, Query NewRq ( unew,
Vnew))
A T 2334 HisRis, #7372 ] NewRg
¥t EFUS M S HEZE R HisRis
Begin
unew=Slice(unew) NC;// C. A LB TE
Foreach HisRi in HisRis

D length(OFRIAR o WEKE; | TIRRBTHE T HFRETMR.

I{(unew[ HisRi. u #®)
uunit=unew( | HisRi. u; //HisRi. u £—1> QCS
Vunit=GLB(HisRi. V, Vnew);
If(uunit=HisRi. v //FHEWBTLEFEA QCS
H(Vunit 2=HisRi, V) unew=unew—uunit;
Else HisRi. V=Vunit; unew= unew— uunit;
ElseIf(uunit=unew) //FFEHETHEES QCSEF
If(Vunit 22HisRi, V) Return HisRis;
Else HisRis. Add(Rinferable(uunit, Vunit));
HisRi, u=HisRi. u— uunit; Return HisRis;
Else //¥#& RIS X QCS ERMEE
If(Vunit Z2HisRi, V) unew=unew— uunit;
Else HisRis. add(Rinferable(uunit, Vunit)) ;
HisRi. u==HisRi. u— uunit; unew= unew— uunit;
H(newu#®) HisRis. Add(Rinferable(unew, Vnew));
Return HisRis;
End Begin

5 %I

4 {RIFELE TlahA 100 Mk, 5 4F (2006 —
2010)3E 6000 %18, ABIEH) 1 BRI, BURE Rsensitives
={Rsl},Rsl. r={{c,m) | c € city,m € month, m<2010-4},
Rsl. B=B1. }B#P h fEBE N2, Bl HisRis=0;

(D B 2 HER Query(QL : B 1 TR %
BW R T LI AW, I8 E S 2 SR EH G0 5 e
# HisRis= { HisRil}, HisRil. u= {2010-1<month< 2010~
3},HisRil. V=V ;

(2) BB 3 I Query(QR) : BB, 1, uunit=Slice
(u:) NC. N HisRil. u= HisRil, u, C,=GLB(HisRil. V,V;)
= ( province, quarter) , C,<C By AL, BF D44 W BT LAk
SR B ) B s HEIB4E HisRis= { HisRil, HisRi2} , #
gt HisRil. u = {2010-1 < month < 2010-3}, HisRil. V =
{province, quarter) ; HisRi2. u= {2010-4< month<{2010-6},
HisRi2. V=province, year) ;

QORI ABIFZE N Query(Q3) :QB={(us, V) }rus =
{{aym)| a € all, m € month, m=2010-3}, V5 = {{ country,
month)}, H B 1, uunit= Slice (uz) N C. N HisRil. u=
{month= 2010-3}, C, = GLB(HisRil. V,V2) = { province,
month) =B, , Br A i & T 885 | 2 S 4k HE B B b, AR 48
BEM.

F1 HH: 1 SCRLT ISR

K¥ /KA ¥k 1 X713
y Bt [ 2 Bt #] 2
Query(Q1) 300 1 1 300 6000
Query(Q2) 1200 2 2 1200 6000
Query(Q3) 100 1 2 100 3F) 6000

F1AXTUE 3 MY 2 4 HE 50 g B0 78 2k
1 53cER0 7 15wk 6+ 3L BT A 22 A K /N A& A R Bl
REEIER Tla T RPN LR,

6 fEEEMRILRRE

1R L 2HE R LA A W R R AR & rERE, S
(F#% 190 1)

- 101 .



[R]. TR-703-04. Princeton University, 2004

[5] Wang Hao-jun, Zimmermann R, Ku W-S, ASPEN: An Adaptive
Spatial Peer-to-Peer Network{ C] // Proceedings of the 13% An-
nual ACM International Workshop on Geographic Information
Systems, Bremen, Germany, 2005:230-239

[6] Ratnasamy S,Francis P, Handley M, et al. A Scalable Content-
Addressable Network[ C] // Proceedings of the ACM SIGCOMM
2001 Conference on Applications, Technologies, Architectures,
and Protocols for Computer Communications, San Diego, Cali-
fornia, United States,2001:161-172

[7] Ganesan P, Yang B, Garcia H, One Torus to Rule them All;
Multidimensional Queries in P2P Systems[ C] // Proceedings of
the 7% International Workshop on the Web and Databases(Web-
DB ’04). Pairs, France, 2004 :19-24

[8] Schutt T, Schintke F, Reinefeld A, et al. Structured Overlay
without Consistent Hashing: Empirical Results[C] // Procee-
dings of the 6% IEEE International Symposium on Cluster Com-

puting and the Grid Workshops (CCGRIDW’ 06). Singapore,
2006:8

[9] Guttman A. R-trees: A Dynamic Index Structure for Spatial
Searching[ C] // Proceedings of the 1984 ACM SIGMOD Inter-
national Conference onManagement of Data. Boston, Massachu-
setts, United States,1984:47-57

[10] Samet H. The quadtree and related hierarehieal data struetures
[J]. ACM Computer Surveys,1984,16(2) :187-260

[11] Bentley J L. Multidimensional binary search trees used for asso-
ciative searching[]J]. Communication of ACM,1975,18(9):508-
517

[12] Aspnes J,Shah G. Skip Graphs[J]. ACM Transactions on Algo-
rithms, 2007,3(4) :37

[13] Faloutsos C, Roseman S. Fractals for Secondary Key Retrieval
[C]//Proceedings of the 8th ACM SIGACT-SIGMOD-SIGART
Symposium on Principles of Database Systems (PODS ’ 89).
Philadelphia, Pennsylvania, United States,1989:247-252

(L% 181 1O

FRARBS . FIUESEBRRERZLSENFRN, BEREEL
BEAMRHFENBERENRAENE R, KN OLAP REL
BRI P BRI, A T QCS BB R BB AR Fh SR RE .

WL RREE, ZTFEANBERERIEXEM
B A IR K/MNE 35, RERA RN R SEEBWEN
B A TR, QCS Fth A Bt . BAREHAF —BAL
BT —MKEE KR A R R RUREUE LR
ARSI, P B BRI B B R A AR , B E AL A
SkFR IS A /NE. ARX SR WU P BB, LLE
BB EEAMA.

OETAGHEHRESN. BETAEHITHER
(RBAOBRIAFRIEIRERAACTARENH,, T
L, B R b EAR L E QCS HE T A B Bk i A A
s TR, X R BRI R AR MERR A4, R B IR M B
B R P 18] i BB A S T L

EHIE AXEBTITE OLAP R ENES M L4
HETREEHIAE, R QCS H kA M £ AHT R,
ARFNESARERBENNE. REENHEERMERS
FeEEREKERX, SREBEEANEX. QCS HFER
ETHEHNSSRBEN  EREREELEH RN T
—SERNERERNRNRE ., STHRSERFREXTENE
2,45, RITE S 4ol AEHEH & B LS Eut— £ 1
AT ; B oM, XK QCS FEBRAZEBARAFRLAR
fei) % R T R TR R, 0 B L R R B U R A S BT
=8

2 % XK

[1] Hua M,Zhang S,Wang W,et al. FMC: An approach for privacy
preserving OLAP[J]. Lecture Notes in Computer Science, 2005,
3589:408-417

[2] Agrawal R, Srikant R, Thomas D. Privacy Preserving OLAP
[C] // Proceedings of the 2005 ACM SIGMOD International
Conference on Management of Data, Baltimore: Maryland, 2005,
251-262

[3] Zhang N, Zhao W. Privacy-Preserving OLAP; An Information-
Theoretic Approach [J]. Knowledge and Data Engineering,

+ 190 -

2011,23(1):122-138

(4] Fs¥.BRR 3k, . BETHEI FRANBECERLEH
[J7. 3HEHL T, 2010,36(10) : 152-154

(5] B&HIE,M3CH, &R TBBMXERTEI] iTEHRE,
2004,31(11) :86-88

[6] Wang L, Wijesekera D, Jajodia S. Lattice-based Inference Con-
trol in Data Cubes [J]. Journal of Computer Security, 2004,12
(5):655-692

[7] Wang L, LiY, Jajodia S, et al. Preserving Privacy in On-Line
Analytical Processing(OLAP)[J]. Advances in Information Se-
curity, 2007,29:147-167

[8] Denning D E, Schlorer J. Inference controls for statistical data-
bases [J]. IEEE Computer,1983,16(7) :69-82

[9] Chin F,Ozsoyoglu G Y. Auditing and Inference Control in Sta-
tistical Databases[J]. IEEE Transactions on Software Enginee-
ring,1982,8(6) :574-582

[10] Chin F. Security Problems on Inference Control for Sum, Max,
and Min Queries[]]. Journal of the ACM, 1986,33(3) :451-464

[11] Kleinberg J, Papadimitriou C. Raghavan PAuditing Boolean At-
tributes[J]. Journal of Computer and System Sciences, 2003, 66
(1):244-253

[12] Wang L, Li Y, Wijesekera D, et al. Precisely Answering Multi-
Dimensional Range Queries without Privacy Breaches[J]. Com-
puter Security,2003,2808:100-115

[13] Wang L, Li Y, Wijesekera D, et al. Cardinality-Based Inference
Control in Data Cubes[]]. Journal of Computer Security, 2004,
12(5) :655-692

[14] Sung Y, Liu Y, Xiong H, et al. Privacy Preservation for Data
Cubes[J]. Knowledge and Information Systems, 2006, 9(1):38-
61

[15] Li Y, Lu H, Deng R H. Practical Inference Control for Data
Cubes{ C] // Proceedings of IEEE Transactions on Dependable
and Secure Computing. Canana; IEEE Computer Society, 2006 ;
115-120

[16] Gray J,Bosworth A, Bosworth A, et al. Data cube; A relational
aggregation operator generalizing group-by, cross-tab and sub-
totals[J]. Data Mining and Knowledge Discovery, 1997,1(1):
29-53

[17] Donnellan T. Lattice Theory[ M]. Pergamon Press, Oxford, 1968



