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Abstract An improved scheme was proposed against the shortage of current mechanism of direct anonymous attesta-
tion(DAA) in trusted computing platform. This scheme firstly adopted the CA to verify the EK certificate of prover to
help prover and DAA issuer building the session key respectively. The DAA issuer can issue the secret certificate to the
prover with the key. Then the prover used a committed number lying in a specific interval to attest the validity to the
verifier by integrating the protocol that two committed numbers are equal with the protocol of the CFT proof. The analy-

sis shows that this scheme not only has a higher security, but also is non-fraudulence, anonymity, can be withdrawed and

more efficiency.
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sign PMGEFE WA LD H .

HRE HEELSNEETGTELENEENS. @
R R MEHRBENANERN S EFER, HRAR

ZRUMABRNEEELNEFRAEEER L. F308
5T R85 = 77 LA K A8 PR A8 X ] AR (B UE DA LAk »
HE) DAANEF REABRRHELENER, MRTEA
P 2R .

2 % X W

[1] Trusted Computing Group. Trusted Computing Platform Al-
liance( TCPA) Main Specification Version 1. 1b[EB/OL]. ht-
tp://www. trustedcomputinggroup. org, 2011-08-20

[2] Brickell E, Camenisch J,Chen L. Direct anonymous attestation
[EB/OL http: //eprint. iacr. org/2004/205. pdf,2011-08-20

[3] Brickell E,Chen L, Li J. A new direct anonymous attestation
scheme from bilinear maps[ C] // Proceedings of the 1st Interna-
tional Conference on Trusted Computing and Tpust in Informa-
tion Technologies, Berlin: Springer-Verlag, 2008:166-178

[4] He Ge, Tate SR. A direct anonymous attestation scheme for
embedded devices[ C] // Proc of the 10th International Confe-
rence on Practice and Theory in Public-key. Springer-Verlag,
2007:16-30

(5] Be/hid, gE. —FMETRERSNEEESIERT R
24, 2010,21(8) :2070-2078

[6] Brickell E,Chen Li-qun,Li Jiang-tao. Simplified security notions
of direct anonymous attestation and a concrete scheme from
pairings[C] // The Conference on Trusted Computing (TRUST
2008). Villach, Austria, 2008:315-330

[7] U, G, ZETE, % ET XTRHFSGHENEEESIA
FEFRITL. HHEHR#,2011,38(4) :141-144

(8] ¥ER,.DER,THFR. RHEASFEXEHBIIER]. A
BB TFBHEIREFR: HARER, 2006,33(6) :949-952

[9] Rudolph C. Covert identity information in direct anonymous at-
testation C] // Proceedings of the 22nd IFIP TC-11 International
Information Security Conference(SEC2007) on New Approaches
for Security, Privacy and Trust in Complex Environments.
Springer, Boston, 2007 ; 443-448

[10] Fujisaki E, Okamoto T. Statistical zero knowledge protocols to
prove modular polynomial relations[ C] // Proceedings of CRYP-
TO’ 97. Berlin: Springer-Verlag,1997:16-30

[11] Boudot F. Efficient Proofs That a Committed Number Lies in an
Interval{ C] // EUROCRYPT 2000, LNCS 1 807. Berlin Heidel-
berg: Springer-Verlag, 2000, 431-444

[12] Ge He. An Anonymous Authentication Scheme for Trusted Com-
puting Platform [ EB/OL]. http://eprint. iacr. org/2005/445.
pdf, 2011-08-20

(E#% 9 7))

[11] Jaggi S,Langberg M, Katti S,et al. Resilient Network Coding in
the Presence of Byzantine Adversaries [ ] ]. IEEE Transactions
on Information Theory,2008,54(6) :2596-2603

[12] RWE, %, GEik —HZ2WAEMERBLI] B F5RE
B3, 2009,31(9) : 2237-2241

[13] Bhattad K, Narayanan K R, “Weakly Secure Network Coding”
[EB/OL]. http://netcod. org/papers /06Bhattad N-final. pdf,
2007-05-22

[14] I, 20, D, —FEor 7 SREALMEHBI] mkm
TR A, 2009, 36(4) : 696-701

(15] w5 K H, 2. P2P MERBEATE (D] BE. HER TR

« 114 -

K2,2010

[16] B, M8 R FRHERNEREREXLNEHBRE
[J3. HEHM TR, 38(9) .55-57

(17] AW, 23=0, gk, B57s Ke b 57 U7 B W 48 45 [ D). &,
P22 FRHER 2, 2009

[18] . —RPBOsE i %2 M IS T R MBI T (1], BIRTHR e K2
245 2009, 962-966

[19] L#vee, B HE ,# LS. #it Byzantine Bk MR- ML HMILSH 5
£k [Cl/HEaTF¥4E T ABREELERELBE—Fe
E M4 AR AR LS SCR (TP, 2008

[207] #2230, 4304, M, %, Adhoc BBt R M B4
PRI AP, 2011,38(7) : 51-54



