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Abstract By using bilinear pairings technique, this paper presented a hierarchical identity based signature scheme in the
standard model according to hierarchical identity based encryption scheme proposed by Boneh et al. The size of signature
in the scheme is a constant and regardless of hierarchy depth of the signer. In the last, we proved the scheme is existen-

tial unforgeable against selective identity, selective chosen message attack in terms of the hardness of DHI problem.

Keywords Hierarchical identity based signature, Bilinear pairing, Diffie-hellman inversion problem

1984 4£, Shamir B R B TE F H MW AHEHE
il AR R AP EREM T HIEREHE. EETEH
WEBEE D, AP AHNRERIEFASHNER, 1
E-mail it 1P bk , 1 FFAGA W o 98 4H 4 B 8% (PKG) 7=
4, 2001 4E, Boneh #I Franklin™ £ Fi & Xt B AR H T
F— P LHANETHOHRNEFR, WENETHHEBR
SR T MBS, AR T — & T S
FREIMELE TR,

WFRE -1 PKCHETENFEBRENS  EAMEE
ERAPHRSHE CERIERF B LEd R ZLEE
REXAP PR NTTRBREHEAE. LHEERP
PR MARE T, PKCHW TERHEEHSEER.
2002 £, Horwitz S A R T SN ET H N EBREN
B, EXFERELSYP, 24 PKGEHBRIREH ST, PKG
HAHT—B/ PKG A=A, TEKN PKG X HE
T—2/ PKG 2 PR, 3 B S RIEMAG ML
BT UZE RS S8 B R ROV T 884 PKG TR
BERRE, MAXKER T RENKE, Gentry FAPIET
H F AL Diffie- Hellman(DBDH) /5] BE 48 4 T 85 — 14
ZET S nE (HIBE R, FEBIE S HE T IR
W% 2T TIEM . 2004 48, Boneh % AV4R T —Fh

FIFE #.2011-11-12 3846 B #H.2012-02-20
HHET AR FEMBIIT IR B (12A520002) %8,

EREEFES CEE T #4M HIBE R, BEANXERN
TJLA~ HIBE ARV A TIER T FENEL
.

2002 £, Gentry F AP RH TE N TRNETFHH
BZHBOYF R, HERFHHFROEZLMEIER. Chow
 NDDE NS A AiFE 2R HIBS FR, AMEZHKE
BEE P BB IR . Au FATT UK Zhang %
AR T AR R T AR & 2 ) HIBS 7R, SR h 56
WESERTFTERMEE/RE., EHEADEHETHERA
HBS HFE, RAMHEWEETHILMSERM, 2010 4,
Markus"* K& FHERARREH T HIBS FH. 2011
£, 25E AV RE TEREREATETHRIHNEES
TR AT HRESVEURE T HR MR ER S,

A3 fE % Boneh % AN REBAR I TAREEA T
BERKEEENETIEEHNEEFTR FAFTRNES
HET— BRI .

1 &R
L1 Wektext

B G.Gr BRI R p BIEIFI0 3% BB IR RE
B, g BB G HAERTT, WM e:GXG~Gr BAAMT #

AXZEFHARAP RS H (61170244) , W E AP BXHRIF B (112102210370) , W &

B #(1980—), B 8L, IF,CCF & &, TEHR T RANFEE5E R %L, E-mail; sh1227@163. com; TER(1957—), B, # &, TEHR
FE TR SR BRIk (1951 ), B, 832, TEWHRF M INE 5E%EL,

o A7 o



SR B

1 WM S FHENUVEG F5a,b€ 2" A e(al,
BV)=eU,V)?;

2. Rk e(g> 8) 715

3. AN FEE— M E MBI E U, V), H U,
VEG,
1.2 HEME#sERe

1 %+ Diffie Hellman 3% * (?DHI* )RS B8 G 2N E
B p ORISR, ¢ R G BB BT, BE g,g%98” g €

+1

G, HH o€ Z; BRHITE g .
BAH e, D-DHI B S, MR B H BB ELia1T
LI E] ¢, BABELIARE] Z W RUBE SR g - DHI™ (5155,

2 BETHESHNER

2.1 BERXUEX

EBX 1 EAGHETRRNELETRY, ARNEH
EARERRERY, MBOEFERR T HMEESHP &0
EFAHEGNNELTRABUT 4 MERAR NRGE
I AR B FRIE .,

L RAEE REREBE L ZBEERRAESH pa-
rams LA RHBL K EFH msk. REBE params BATH,
0 F B4 msk BAREH.

2. IR WA RGBS params AP BB INERER
1Dy A K b —J2 PKG WHEH dop— » BB 54 IDL 1
A doi .

3. X7 HMARGZESH params JHB m YRR &y ID
HIFEH dp » ZEEWBERE m THE L 0.

4. BWIE - A RKSE params B8 o B m IR
B ID, R BRAFPHH ID EHB m LN L, MiaH
True; &M, % ) False,

XEELNHHEETSNELE TR —BIEER, B
R o=Sign(params,m,dmp) , W] True=Verify(params,o,
m,1D),

2.2 HIBSHJREEME

TEHNABRTAREHUELTROREEA,

EX 2 —NETHREGHNES T RGN IEEEY
BAEE S MY T BEFEA R it (EU-SID-CMIA) ,
B R B AR LT RN A RT £ T mHOERP RS
AT BRI E

WAL - FF L1 PhRE ¢ ATFHIRF M ID” .

REEN RE CEHBERETRNREELEE AR
RGBS params I RBRBHRTF o RFEEBH msk.

W0E] . P o AT LGE B PRk € & AR ),

A B F o7 LR S 4 ID MFAEE, X BBk
ID#ID* 348 ID R ID" FI%. $hiR# € BITRAPBIRM
B HHBEAY do It RRE o,

BLHE . HF SAUHRERSH IDELEBHEEm
ERERo. hRE CHEBTRFRREE, TEBEE
MRS do REBTELEL EREE o HFHHERE .

thi HF SHMHERRFH ID* FIHEE »* THhE
B4 o XBERUD,m* Y(HH ID=ID" % ID & ID* i
AT WA B RTE B 2 E . RS o HRIELS R

. 68 o

AN False, B4 of BRABWERR, T o RS S HBR S IF
SRAHER . AEXWRT, MR AFIEEBITREZE LN 1 B R
BN e T o 3 B SRBRRAKERE N ¢ B4
[ R BB g, BE 4% HIBS R E (t,e,q.,¢,)-EU-sID-
CMIA Z£H).

3 HERBETHENETENELRR

3.1 AR

WG.Gr B AR »p WIEFHEE, A£G g€Gre:GX
G>GrE— WS . # HIBSMIBEREEN L8 &
B4 ID; =Dy, ID; -, ID)) R j MU EA R R, H
':P 1D, 9"'71Dj GZ; ° Wé’l‘iﬁﬁtﬁ“ﬁﬁ@ﬁ H,. {0,1};t -
Zy M H::{0,1} ~Z; HEBEKENIRBHPHITEN
.8 m B IR TR, Ml HIBS HEEF i FEEM .

DRGE

PKG FEHLIEE o€ Z, , E BT g € G 1T E g1 =g, TEW

A
82583 EG9WEH= (hl 9}12 ,"’vh-l) EG’ mu%gﬁﬁ%%}ﬁﬁ

param=(G,Gr,e,g,g1,8:583 ,I-AI) s BB N msk=g3 .,

(DGR

R B ID|; =D, ID, 9'"’IDj)Bgﬂ%9§»£EP i<
J<LPRG Tk re Z; ,iHEHAEN .

dmp; =(g8 (h;D1 °-'hjl-ng3 ) 58 shit1s°sh7)

=Cao a1 sbj+1 52+ »by)

Fot, B ID; AW AT ULl &4 ID ;- W FAH
dm\j—lﬁj%?:étn B dpjj—1="C(ac a1 +8; .+, b)) L t€ Z,,
i+§:=

dp;=Caob]i (A7} b igs) yarg' s by ki s = bk,
BAR dp, BB ID ;T

DHES

ATHEBEWN ID,=UDy,ID;,-+, IDDFEE B m LW
B8, BHEEEITE m=H,UD;,m) £k t€ Z, , R 5 F
FREME dp);HE-

C=g .G=a=g

Ci=a, * (g™)*

B HZES 0= (C,GHCo.

(OBIE

MEZRIEEWBER M ID;=UD,,ID;, -, ID)TF
STEB m BE o=(C,C,, C) B, ATl F A& R RBIE
BRI RIE.

% e(Cyrg)=e(grr82)e(Cry (AP bl i g3))e(Crs g™
BALE o BR—MARNES .

3.2 ARIEMHE

HRIOEFHERES T E i) %48 2 Wik .

Xt o HEATRAERI18

e(Cor@)=e(g, g8 (hi b gs)" + g™)

=e(g1,80)e(Cy » (W1 -k g3))e(Cr O™
3.3 ARREH

FEIERA O SRR S Oy M AN B IE T AR EA T

EIE 1 7E (DHI" BXERERBBE T, RITM T REL
BB MAEEN RIS TRAERTER .



O BB DR o BE AR AT 2 0 A RS B L E
&, ML HIEEY: B, B AT LA o 3k - DHI" [,

4% B—A LDHI" [ R0 (g, g 8" )2 T F
FA of ftiz -DHI* (G5, AT B g BRGT of B9 Bkik
#, B BT

I BT SRS ID* =D 1D -, ID})
B%M B,

RGN THELEFRPOATFSH, Bk BY
SerkdE yERZ, R g =g ;=g - g =g . HK B
B 71, 0 € FA =g /g T <<l BURS
Sk B 0€RZ, 34 g=g - g P L ALA,
KB 5 — N EIFRBERE 4 A TE SR 5340 B
—FEH., B BEAFBE params= (g, 81, 82-83 15"
hOREBHTF MM EFEN gt =g,

I MET of KR TR, Bk BT T,

ORI 4T F o #5B# ID, =Dy, ID;, -,
ID)WRGIR, W 1D, =ID* 3 1D, & ID* W%, 5
LB BEAMGRE . B, <w, R IDAID; » X
BIRE & BWEASNENTS. N T RNHRT < HiaE,
By BV RSB G IDw=UD:,ID; ., ID,) BIFAEA
dow  RIEF dop WERH do. B TEERSH doy,B

k
e A P ~ ppy .
ik re Z,, 34 r=D—IDr > )+r,f§ﬁﬁﬂ\’iﬂ.

dmi=C(g3 (A1 --hPrgs) ", g s Rkt 5+ hi—1) , K
‘ £ kol bl px
ap =g« (gt 2D, gga D} -my

I~k+1p* ¢ I—i+1 %
@y -oy o [ D} yr
& i=k+1ga
=gl Zo gt FTIapf -y
XH
£ ALl —itl p*
Z=(g3+i§17i1Dl. . Hga (D —Dy ,
i=1
{~—i+1 IDi* )r
i=k+1
k _m* =
=g =(g DD . g

— b .
o= I i
(D, -} )

K=g 1<

XMFHTF SWE, B BAERNAAHSZLHREE R
BRI E—E . BHit, B B UMERYA do. it—E7
4 B4 1D, =Dy ,ID; .+, IDOKIFAE dio1u

Q@B LW E) . HHF 3 B0 ID. K& HE R, 1
8 ID\.=ID" %% ID, 2 ID" MET% , LB BHERKE
s AN, HEk B R LI anRIZE R () AR R , o 557 AR AL
8 dp - RERBIRITHELEBFLHNNES.

thits . F SWHERG ID,=UD,, Dy, -, ID,) (u=
DFEB m" TRESEELZ o~ = ,C,C ), XBE
K& ID, LIRS ORI B B2 B E AR B 1) F s
ZWEY, mRERNIEPEL BERARBGED, WE .

C=¢g,C =g,C =ay * (g
K ,m=H; (IDy.,m" ),

A A
IR, a0=C /(G ", 4r€Z, FHBEa=¢ 'H
. A
ay =gt (gu [ P )7

— 1 * % —1: v A
=1L M (gn /g Pl )"

u A u « A
=g"z(g3_l=11g7i")i ) =g‘z’(g”+,§17i"’i )
W1

&, *
ot Elyi ID; I+1

g =g8/g"=ao/(ar = g=g
XEEE -DHI" [a) iR R,

B, — A HF S NP UAART 2R E -1
RERHUER MARBEHE - NEE BLUAT 2K
KRR Y FDHI (a8, WX 55 - DHI* {5 582 — 4~ W M o) B
AT &, BT B RSB SRS B EE FREEARTT
PhistE.

G4RIE SRBLR-MEENELER, FEHRE
BEE TR T - MEARKENEBRNSENETINEL T
R, NAHROBZEMERT T HWANER  ERRY, FRE
DHI" FxE RS T R hEE S fESE S N EEHETH
FIEART] Dha ik, B, AR B REBZ LW .

2 % X W

[1] Shamir A. Identity-based cryptosystems and signature schemes
[C] // Proceedings of CRYPTO 1984, volume 196 of LNCS.
1984.:47-53

[2] Boneh D, Franklin M. Identity-based encryption from the Weil
pairing[ C] // Proceedings of CRYPTO 2001, volume 2139 of
LNCS. 2001:213-229

[3] Waters B. Efficient identity-based encryption without random
oracles[ C] // Advances in Cryptology-EUROCRYPT 2005, vol-
ume 3494 of LNCS. Springer-Verlag, 2005,114-127

[4] Gentry C. Practical identity-based encryption without random
oracles[ C] // Advances in Cryptology-EUROCRYPT 2006, vo-
lume 4404 of LINCS, Springer-Verlag, 2006:445-464

[5] Hess F. Efficient identity based signature schemes based on
pairings{ C]// Proceedings of SAC 2002, volume 2595 of LNCS.
Springer-Verlag, 2002 :310-324

[6] Paterson K G,Schuldt J C N, Efficient identity-based signatures
secure in the standard model[ C]}/ Proceedings of ACISP 2006,
volume 4058 of LLNCS. Springer-Verlag, 2006 : 207-222

[7] Horwitz J, Lynn B. Toward hierarchical identity-based encryp-
tion[C] // Proceedings of EUROCRYPT 2002, volume 2332 of
LNCS. Springer-Verlag, 2002 :466-481

[8] Gentry C,Silverberg A. Hierarchical id-based cryptography{ C] //
Proceedings of ASIACRYPT 2002, volume 2501 of LNCS.
Springer-Verlag, 2002:548-566

{97 Boneh D,Canetti R, Halevi S, et al. Chosen-ciphertext security
from identity-based encryption[J]. SIAM Journal on Compu-
ting, 2006, 36(5) :915-942

{10] Boneh D, Boyen X, Goh E. Hierarchical identity based encryp-
tion with constant size ciphertext[C] // Proceedings of EURO-
CRYPT 2005, volume 3494 of LNCS. Springer-Verlag, 2005
440-456

[11] Waters B. Dual system encryption; realizing fully secure IBE and
HIBE under simple assumptions[ C]// Advances in Cryptology-
CRYPTO 2009, volume 5677 of LNCS, Springer-Verlag, 2009,
619-636

CF#% 110 5O

PaYa



valued Decision Diagram-based Approach for Multistage System
Sencitivity Analysis[J]. IEEE Transactions on Reliability, 2010,
59(3):581-592

(9] Fhiis, TRARMRL A FAAR NI REALIR ) 45 7T 58 BE () — R LR
(7). ZG: T2, 2010,25(2) 284-288

(107 #Z=4R, PhET A, R E 8. 3+ B AR 75 P48 W 5 B i A 8L B 3
#0170, EIE, 2011, 21(9A) :166-172

(11] E3%,FZEM. FISEEE£ T Petri Bl BEYLT M4 &9 7]
FHELT]. AL BT R2224], 2004, 24(7) : 604-608

{12] Liu W,Liu Y,Gu X Q,et al. Monte-carlo Simulation for the Re-
liability Analysis of Multi-status Network System based on
Breadth First Search[ C] /2009 Second International Conference
on Information and Computing Science, 2009 ; 280-283

(137 X284, BB, HRH. BT HBESEM Petri MBI REHLI ML AT
AP LT ], Bl 55, 2010, 25(8) 1 1273-1276

[14] Hudson J C,Kapur K C, Reliability Bounds for Multistate Sys-
temn with Multistate Components[ ] ]. Operation Research, 1985,
33(1):153-160

[15] Satitsatain S,Kapur K C. An Algorithm for Multistate Network
Reliability Bounds and Its Application{ C] // ICQR2005. 2005,
409-417

[167] Satitsation S, Kapur K C. An Algorithm for Lower Reliability
Bounds of Multistate Two-terminal Networks[J]. IEEE Transa-
ctions on Reliability, 2006, 55(2) : 199-206

[177] Prekopa A, Vizvari B, Regos G, et al. Bounding the Probability
of the Union of Events by the Use of Aggregation and Disag-
gregation in Linear Programs [ R]. Rutcor Research Report,
RRR-4-2001, 2001

[18] Meng F C. A Note on Two Reliability Lower Bounds for Multi-
state Systems[]]. Probability in the Engineering and Informa-
tional Sciences,2002,16(4) :485-498

[19] Claudio C,Rocco S, Marco M. Approximate Multi-State Relia-

bility Expressions Using A New Machine Learning Technique
[J]. Reliability Engineering and System Safety, 2005, 89 (3):
261-270

[207 Ramirez-Marquez ] E, Coit D W, et al. Bounds for Multistate
Network Two-terminal Reliability[ R]. Rutgers University IE
Working Paper,03-121,2003

[21] Ramirez-Marquez ] E. Innovative Approaches in Multistate Net-
work Reliability Modeling and Computation[ D]. New Bruns-
wick; The State University of New Jersey, 2004

[22] Jane C C,Laith Y W. A Dynamic Bounding Algorithm for Ap-
proximating Multi-State Two-terminal Reliability[]J]. European
Journal of Operational Research, 2010,205(3) ;625-637

[23] Chiou S N, Li O K. Reliability Analysis of A Communication
Network with Multimode Components[ ] . IEEE Journal on Se-
lected Areas in Communications,1986,4(7):1156-1161

[24] Yang C L, Kubat P. Efficient Computation of Most Probable
States for Communication Networks with Multimode Compo-
nents{ ] . TEEE Transactions on Communications, 1989,37(5):
535-538

[257] Gaebler R F,Chen R J. An Efficient Algorithm for Enumerating
States of a System with Multimode Unreliable Components[ R].
U. S. Sprint Communications, Overland Park, Kansas, Technical
Report, 1987

[26] Shier D R, Bibelnieks E, Jarvis J P, et al. Algorithms for Ap-
proximating the Performance of Multimode Systems{ C]// IEEE
INFOCOM 90, 1990:741-748

[27] Shier D R. Network Reliability and Algebraic Structures[ M].
Oxford:Clarendon Press, 1991

[28] RA.BETHRRAENWHRES D). BE . HEREFHER
2,2006

[29] Fukil, KR, FEH. BIREREMETREHBRT] UHHE
MR FIBFSY ,2011,28(5) ;1863-1865

(L% 66 T

[8] Joseph] F C,Lee B S,Das A. Cross-Layer Detection of Sinking
Behavior in Wireless Ad Hoc Networks Using SVM and FDA
[J]. IEEE Transactions on Dependable and Secure Computing,
2011,8(2):233-245

[9] Thamilarasu G, Sridhar R. Game Theoretic Modeling of Jam-~
ming Attacks in Ad hoc Networks{ C] // Proceedings of 18th In-
ternatonal Conference on Computer Communications and Net-~
works, 2009:1-6

[107 Yu S Z, Kobayashi H. An Efficient Forward-Backward Algori-
thm for an Explicit Duration Hidden Markov Model[]]. IEEE

Signal Processing Letters,2003,10(1):11-14

[11] Rabiner L R. A tutorial on hidden markov models and selected
applications in speech recognition[ ] . Proc. of the IEEE, 1989,
77(2) :257-286

[12] Smith L L A Tutorial on Principal Components Analysis [ EB/
OLJ. http;//www. snl. salk, edu/~ shiens/pub/ notes/pca.
pdf, 2003

(137 YuSZ, Kobayashi H. A Hidden Semi-Markov Model with Mis-
sing Data and Multiple Observation Sequences for Mobility
Tracking[J]. Signal Processing, 2003,83(2) :235-250

(L% 69 7

[127 Chow S SM, Hui L C K, Siu Ming Yiu,et al. Secure hierarchical
identity based signature and its application C] // Proceedings of
ICICS 2004, volume 3269 of LNCS. Springer-Verlag, 2004 ; 480-
494

[13] AuMH,LiuJ K,Yuen T H,et al. Efficient hierarchical identity
based signature in the standard model[ EB/OL]. http;//eprint.
iacr. org/2007/068

[14] Zhang Le-you, Hu Yu-pu, Wu Qing. New construction of short
hierarchical id-based signature in the standard model(]]. Funda-

« 110 -

menta Informaticae, 2009,90(1):191-201

(15] =tk H EH, THRG. HIMARNETARIRHEL TR
[J]. &8 7248, 2007,35¢1) 1 150-152

[16] Ruckert M. Strongly unforgeable signatures and hierarchical
identity-based signatures from lattices without random oracles
[C] // Proceedings of the 3rd international workshop on
PQCrypto 2010, volume 6061 of LNCS. Springer-Verlag, 2010,
182-200

[17] 2. 5K ST REREE T -HFNET R EHE
& 2RI HENBIR S X E,2011,48(8):1357-1362



