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Abstract Aiming at the demand of the high efficiency and lightweight client of virus prevention for mobile terminal,
this paper improved the HIPS by the technology of cloud security to form the cloud monitoring model. Through adding
file property judge function and moving rule library and the work of file property judge to the server, the server system
occupies was reduced. Through changing the strategy of rule-making, according to different virus set different rules,
the complexity of the rules was reduced and the efficiency of rules matching was improved. Through the black and white
list technology and a single step dangerous behavior analysis, the cost of communication between the client and server
was reduced and the efficiency of file property judge was improved. Through changing monitoring mode, changing the

active monitoring to passive, the working time was reduced and the working efficiency of the cloud monitoring model

was improved. Finally, the formal method proves the security of the cloud monitoring model.
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