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Abstract Ontology is applied in various domains, including intelligence system, computer sciences, information techno-
logy,and biomedical sciences et al. The analysis of ontology becomes the core of knowledge representation system in dif-
ferent domains. At the same time the study of ontology facilitates knowledge sharing and reuse. Applying ontology in in-
formation security makes security ontology(SO). This paper mainly described the following aspects of SO; present and
history of SO, principle, method, and meanings of building SO, existing SO and its categories, dedcription language and
application of SO. Then according to above analysis, this article concluded its structural system, depicted knowledge rep-

resentation and reasoning ability of SO,and pointed out there is a long way to go in building of SO, ontology evaluation,

ontology learning, and application of SO.
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5.1 REXRKHEMER
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AME AR AB L. TR B4R SR B R AL 5
B (ETHERMNZE . — OB iEE R ERES SR EH
RHE 2T AR, 3T 824 TR 5 J R E (Knowledge
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TBox I ABox, H TBox SAREAF , B R AR AR 5
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BEAHBREXHEZEHAEHETXE EHHEE
[ BRI S8 SCHRVR PR N BB B — S P R R

ARG, AR EE UTFS NS : Asset, Coun-
termeasure, Vulnerability, Threat; $8 J5 37 & 37 — 72 Coun-
termeasureViews, FIRIMA A (K iy #E B I 8, JEE XK T &2
L —F2Z ConfidentialityOfData, B3 R P BABYL 5 1
IR XT3, R B R AT .

Countermeasure and protects some{_Confidentiality and
_Data)
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i FAR T LR E R LR MIR, HIREAET T
DABIE S (B ZIRIH R 2R VS (M40 Z Bl B9 G 2R (AN sE
Bl MO Z B e R KL KCRT DAME IR M BIiX 8656 R |, [ A
AR ERM—-RERRY . BETFARENXER
P, A IRRR A ) (B 2 RN F R IR R SEAT T &
AT 2R, FEABRNT oM AL SRR
PR AL, KA IR RS R R R S R G R R %
38R G R R A HE FR R ) B B 2 IR B B A R — B
KR BEH BB ME R TECE R, NS FRIEAA
HHMGER., FEHXEETAA - EEBER RN AR
B, RREFHERAZEERIER IR REABES S
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W5 FBE” LRSS 3 ZPEN NAREFEMR LR
W5 absBeE T RATTRZ R, WRE LS HEHTEE"; L LW
G AEA A X B B R B R AR R R T

V hasAsset((Netequipment () ( 3 hasValuePartion. pivot-
al)) N ( 3 hasSatisfy(businessRequirement (| ( 3 hasValuePar-
tion, basic))) or(Netequipment [] ( 3 hasValuePartion, (all
—pivotal)))) ¢}

V hasAsset ((( Netequipment {1 ( 3 hasValuePartion.
main)) () ( 3 hasTechnologyRequirement. Redundancy)) N
( 3 hasSatisfy ( businessRequirement (] ( 3 hasValuePartion,
peak)))) @

HHE 5§ 1k 8 & B ¥ (Structural subsumption algo-
rithme) RS WM AW EENXRCHED GEFSCN
—D EARTIRED TGRS (DS (DU, B I R 255
3RPPBR I AEWR RS 1 P RMERNER,

ERIE  f U RITIRETA, TR R A O O B R B
RO APRE . —LRAEEBEFHOTR, QRSN T
Bt AR A I RN R R RIE S R
B AR TR B R AR EFBAIN,
FIFEAPRAEATHE 38 48 B0 1 7 1t RS B L E B A AT
ZAPAEH AREMARLN [FEREERES UK
R REPEF R FEBR I EFHBIR.

AR IETERT T AL & 0 &7 & b I R 18 H BUR B 1E
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Mo RXEBMNUTILA T HIHR T E 2440k 2o R KH
FHBOR KRR, B T2 A RN 5 sk FE 3 B
FREERERGH, REFEHHRIET R
Fo BREARNR REEUT LA FEIHEE KK KR : B F
FAZA AT LA W R A B R R B 56 R, BT LA T A A A4
RIGBVLESAR T HE TEAMEEFTRAHA. {5
BRSNS B> W5 RS SRR S0 R R
DR R KR ;R EH 3 A S AZ B X RAFREE,
PARRARHR X M RN A Bk BOR W . AR E DA
A AT HERE | AT 2LV RRAE , BT LART LSRN 3 S8 A
BWHATEE, XMREET - BIER R, SRR BEEHTIE X
ER EREAGNRAAERELRNERR,

R E T AR GHFRWRRRMAARER. WIS
WA AP R ITET R A KR - E XN TR,
B AR S ol RAABI T — T . A RRRE
HFEEMTENITEL, BREFEARKAKEACHEE
R A, BT R — SUR 2 2 RAR AR, QAR
FAERA R — AN AR — AR R T TE.
B A AR PSR 2R IR, (8 IR AR B 2 Bl 18] T AR AL B
BrUART i Rt R M B R 4R 1P A B 55 — A R R IR OB 5T
T, HTELSREELTHERWBEBHE, EERELT
AR FUREA R A A R B & e, B L A {940
BURAKD AT KRBT ETERELERER.
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