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Feature Selection Algorithm Based on IMGA and MKSVM to Intrusion Detection
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(Electrical Engineering Institution, Naval University of Engineering, Wuhan 430033, China)

Abstract In order to improve performances of intrusion detection system in terms of detection speed and detection
rate, it is necessary to apply feature selection in intrusion detection system. Firstly, an efficient search procedure based
on immune memory and genetic algorithm (IMGA) was proposed. Then, support vector machine (SVM) based on
wrapper feature evaluation methods was surveyed,in order to improve the feature selection performance of unbalanced
datasets, We used the conformal transformation and Riemannian metric to modify kernel function, and reconstructed a
new Modified Kernel SVM (MKSVM). Finally, the simulation experimental results show that this approach can im-
prove the process of selecting important features, and has better feature selection ability on the unbalanced data. Fur-

thermore, the experiments indicate that intrusion detection system with this {feature selection algorithm has better per-

formances than that without feature selection algorithm.
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Begin

Generation=0; Generating original population;

O

Fitness computing;
Memory depot building: move 8% best fitness individuals to me-
mory depot;
Iteration;
While (don’t meet termination condition)
Fitness computing; compute the fitness of new generation po-
pulation, and remove 8% worst fitness individuals
Comparison; compare the rest new population with the mem-
ory population;
Memory depot update: select 8% best fitness individuals as
new memory population
Generation; =Generation+1;
End
End
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