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Research on General Wireless Authentication Protocol Based on PKI

CHEN Shuang-shuang CHEN Ze-mao WANG Hao

(Department of Electronic Engineering, Naval University of Engineering, Wuhan 430033, China)
Abstract The WTLS protocol based on PKI requires complicated processing of certificate, which causes the communi-
cating and computing overload is too much, Moreover,it doesn’t verify the server certificate. In order to solve these is-
sues, trust certificate verification proxy (TCVP) and certificate validity ticket (CVT) were introduced. CVT generated
by TCVP for wireless communication nodes (WN) has a short life time and WN exchanges and uses it to verify certifi-
cate and share public keys in its life time. On this basis,a general wireless authentication protocol (GWAP) was pro-
posed. Under the guidance of GWAP, a specific wireless security authentication protocol was designed by adopting El-
liptic Curve Cryptography (ECC). Result of performance analysis shows that new protocol improves the efficiency of
wireless communication without security losses.
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