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Abstract Access control model defines the whole framework of security system access control. The existing access con-
trol models are mostly static authorization models. Although the models can be extended to realize local dynamic nature
(such as activate roles temporary by defining conditions of them) , but they are restricted by the extensional elements in
real applications,and most of them can not describe the dynamic changes of the authorized process. To solve the prob-
lem, this paper proposed a dynamic access control model based on situation calculus(SCDAC). SCDAC describes the at-
tributes and strategy of access control with logic facts and rules and treats the authorization state at an instance of time
as a situation, It can achieve the changes of situation through actions,and portrays the preconditions of the action and
successor state axioms. Finally an example was adopted to illustrate describing the dynamic changes of authorization
states by SCDAC is feasible.
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B M 20 4R 70 AR P )3 Ve o — Nk Sr BT R T 1)
LISk, BT 3 RIS A R . B £
e} e (DAC) #5838 i 1) e W) (MACO A RU AN £ B )
#H (RBAC) 7Y,

DAC B—FhR & B8 LB Vs ) S hlE A, B R R B
A 8 e Mg BT A d B A T AR
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3.1 SCDAC HE A S

HICER[13IAL B REEGQ ST 3 MEAHE. 3k
(action) . Bt (situation) F1FL (fluent) ,

BHAE (action) 52 tHFURSZEHFT R, sha5 AR
ARSI EER SR, ShET A RBORER. & SC-
DAC 1, BALURE ML L LA T B shfES &

(O (add (sub,obj des)) : FERF G obj FEATHE IN#RAE,
BRI ZEN des, sub IRAERI EERBIR .

()M (del(subsobs s des)) : Xt XF 8 obj AT M BRERE,
BRI R A AR des. sub FEAER EAEMA S,

1 B (situation) J& 3 A 40 i th B 72 5 — B 2 RS
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B s FTHATshfEa BRIMFIBER. W0 doladd(sub,obj,des),
OFRAREBR s TRATHMBER £ WFER, & SC-
DAC #, R HER—TRNVES.
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sub_oper_permit(X,Y)=sub(X, X1, X3 ,*, X,) 0per(Y,
Y1,Y2,, Y0, Xa VY0, Xa VY, '

sub_oper_deny(X,Y) =sub(X, X:, Xz, X,.) s 0per(Y,
Y1:Y2s Y, ) Xa VY0, Xa VY,
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permit(X,Y , Z) -sub_oper_ permit(X,Y) ,oper_obj_pr-
mit(Y,2) , sub_obj_permit(X,2)
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e deny(X,Y,2Z)-sub_oper_deny(X,Y)
deny(X,Y,Z)oper_obj_deny(Y,Z)
deny(X,Y,Z):-sub_obj_deny(X,Z)

s deny(X,Y,Z)=sub_oper_deny(X,Y),oper_obj_ deny

Y,2),sub_obj_deny(X,Z) .
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permit(X,Y,2) :-permit (XX,Y,Z) ,delegate( XX, X)

permit(X,Y,2) ;- permit (XX,Y,Z) ,delegate( XX, XD,
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FE R, Rk ZIE R I RERIT, O BRI HER
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ABRDEERE A, W MER T MR Y B0
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Poss(add(sub,obj ,des) ,s) =sub=subject \ add=opera-
tion \ obj=object \ des={fluent A s| = permit(sub,add,obj) N\
sU {des} | Ferror(system) (5

Poss(del(sub, obj > des) , s) =sub= subject \ del=opera-
tion \ obj=object \ des=fluent A s | = permit(sub,del,obj)
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Poss RIERREWRERS, Poss(a, ) RREMER s T
itk a AT, AHG) BRNME add BATHATRES K
sub R AR, add IR G E L BEAE, obj AEE, WA des R
W, H BREERE s TRAFIATH, T ELINFL des EARE
BRRGEAR; AB(6) BRI del FATHETRESE sub
R, del HRGEE LIIRIE, 0bj REK, N des I, FF
HiZMBRshiERE s TR AFHRITHY.

O EEREAR
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Poss(add(sub,obj,des) s s)—>sodes )

Poss(del(sub,obj,des) ys)—>s—des ®

o, —HNEFFEKFS, AW () RIE add BIFERE
INPR, sodes FRTER s I des ; AHL(8) BFE del KI5
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LA 388 18—~ 32 )0 138 B 7 FE AL T B ma sh A i 1)
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sub(billy, info, administrator)

sub(jack, sales, manager)

sub(alice, sales, staff)

sub(bob, sales, staff)

sub(henry, sales, vice_manager)

oper(read, business_report, sales, staff)

oper(write, business_report, sales, staff)

oper{add, permission_file, info, administrator)

oper(del, permission_file,info, adminis;rator)

obj(filel, business_report, alice, X, Y)

obj(file2,, business_report, bob, X, Y)

obj(file3, permission_file, X, info, administrator)

in(manager, staff)

sub_oper_permit(X, Y) -sub(X, X1, Xz),o0per(Y, Y1, Yz, Y3),
Xi=Y7:Xo=Y;
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sub_obj_permit(X,Z) sub(X,X1,Xz),0bj(Z,Z1,Z2+2Z35,24),X
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