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Application of an Improved Multi-pattern Matching Algorithm in Snort
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Abstract Pattern matching algorithm is an important component of intrusion detection system. In order to improve the
performance and efficiency of the intrusion detection system,a new complete automatic matching algorithm(CA-AC al-
gorithm) was proposed and applied to the Snort intrusion detection system. The algorithm was based on Aho-Corasick
algorithm. State transitions in the new algorithm make the number of automaton state decreased, and reduce the memory
requirement, The complexity of the algorithm was analyzed. Experimental results show that the application of complete

automatic matching algorithm in Snort improves algorithm’s performance and improves the rules detection efficiency of

Snort system,
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