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Abstract By analyzing the features of data encryption algorithm DES, this paper presented a differential power analysis
(DPA) attacking simulation platform on DES. The platform has some advances such as high precision and high simula-
tion speed. All its theories are based upon the physical characters, power consumption models and data dependent power
consumption of CMOS logic gates which form the integrated circuits(ICs). The paper introduced the design and realiza-
tion of DPA attacking platform of DES, which is based on hamming distance. Correct secret key of encryption algorithm

is cracked successfully with simulation experiment. The work in this article provides necessary base and reference for

theoretic research on DES algorithm in the future.
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