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Anomaly Traffic Detection Based on Multi-resolution Feature Fusion

CHEN Hong-chang CHENG Guo-zhen YI Peng
(National Digital Switching System Engineering & Technological R&D Center, Zhengzhou 450002, China)

Abstract Detecting network traffic anomaly quickly and accurately is playing significant roles in guaranteeing network
secuirity. But it has high false alarm rate, low detect rate, and can’t perform real-time detection in the backbone very
well due to its nonlinearity, nonstationarity and self-similarity. For this status quo,we proposed a novel multi-resolution
fusion detection method. It combines Hilbert-Huang transform(i. e. , HHT) and Dempster-Shafer(i, e,]D-S) theory. The
former decomposes traffic features on multi-time scales to intrinsic mode function(IMF), and filters nonlinear, nonsta-
‘tionary ingredients effectively; the latter fuses the multiscale elements and makes a decision. Based on the KDD CUP
1999 intrusion detection system evaluation data set, this detector detects 85. 1% attacks at low false alarm rate which is

better than related ones,and recognises DoS from burst traffic. At present, this method has been performed as a detector
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and run in a backbone network,
Keywords Anomaly detection, DoS, HHT,D-S theory
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