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Abstract It is a difficult challenge to find Boolean functions used in symmetric ciphers achieving many good crypto-
graphic properties. Recently, two classes of Boolean functions with maximum algebraic immunity have been proposed by
Tu and Deng based on correctness of the assumption of a combinatorial conjecture about binary. One class of the func-
tions are bent functions with maximum algebraic immunity, and another class of the functions are balanced and have
maximum algebraic immunity,optimal algebraic degree and good nonlinearity. Tu-Deng conjecture has received a lot of

attentions from cryptographers. The conjecture in the case of wt(¢)=3 was proved. As a corollary, the case of wt(z) =
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k—3 was also proved.
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/function SubstituteBytes(0) (& State(128))

(s00(8) || s10(8) 1| 520(8) || s30(8) || s01(8) || s11¢8) || s21(8> ||
s31(8) || s02(8) |l s12(8) || s22(8) || $32(8) || s03(8) || s13(8) || s23
(8) || 33(8))="State(128);

s00(8) =substitute(8,8) {S} (s00(8));//S A #, S H AES Hik
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$33(8)=substitute(8,8) {S} (s33(8));

State(128) == (s00(8) || s10(8) || s20(8) || s30(8) || s01(8) || sl1
(8) |l s21(8) || s31(8) || s02(8) || s12(8) || s22(8) || s32(8) || s03(8)
[l s13(8) || s23(8) || s33(8));

\function
# AES & B P HEERATF B SR
//AES i £ BIFHER 5

/loop(s=1;step=1)=9

RoundKey=Rkey[ s * 4] || Rkey[s * 4+1] || Rkey[s * 4+2] ||
Rkey[s * 4+3];

function SubstituteBytes(&-State) ; //FEH &

function ShiftRow( & State) ; / /AT

function MixColumn(&-State) ; / /3R , % ¥k BE E K

function AddRoundKey( &.State, RoundKey);//3 8410, % B #
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\loop
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