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Program Attack and Protection Based on Return-Oriented Programming
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Abstract With the adoption of W @ X technology, the traditional code injection attacks have been almost eliminated, so
the return-to-lib attack has been greatly restrained. Under this circumstance, Doc. Hovav Shacham promoted the ROP i-
dea, which is short for Return-Oriented Programming. Based on the theory of stack overflow, making using of the valid
short instruction sequences that end with ret instructions to construct gadget collections with Turning-Complete fea-
tures, the ROP idea can accomplish the task of compute and attack. In this paper, we presented achievements in ROP
field and ROP’s ability of attack since its promotion,and then illustrated the direction for development of the automa-
tion of ROP attack and its current achievements, after that, analyzed and predicted the future development of ROP auto-
mation. Simultaneously, we discussed strategies and methods aiming at eliminating this attack based on its characteris-
tics, introduced exisiting achievements of defending this attack by comparing their merits and demerits, gave our own
perspectives of these defending strategies and methods about how to change and improve them.

Keywords ROP,Program automation, Address randomization, Stack overflow, Program control flow, Program security

Vol. 39 No. 6A

L 32

BEEZEWNFITEINERNAEREEXEENE

. MEREUPERNER BHEAMFBERAHRK
BREFANEF#TEE. EWEEEEREmEh A
ERAR, B E R ORI, SRR N RS
AMCE E BB W ), I BT AR, 3T ST B
.
R, HA T LM BB 3T WA, 83 Solar
Designer’s Stack Patcht 5 R , Bl 18 2t 16tk 7T PUAT B B 89 18
PR RIR R BT AT, B IEE ARG BEREERN
B WO XEA, BN ES B R s 8R40 2 7, RABIESE R
BETHANFEXBARRFEMTHRITHTE A, ERFH T
Linux PAXII IR B v, B BULX TEORD , @b AT B

W TR A AT AT 5 BR 22 T 5 A TURI AT A7 T ) E  86, BR
HRFHSERFPATRBNE T THRERESASE
BACES B2 FE , PAX 32 HEAR R e BR 1 00 5 i 5 H b TR
PAX S AEA T IAT , #25 ELF #9304 Gt, BR &1 15
R, ELF X449, A SeBr iR BEA BE B BT, 1T ELF 3¢
L FMER BT . PAX RIRTERE TR T X AT
SO BRSO, B IE S S A R R ERE. EEFW
OpenBSD, AMD, Intel H1 338 T 2 U AR I PLE] AT 3K
MR H T R EE AT .

FEUCER | BT BGEBAR return-to-libe 4kT H 3L, @ 1
FIHBAAR, @ libe PR RBH R, LB . BhEE
SbARNE ) 7R 2 IE H eRORR P 3% e sk, 45 08 P 1 e 3
15 B0 35 1% PR 18] b 41k 48 4T K38 ) 7753 1] » 4R S BB 3OOR
PRI, 2R34T Libe FRBGEHEE R B W REG A sys-

AXZERERPERETE (60773171), BIFK“863” 1R & T AW H (2007AA01Z448) ¥ Bl
HEEQRT), B . W t4%, FEHRF N EFE L, E-mail. mgl032004@software. nju. edu. cn; #  H§(1966—), B, # 4%, TEHEF @ N

BEES KHTHE.



temQ) , PUFT shell, ZBEE K, 7 Attack Labl i, 4747
T return-to-libe Bt (¥ 18 82 32y , 7€ Nergal™ ()30 B, 4
TET PAX REENE R return-to-libe FrAR . (HEBFEKE,
AMB libe S ARES R LA A , 4] T 04T B AR AR B 7T Bk

return-to-libe ERBRFEB R G E LT TET WO X
EHARBBEI I, AR SETABEANLIEHML, 822
FIR AR, H—, 7 return-to-libe o, B0 B IR FH Y RS
PATIIF HEERRYER, REEE Ay i Bk, TS REA
RIS =, BER AN AR REEEFHRBE
B N R v BT R R, AR R S A I 1 R R B 3
WAEE FRHBcEERRERT. B WO XERER
BEFUBRY TR EWE . EHER b, Hovay
Shacham # # T Return-Oriented Programming (ROP) §) 77
2, Bt O A BT R, 48 libe, I B 7 & A 047
B B MR R SR R MR T, R B RE F TR
TR EFBCE R RN RE 2w aRBUTEYERIE B
K. ZHERESS MATRERTRG AR ERE
text, sEegiit WO XERFERPERB X HHEILE
A5 R B AT E .

2 ROP BEMIE

#£ Hovav Shacham )26 F ROP £ g i 3¢l oh, fE 3 1
BT X F ROP B M L BAS F T BAR Bo o SE R R —Le 48
SEN. B, BRI X86 P8 EokERX— B, HEN
HEREE KB RVLEHNED, X Eig 4 U # H MR ET
HEHLP RO AERASENFES,.CPU N
FAPATRHIES . AXEFH R, B THSEHEY
G, BEE AT AR AR —RE, [ — 45 P 3 T LA AT s 2 %0
BHHEES FY., #1151 Hovav Shacham i 3¢ H 1y 5+
F B, #E libe ) ech_crypt MERBA AL, FIWFHES:

7 ¢7 07 00 00 00
0f 95 45 c3

test $0x00000007 , Y%edi
setnzb —61( % ebp)

XREBEFREEPBWILEES, R WMRRIE W
B— AT X A F 1 A, AR B I T34 P 5
¢7 07 00 00 00 Of movl $ 0x0f000000, ( ¥%edid
95 xchg %ebp, Yeax
45 inc %ebp

c3 ret

W EFTR, S REBARR. 7 X86 ISAKREHT. &
A RFE R, A RTINS RS, RS
BATE.

ROP ) B R B 1 libe FEHARBTHIFI I K
A ret Z5RHFE S TFF ARIEH X B35 & P BE 5 TE IR RE 52
AR BERAE RS P B, NN 1B, BRZ N gadget, H38
TPHEX L gadget KR RN —BERHBE. ZRARE
B, 16 X86 ISA XA MRS H  FEXB XM ELFTI
HIE AT LA SE AR B gadget S5, 1X 2 gadget A

e AR RSB &M RAR S, AUAE X86 ISA (KRR &M
W, % SPARC XHERIE K 184 RISC kR, R
EXRENER & EREHT.

B RGUE AR AT MBI A FLGR . RBUYIE A
LR [F L Bl AR A AR R LI . BB E Y —
AP BN TR R R, B RBOR R, RES 5
fid — MR WA M AT A F R B RTS8 ER B ERE N
#er GREHAEIEHA S, BRMERF BRI -G, &
Linux ¥, 381 Yesp Fl Yo ebp! ™) 25 77 28 4L 4 4R 0 16 41 A AR T
MR AL, Yeip BREFIHEEEF 4. M ROP BN &
FIFHLA ret BRI T | B B VR X SuAR AH X & oy, Rl AR
PR, JATHR Y gadget, LT T Wik BAR.

ROP AT return-to-libe B 2 4b % F . ROP ¥ #i
Pl ret I8 SR BB B, MA RN BEE & L5
BIUE R ERE. W LA BB, return-to-libe i & ROP I
hinioks2 IR

Hovav Shacham #£ Linux & L, {# [ libe #5231
B B 4L gadget B4, T RE R EH KRBT, X
gadget BBEESE R AT B9 ZEA3R4E : Load/Store B AR M B iz
B R (CRAMGBE: KA R R EORR S
BE) , Rk R -2 EE, AR R SRR E
71, EBTAA T A ROP Bl SR AT Shell A 8 Bk E
H1. WAVE Linux FF FIAE TEERMEE, IER T HATT
., —MNRAERTEERBEE M ROP BORGEW ™44 5
WRAM R

Eric Buchanan £ &8 W0 57 . B A 7788  BAT X
Fe#sar i) SPARC #1128 |, f# F§ Hovav Shacham A8 AR 5281
T ERERI T, 3R F A ROP B R #F17TE Mm%z H, iFH
ROP R FRI B KIESREFR M T ERESCRFHEA
%, Tim Kornau® ,Lucas Davi® SZ88 T 7 ARM (K R 554
1 ROP BB SCiE. Stephen Checkowayyt? 485230 7 JE ret
A RN ROPHED

3 ROPHHFMEEKXHERR

ROP B8 K T 704 libe B2 R AYUES i B, 3R
HB IS B AR R XSS i BE R gadget. FHH
FIX 2% gadget EHIE—HBAE, HE T L2 B MBGE

B, Brik 58 — 2 R AE libe BRI EB P F L, ret 184
R ATI, HRBUX S48 S P e s ik . 7L {H
BRI R, FHRU ret ZRKENWI =K LINHTES
FHIMREET . H—, a8 ¢ A E TR A 3h ik
B FBLE WA gadget; X2, B MTR S TR ™ 5
B R IE M R BE /D, M ER gadget BT R BLA) R G MO8 H
=, KBS I — U SE BUE O R AR R I &
FEAEBIVE R, T A A ST K 4 27 5 BT R B 2R .
— RIS, R FRKER 2. RE & — RIS ret
RAWETFI.

FE Shacham BRSO » PR 1838 0 I S 76 4 (9 28 B Trrie

D ROPZsfh JOP, ¥k T ROP I i RENRBENNE, LB T 7 Linux M Google Android ARM ¥-& - ROP #iih .
2 XERATLL libe FEEHR ROP W ML % (BRI E (LT3 B 7E N+ B A BB IRE A §E R ROP Yok M REF X 4,

RERRERARBRRIARET.
L) 2 .



WS MR AR B 8038 2 T 51, ret F5 S 1E W IR, 68 5%
AR FER3 libe BB ZH 5, 15 A EEE %R ST
i bk 7EE B 52 LS » MR TS 25 2R r ] — AT R B B A2
EHITA IR NS TS, RATH DR K
BER 1M ALHBKEN 2 HIEST): BUSRKER 2 /)
ALK 3 KRS, DI HE, HZ X86 Bk
SKE—20FY, XHAENTLETREBREHAAED
HRHIELS T, 8 TIRLE gadget R, KIS FIIKE
AR AT, RIEWE, BREE R HHAEMN L, M REK.
WA, AT LB BR ) trie B2 K, 4R 00 R R BROEE 2 F 5 1)
KERBERR.

K, YW BEIFHE S I H Trie WEW S, RITEEMN
FAXEARNE ST LW ER&E R SHEMA gadget
£8Y . —MEHERKITEREA TH o4 R B A 238
ST, SR B4 R 2 R SRR AR, BHER
SFERIER N, Y8 £ 4B IMET B— N E 48 1ER,
BI— &R OTEMEF R P NER TN MR
KAURREI, a0, 105 IR P andb FF, HEEHE and, HK
BALTAXTBIA 32bit MERVESGHT 4 K andb #1E, A BEFE R
X MRERA and 22/E. BRERRINIESTFIIRSH
EMELBEERABIFWTMXR (HESTABER, —1E
ret 3SJFFIATH BE push 54, R TRAH, SA S H LA
fEF . 7€ Shacham 93030, 52 T add 1854RI /E R R H M
Bk, YHWETFAESERTEERFMR gadgets B4,
FEAEERE BHESER, Iit, HRE 2 A& —EHNiHTER
Ho

MR, gadget B AT HEAT B Sh1k, BIFE L S8 Trie
e AR ST, STIX 2384 F 5 58 B /Y gadget )
HREEDZERNXR, BeiES TP ERR AR
B IR G R ERVE RO L3 M0, B ShA BT A R T
RERY) gadget, F i $EH ROP Hhib %2, 7& Ralf Hund %
AL o EE AR T 1E Windows ¥ & L, FIERSHAR R Fl
BRI B, B F Shacham f) Trie 7, B sH M E gadget
Tk, B EA TR B R A RIE ST, B S
IS MBEEM IR ST 2 B% 5, @l A 1w E 4
W& sie 4 AR 788 AR R KBCR , T & BT
BRBEEL gadget, FEFRF I K E RN gadget 5
KW gadget, LA T —FBREN AL, BEERELEW
B BN, A, HRMEIFIFIKEN 2 #1185 F51, X
L gadget HI5E&M:, R ROP BERMEREE. BHF,X
BREXEABEERIWERR THH gadget £4,#15
PR R RS i R B T ROP Ui s T
BE; HK B RS R KN 3 R EBESFS A
B4 A gadget, RAEE O 8 B B9 B ShL R HBER K184 FF 89
BIfER. —MFMFEREE & ANLIREELSFLBEH
RERBHEERERASEREFHER  REHER
TR P T T F R R S 731 2 M 8 B A 0 gadget, B
G54 X2 gadget MBS HAARR A HEES.

META ) gadget MR SE LG » I HLIX L gadget K
T8, L PR, T#HfTEMIBEE. % Ralf Hund &)

Y X gadget EHHHEE AR ZEHER

3t g e B ROP #8 T Return-Oriented Rootkit, i#
RSB B, R L T 2 F ROP WHEF B 5, Eit,
ATEAAK TR ROP i) gadget RABRE B AFEREH
B8, B84 5820 LIE R ROP 58 s ALfa # /e, gt R £
WREBT I .

4 ROPHHMBNULEBEAREES

ROP B8 F gadget MM EL, SR /G 4 4 gadget #1732
B, XENREBAAAENLTE, R AEF TR, 3
ROP i ¥ KRS . B, BEHE N A bk
B gadget RIMEEF ROP 2 JF f4 B

HABBRESRTF 8 bR E, RAAR
REEIES ), R Trie i, FFRBGH S FIES.
RIE TR BB ER ST, R A R 55 & /) gadget £
B REHIXE gadget BEENERMY BES”. L EE
X—TBEBEFRES, M Java.C —HHNBRIES, E0GE
FARIEE: , iR 43 ROP FHH BT AR, B 185 —i% Ja-
va {RIGEE CRU—H, REMITWEF, TRANTHER
hik. HHERM FHMEXITIEENRFS BRARELRIE
B LAEEMNT G 34 4R 3 TR, S0 Lex,
B RIS ELNERESREN ROP BLESHEE
HiFN gadget FFINAS. FEBFRIR gadget BHE—4
BHES . S MIERARLRABA B e, iR
PREREME S T AR B, BT R A K gadget FFITT
UBERTFRHBITF]. KX gadget PERATR,BI—MF
Frep R, XK FRHHPEEA NULL FRHHE\0’,
SRR E AR B UL XN K ERF BB ABIRD, R
YHRTET, SRR EOR R E A, R R R B R, AT
IR HISEE LK gadget BT EPATHHH WER.

B LW ASMUET R ARF AL BER/FLYS:
AT R TTRE A AR B IR, B n C B P 1Y strepy, printf,
char[ J&484, B 304 H BT M TT BERYTRIR , 7 30HE B h1k i
R A fHEd . Halvar Flake"' 2 ZE HBE P A B T # 7
4 2 BRAR U H TR TR B9 7 o 0 SR, R P 1 — SR D W BT LA A 3R
BRME I BN 7T B3R, A B TR 2 I 50
B R,

B/ B8 sh k58 L8 47 50 ROP K £ Ralf Hund 2518
WIS, XL, EEET Windows F 4,
e FIEREHARFFF Win32 INBHR T 4 , 8§ Shacham ) Trie 45
WHRIKEN 2 WERFF, 83k g ROP B8 F &t
. ZLRMET % CIETRELH ROP AHERMER
BILPR gadget Wit R, EHITRP, HRALEH N 3 M
P—— M B GRS S, MR SR TR
HARBEIE ST, RIEWE B 3 gadget; JhiFHE S A il
X2 CiEw  BEAZE CREARBBES RS WEFBIE
B gadget B2 A s IIBRMEHOR B ZE 5 RiIFIFH) gadget B4
IR AU et , 35 303% ROP #25F. fm#k
BT BB TRIR ST R T RIS | T3 gadget BIASHR
&b, SR G JE Bl gadget. SUFEE, EEFAZBRIES, 5%
T—/ Rootkit B L H, 833 T W B BHEMRIHLE, a0




NICKLE # SecVisor, 3848 T 8o, LI T ROP B Hw A
k. fEF 547 T ROP WRIF 53k ROP BF Kia 7Rt iEl
Z5,. k¥ ROPBFHEAHS5IE ROPEFLERHE 4
HIREME gadget i, RIEHFET, X F — 2 ht F R R
45, ROP 12 /5 R4 38 b K 2% B[] £ 3R B 91, 3% o J2 4347 0
Bl ROP W B — A~ F I M B M. EXEWIXH, &EF
ROP #) Rootkit )X HEEEBBE T HHHE. T
ROP ME R 2 &5k, R U AX MR EE EHRF
FERR SRR A EE . A EELRA B Eh AT
LB B AT HERMFE B0 Linux F &, RERHSH
B9 & A 56 ) 0B B N B 6 0 L5 RIRE T RE 0 AR 3R
BT, [RIAt, &S0 50 6038 B 1T LGE S AR IE FE SR S B & /0
FAEHNBE TSR, R EEAXNEIEE B4
KIS HATRE R, AT B ENLR,

Thomas Dullien7 % . T — & 8] 7015 BiE 5 Mg,
LASFRBS - & gadget B SN E MR BE, 11 ROP B 7 8 A )
fb# Hi—# . PinChen™ $2H T 7E X86 V- b B shib iz
ROP Hri 25 F JOP Mk,

WUk, W —F ST £ &8 ROP AL B P JLE 2
ANFTBERY , (B AT LASIERC T & 48 X FORHE (S 8., 51 40 BT R I
hEBR ER A EARE, iE R R B 3k & ROP
HRRF, LB YT S HHREE.

5 ROP I TT =

ROP ) R RBEL AL TR W B HHIR BB AR H
RSB, 1B 25 B A L HR B B, R E I
PR . BahERREERA TR gh, BRTRMEE o 5528 B 3
FH—A ROP B F. MAT ROP M EHERE, E 508
BAEMREKELR, BOENM/NELR T RBEEG A
% ROP PR3 .

Hit, FELAELHI T, UHLR ROP M 114, &
TIANABENUTILFEE T

14N Shacham™ 7£ fib i) 25 $8.36 30 B 5, 7T PAFE X86
th 34 0xC3 ret ¥4, HWLTFI L F K5 0xC3 A M LIThRERY
4,4 C3.C2 imm16,cb,ca imm16,jmp imm( %esp), 5
SRITIXBEHE 4 WAL BB BB, &7 S B Z R /R (BN
618 AR BRI B IR) , (A7 ret 34 FBAE R T (F 40iE
SHRFAERZABTHBEHELE ret 45, BK ret HLSWE
BEDSSD AL X S R A B AR, LR gadget £EAHE
RTEFFIE.

) RALAT IR libe FERATSER  EAMIRSNRTT HR1E R
Gt A PR S TT 0 SR B AE S AR P R AC R R T LB AR AR
BIBRAR R DAVE A B84 TP 51 FSR IR A gadget Wy I
#, B0 ELF 3083k ta] LI A B84 FFIRIRE .

3PP BALE gadget BEIE R EMHE . EHEH
BRAAAKERN 3~4 RIS WEFFIAHEKE ., EH
WIFEIC TR R A gadget HHFFHZHM
KX, ERBIERMER, THEXBEM sk, e
FEARS A ERE, HEE N SHEMER gadget TH

£,

D INERERRE HRIBF ST IIER , 8 3L B BRI, 9
TIBEE 2] ROP 2% A 31n# 147, Halvar Flake'2 g 385
Al RExT HA — a0

6 ROP IHERIBIINS ERE

ROP Bt F E B0 kRt IR TR » SCBLRE 42
WEEIEE. ROP B FHEAHRIFN gadget BHEF (AP libe FAL
15 P v 0 4 P 5 10 2 Hb ik F ROP #2 e 34T FE B B 308 » 4%
FEIREBHHTIUFHFRRUOBEIBEARSRD . BE
EREBFRNE, A EEH T ROP #EHRAFEE,

B I RR S T TR B B B 2 B S ROP R BRI
PR AR T AR RS AR, ROP ¥ AR B E 25
. Crispin Cowan U FE R U AR T JLFH B 1k ik 6
M. wE RUESRBF I EE R AT EEH
ML IR BB, B, YA strepy, sprind B, 2R
A#HEBRFRBRE, B stnepy Al snprintf %, RE
WG IEEE A debug T H R A UIBE., {2, X E7 8k
R —ERE E AR BT e, T C Bk MR
BRETFEXREN TRk TN RBENRE S .. K.
P R, SO Rk th ROV TE O A A M 3
F A NTERRBADIR, BT IE S R LR A F R
B L AR B & AR, (B R SO A - R R T PR B, BR AR
TR, MRRERFRBTRE, BEREBSELIIRE.
B R AT R, BN SR 65 | Rl Z BT B fe 4 B E o
B,

XEBE—F T E— S 2 E P (canaryp Y, BT
BRAS AT AN TREG TR AR %8 HH M. Crispin Cowan &M ¥EH
W h R T Wifh 4 2248, Terminator Canary 1 Random
Canary, B #Z & 0(nulD) ,CR,LF f1-1(EOF){E & canary 1§,
BN AR B IE T R Rt s B E M FAREYLEAE R canary
8, R PIEZE AL AR S, B RBHREZHE
B, Canary JrZkfEHERY 1L AR #E i, %F ROP & — & i 30 il 1
BB E A gadget FRFE, EHEEH, IR RELE
ABE . PointGuard R4 canary ik RN, EETA
RE BIMHEUE canary 6, R E BN HEHETHYR, LK
FOPERE AR A . HERXEHFER AN REATRF MR
WL, 5 AE B AR, HII0, IR struct MR A 3 B
4 B84 H PointGuard F AR struct Z5F34K 5 7
TS K. WMAMNZANENERF HFREMERE,
BU{ERE JE canary RUPERE . 5 RN TS [RIFB 8 R EHFHRE
HERIAR, canary Bk R T UGB H) . TE scutt 1, FE
Bt AR AT R RRREERER R, B R
ERMESHYE. WAL, 7T LUK gadget IEE AZ)
e, 523 canary B{RY, #1T ROP B,

BTk, A ROP Bt 44088 BEY R B E F . ROP B ¥
Kp—ERIRU ret I EHERMNERSFH ., Hik, BH
HEMFTERRBE ret 154, BN HIFN B KA
Pk, A AL R ST ret I/ABER /ML, EE 5%

OELF 3o 3 U PR T ELF SCRERSEH, LR R PR B8, 3 TR 5 (0 3 S (0 A0 ROP o gadger (9384 1) i bkt 10 T 1L A5 7R 75 6 14

BRER.
. 4 .



434K ROP #4855 # R #8 , B 1k ROP ity . £ JinKu Li
08 g O VEB TR AT T ret $A IR, R LRR
ret 84 \3E ret 84 RRIERS B B (8 S BRAE R R ST BN
HRERETER MR, X S ER R L H R ret 84
Wk, SHFEBRRY ret 84, fE& # A 8] 18 [ (return in-
direction) (1) M , ¥ BT A 4 B ok Ay 3% (8] b b e BB oS S, B 7E
— AN R R, TR T FOR M AL B A SO s M E R T Y
&5, R R BB, 38 1 R 5 | R AR B SE B 1958 5
ROREA AR IE Wbk, BF IE R P MRS, X TR
IR EH ret 155, AT LU T FF 84 B SR R DO A B
ek, HATER ret 3, 77 LUE N SALAE D Bk
e B0 b hk R B R 0xC3 B, AT BAFE H A i A NOP
4, IR B R R 0xC4, EENLHEYR, AXRER
B RIERS G IFE H M AEAE 0xC3 4, XERFHR
MEPH T ROP Ziiks. X AP 7 i K IEREAR ROP Wt AT 47
£, ROP W4 75 8 B R B & TR RER AW R,
XREGE AARA EIHER ROP Bifi . fEA, FIRE, XM 7 R0 B
W ENIRAE MR R, 455 R AR IR AR A
JEH return 384, T 3 45 3 B F2 77 ) 2 () 82 return 364, 53X
TR F AT R, T 3 BURE 1 P A7 U 18 B YBT3 38 o » FF
B K, I3t B 28BS B RERIATRA , AT S BE M6
BFHER. A REPREAZTEREFHABRESHE
8 ROP A[47 . {EET LUl —EBE WL, EABKES
HWHRBEHHNBELAT REEMK ree BAOWFRE,
gadget IIFERXERE , XA B F ROP Hiih MIB5 1.

BE, BERM AL 8. gadget W H B
TFARBUE P 51 1 B ik, Fops X 2o s bt ABBE B R E AR
e, AUEHNBRFARE. nRESREAEILINERFEN
libe) , AR 4K [ € 1) gadget ¥l AR FMbbE R4 . B,
Htik BE AL ALK 38 i ROP B 9 B . Shacham ) 16 3¢t
o, R T BT X H Bk BEDLAL K 5 R R PR BUR, A B T
32 P ALRE b X b ik BE AL AL o R O o 5 ZESCRR (13,180,
IR T B E Qe 1 25 SRR AR bk VLA IR s A
WAt . A 7 32 (i HLES b, ok FEHL AL B R
ARARYE. AT LU Oy B @ Al X R 2%t ROP Bif
BB L R, (B A B E X £ 64 fIHLES L B
HEBEDLAKE G b B AR 1R 43 B, ROP B9 RE 1 232 2
RAEN, Bt 64 APLERR TR CIBIER ROP dd H
MERE , [RIRY , 7E 32 fudLes b AO4RRE BENLIL A B TR B
ROP B X, (BB E R HA T S A7 R IEEF N
REMH,

HET, BE T e ROP MBI AL, SFBET
BEHRRERC B TR SN2 D R
FREMRITS: . XEF A B 05, BREIHERRE
HEMKKA .

#RiE ROPEHMBEHBRAEMAEREEEZISY
B R ST AR RN T X AT R A 4 B YA B0 A X
HEHAEFERWFRMEZ RS . 487 ROP R HA#
JOPSLE T —ERBER B 3k, HEX Y 8 bt S8
BRI BARFE V& FFE S SN, B EENLIR
MARAERKRER. &3 54T ROP £ BLENTR R
ME BB, R H T ROP {3k BT —4 6075 i FUE B

RIET , T % ROP it , A48 78 IR B 48 B » UL 1 ix s
B4 DR B 3 1 T B SR

Xt F ROP MBI RAGAR—AF 5B K AL, B4 IR R
ROP MR 871 B B FHRAERIFNE L. MEFRNE
JRANTRA TERR YR HY A2 PP 4 1 W SE B AR AP 25 07 T B AR 3
WA B T B ROP By, B MR P T BHLR G K
£,

2 % X ®|

[1] Designer S. StackPatch{ EB/OL]. http://www. opwnwall. com/
linux

[2] Documentation for the PaX [EB/OL]J. Project: http://pax. gr-
security, net/docs/

[3] PaX nonexecutable pages design & implementation[ EB/O1]. ht-
tp://pax. grsecurity. net/docs/noexec, txt

[4] Return-to-libc Attack Lab[ EB/OL]. http://www. cis. syr. edu/
~wedu/seed/Labs/Vulnerability/Return_to_libc/Return_to _
libe, pdf

[5] Advanced return-into-lib(c) exploits (PaX case study) [EB/
OL]. http: //www. phrack. org/issues. html? issue = 58&.id =
4& mode=txt

[6] Shacham H. The Geometry of Innocent Flesh on the Bone:Re-
turn-into-libc without Function Calls(on the x86)[C]//CCS’07
Proceedings of the 14th ACM conference on computer and com-
munications security, 2007. New York, NY, USA: ACM, 2007,
552-561

[7] Buchanan E, Roemer R, Shacham H. When Good Instructions
Go Bad: Generalizing Return-Oriented Programming to RISC
[C]// CCS’? 08 Proceedings of the 15th ACM Conference on
Computer and communications security, 2008, New York, NY,
USA. ACM, 2008,27-38

[8] Turing A M. On Computer Numbers , with an application the
Entscheifungs problem, 1936

[9] Hund R, Holz T,Freiling F C. Return-Oriented Rootkits; Bypas-
sing Kernel Code Integrity Protection Mechanisms[ C] / SSYM’
09 Proceedings of the 18th conference on USENIX security sym-
posium, 2009. CA, USA; USENIX Association Berkeley, 2009,
383-398

[10] Aho A V,Lam M S, Sethi R, et al. Compilers: Principles, Tech-
niques, and Tools(2nd Edition) [M]. A &%, ¥, BHFE, %
U B Tl AL

[11] Lex[EB/OL]. http://dinosaur. compilertools. net/

[12] Flake H. Auditing binaries for security vulnerablities] EB/OL].
http://www. blackhat. com/presentations/bh-europe-00/Hal-
varFlake/HalvarFlake. ppt

[13] Bryant R E,O’ Hallaron D R. B ARBITEH R % (8 2 i)
[M]. Z#2eH), BiHF, F. LR HUR Tl B AR - 450-473

[14] Cowan C, Wagle P, PuC, et al. Buffer Overflows: Attacks and
Defenses for the Vulnerability of the Decade[J]. DARPA Infor-
mation Survivability Conference & Exposition, 2000, 21119

[15] Scut/team teso., Exploiting Format String Vulnerabilities

[16] Li Jin-ku, Wang Zhi, Jiang Xu-xian, et al. Defeating Return-Ori-
ented Rootkits With “Return-less” Kernels[ C] // EuroSys’ 10
Proceedings of the 5th European conference on Computer sys-
tems, 2010, New York,NY,USA ACM, 2010;195-208

(F#% 23 R)
L ] 5 .



LNCS 6223, Berlin; Springer-Vedag, 2010, 314-332

[6] Canetti R,Halevi S,Katz J, et al. Universally composable pass-
word-based key exchange[ C] // Proc. of Advances in Cryptolo-
gy-Eurocrypt 2005, LNCS 3495, Berlin: Springer-Vedag, 2005:
404-421

[7] Abdalla M, Pointcheval D. A scalable password-based group key
exchange protocol in the standard model[ CJ // Proc. of Advances
in Cryptology-Asiacrypt 2006, LNCS 4284. Berlin: Springer-
Verlag, 2006 : 332-347

[8] Faster G R. shorter password-authenticated key exchange[C] //
Proc. of TCC 2008, LNCS 4948, Berlin: Springer-Verlag, 2008 ;
586-606

[97] Groce A,Katz J. A new framework for password-based authen-
ticated key exchange [EB/OL]. Cryptology ePrint Archive, Re-
port 2010/147. http: //eprint. iacr. org/ 2010 /147. pdf,2010

[10] Katz J, Vaikuntanathan V. Round-optimal password-based au-
thenticated key exchange [ C] // Proc. of TCC 2011, LNCS
6597, Berlin: Springer-Verlag,2011:293-310

[11] &%, Dges. Y-SPH-OT il &2 o411 BB 2,
2006,33(8):125-129

[12] ZER4E, DY, DR T VSPH i UC R B &8 I].
T {E%E,2007,28(7) . 28-34

[13] B, Dais, =RE UC ZLHNRBALFEHHNI] &
FH:4H,2008,36(1):17-23

[14] B%, gk ETIEARNTXWEHTESZ2IFTAEA
JAIELT]. Befb2£3],2007,18(11) ; 2871-288

[15] B, &R4&, TR, % UC ZeNH T FIALEH s
7). s E# E#E .5 8R4, 2008,38(8) : 1220-1233

[167] Raimondo M D, Gennaro R. New approaches for deniable au-
thentication [J]. Journal of Cryptology,2009,22:572-615

[17] Kiayias A,Zhou H-S. Zero-knowledge proofs with witness elimi-
nation[ C] // Proc. of PKC 2009, LNCS 3494. Berlin: Springer-
Verlag,2009:124-138

[18] Abdalla M, Chevalier C,Pointcheval D, Smooth projective hasing
for conditionally extractable commitments [ C] // Proc. of Ad-
vances in Cryptology-Crypto 2009, LNCS 5677. Berlin: Springer-
Verlag, 2009:671-689

[19] Cramer R, Shoup V. A practical public key cryptosystem prov-
ably secure against adaptive chosen ciphertext attack [C] //
Proc. of Advances in Cryptology-CRYPTO 1998, LNCS 1462.
Berlin: Springer-Verlag,1998:13-25

[20] Abe M,Gennaro R,Kurosawa K, et al. Tag-KEM/DEM: A new
framework for hybrid encryption and a new analysis of Kurosa-
wa-Desmedt KEM[ C] // Proc. of Advances in Cryptology-EU-
ROCRYPT 2005, LNCS 3494, Berlin: Springer-Verlag, 2005
128-146

[21] Katz J,Ostrovsky R, Yung M. Practical password-authenticated
key exchange provably secure under standard assumptions[C] /
Proc. of Advances in Cryptology-Eurocrypt 2001, LNCS 2045,
Berlin: Springer-Verlag, 2001:475-494

[22] Dwork C,Naor M, Sahai A. Concurrent zero-knowledge [J. J.
ACM, Preliminary version in STOC’98,2004,51(6):851-898

[23] Goldwasser S,Micali S, Rackoff C. The knowledge complexity of
interactive proof systems [J]. SIAM Journal on Computing,
1989,18(1):186-208

(LBF ST

[17] Shacham H, Page M, Pfaff B, On the Effectiveness of Address
Space Randomization [ C] // CCS ’ 04 Proceedings of the 11th
ACM conference on Computer and communications security,
2004, New York,NY,USA: ACM, 2004, 298-307

[18] Seacord R C. Secure Coding in C and C+ +. Addison-Wesley,
2006

[19] Dullien T,Kornau T, Weinmann R-P. A framework for automa-
ted architecture-independent gadget search[ CJ// Proceedings of
the 4th USENIX Workshop on Offensive Technologies
(WOOT), 2010. Washington, DC; USENIX Association, 2010

[20] Kornau T. Return Oriented Programming for the ARM Archi-
tecture [ OL]. http://zynamics. com/downloads/kornau-tim—
diplomarbeit—rop. pdf, Master thesis, Ruhr-University Bochum,
Germany. 2009

[21] Davi L, mitrienkoy A,Sadeghi A-R,et al, Return-Oriented Pro-
gramming without Returns on ARM[ R, Technical Report
HGI-TR-2010-002, 2010. Ruhr University Bochum, Germany,
2010

[22] Checkowayy S, Daviz L, Dmitrienkoz A, et al. Return-Oriented
Programming without Returns[C]// CCS’10 Proceedings of the
17th ACM conference on Computer and communications securi-
ty,2010. New York,NY,USA:ACM, 2010:559-572

[23] Dullien T,Kornau T, Weinmann R-P. A framework for automa-

ted architecture-independent gadget search[ C] // Proceedings of

the 4th USENIX Workshop on Offensive Technologies
(WOOT) ,2010. Washington, DC; USENIX Association, 2010

[24] Chen Ping, Xing Xiao, Mao Bing. Automatic Construction of
Jump-Oriented Programming Shellcode(on the x86)[C] / ASI-
ACCS ’11, HongKong, China, March 2011

[25] Onarlioglu K, Bilge L, Lanzi A, et al. G-Free; Defeating Return-
oriented Programming through Gadget-less Binaries[ C] // AC-
SAC’10. NY,USA, 2010

[26] Abadi M,Budiu M, Ligatti J. Control-Flow Integrity Principles,
Implementations, and Applications [ J]. ACM Transactions on
Information and System Security( TISSEC),2009,1(4)

[27] Kiriansky V,Bruening D, Amarasinghe S. Secure Execution Via
Program Shepherding[ C] / the Proceedings of the 11th USE-
NIX Security Symposium (Security ”02), 2002, San Francisco,
California, 2002;191-206

[28] Daviy L, Sadeghiy A-R, Winandyz M., ROPdefender: A Detection
Tool to Defend Against Return-oriented Programming Attacks
[C]// ASIACCS ’11 Proceedings of the 6th ACM Symposium
on Information, Computer and Communications Security, 2011.
New York,NY,USA ACM, 2011:40-51

[29] Chen Ping,Xiao Hai, Shen Xiao-bin, et al, DROP; Detecting Re-
turn-oriented Programming Malicious Code[ C] // Prakash A,
Gupta I, eds. Fifth International Conference on Information Sys-
tems Security (ICISS 2010). volume 5905 of Lecture Notes in
Computer Science, Springer, 2009:163-177

0230



