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Improved Meaningful Collision Attack on MD4
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(Department of Computer Science and Technology, Donghua University, Shanghai 201620, China)!
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Abstract In FSE’1996, Hans Dobbertin gave a meaningful collision on MD4 based on ASCII, which contains meaning-
less words at the beginning of the text. In 2009,Jia and Wang presented a meaningful collision on M4 based on Latin-1
character set, which contains meaningless words at the end of the text. In this paper, based on the modular differential
method proposed by Wang, we gave two concrete meaningful collisions by using the differential characteristic proposed

by Yu et al. in CANS 2005. One example of the meaningful collision is in Chinese and based on GBK,an other example
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is in English and based on UTF-8, Moreover,an example of tampered python script was proposed,
Keywords MD4 algorithm, Modular differential cryptanalysis, Meaningful collision, GBK, UTF-8
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B TEEE N RBEEEMRNSEXRE., ThaFARSY
R 22 43 J7 B AR T .45 MDSM) Fi SHA-1UT 7 1 (1 — 2 31
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2 WmEMIRA
2.1 BEFSHN
(DHREE LT -

M:(”IO 1y 9"'9m15)9AM=(07050909 2i909"'90)9M:
M+AM

M=(mo sy s s I M = (mo” vy ym'ss) 233
7N 512 AFITH B . M A M 2432 I aM=M —M=
(g s omy 500 s oms) S LR EEAS omi=m" —my ,i=1,2,-++,15,

(2)TH B AL X

MR MWERE 1 PEIFTA B0 5404, W M f1 M’ g A7
) hash {E#) R RETE .

F 1 AR MD4 243 BRaE

Step (?;l:;;\l:; m; s Lmy di(f)fl:::::e Output for M Sufficient conditions
1 ap my 3
2 d1 my 7
3 o my 11
4 b] mz 19
5 a, my 3 20 20E3 a,[0 4] a3, 0/B4=0
6 d, ms 7 d, b1,014 = 1,081
7 cz mg 11 2 dy,0m94 =0
8 b m; 19 by 2,08 =1
9 ag mg 3 0EH6 a;[—(OE7), (0 E8)] ay,0m7 =11a3,0m8 =0
10 ds mg 7 ds b2,0m7 =C2,0m7 +82, 088 = 2,08
1 3 my 11 — 20817 e3[—(0E18)] c3,018 =13, 0m7 =1,d3,0mm8 =0
12 by my; 19 by €3,0@7 =1+¢3,0mm8 = 1+d3,0m8 =4a3,0m18
13 a, my 3 2089 a,[0 B10] a4,0m10 ~0+03,0m18 =0
14 d, my 7 b3, 0810 =€3,0M10 *44,0fH18 =0
15 ¢y my 11 — 2028 e[— (0 E29)] ¢4,0mz0 = Loy, 0m10 =0
16 by mys 19 c4,0m10 = 1»dy,0m20 =a4,0m09
17 a my 3 20m12 a;(0 H13] as,0m13 = 0404, 020 =4, 08520
18 ds my 5 20685 - 0m17 d;[0 36,0 EB18] d5,0m6 =0+ds,0m18 =045, 020 =4, 0mR20 +b4, 013 = 4,013 1
19 cs mg 9 A es[—(0H6)] c5.0m6 = 1 +as,0m18 =4, 08918 @5, 013 =4, 013 * @5, 0t =04, 0806
20 bs my 13 bs €5,0/13 —ds5,0813 * €5, 018 — 35,0818
21 ag my 3 20810 ag[ (0 EH16)] ag,0m16 =085, 05918 5,018
22 ds ms 5 2022 dg[ (0 [H23)] g, omz3 =055, 016 =5, 0816 * @6, 06 —05,0mm6 11
23 Cg mg 9 — o014 ¢s[0 H15), —(0 8816 ] 6,015 = 05,0816 = L+ds, 0F16 =&5, 0816 96, 0/23 05, 0m23
24 b my 13 by s, 015 =6, 015 * %6, 0FA23 96,023
25 az my 3 az b5, 0m15 = s, om15 + 6, 023 =6, 0m23 » O, 0om16 = .06 T1
26 d; mg 5 20827 d;[0E28] az,0m15 =5, 0m15 *47,0m28 = 0>@7, 016 =6, 0m16
27 c7 mygy 9 —p0mas c,[—CoEB24)] ¢7,0m24 = 15a7,0m28 =bs,0m28
28 by my 13 by d7,0/24 =@7,00H24 * €7, 0628 =27, 06528
29 ag ms 3 ag b7, 0mm24 =7, 08824 +7,0m828 =€7,0m28
30 dyg my 5 20 dg[0 1] dg. o1 =0+as, omes =07, 0m24
31 cg my 9 —2° cg[—C0ED] ¢s,0m1 = 1+ag,0m1 =b7,0m
32 by mys 13 by
33 agy my 3 ay
34 dy mg 9 dy a9, 01 =g, 01
35 Cy my 11 Cq
36 by myp 15 by

(3)(1;.;' sbi,j vCi,j ;di.jﬂmi.jﬁ’ﬁu%zfi aisb;scisdism; B‘J%
J HUAE HLE NS 1 KR ER. ‘

WA,V,E, <<, BRM+BESHNERBES
BH . ZENEE ZRSHUZE A ABER BHRARE
BB 32 B E AR 2V kB .

2.2 MDAE%

MD4 B3k SESIEAT K B I TH B E 48 AL 128 AR K
ERE, EEIBEESHBsEMEREERI IR, Fk
7E MD4 Al b R R 32 B A i MD5, HAVAL,
SHA-1,SHA-2 &% RIPEMD &%, M X3 E & H K SM3
FEARED, 7 MDA BT E RS E BITEHE BRI
R IR BTN 512 thARR BT ARG #E 512 thie—4
AT . MD4 Bk 5 76 /R ek 5 51 2«

FX, Y, 2)=(XAY)V(=XA2Z)

GX, Y, DH=(XANDNVNIXADVXAND

HX, Y, D)=X®YDZ

MERE S -

(ao +b0 s co sy dy ) = (0x67452301, Oxefcdab89, 0x98badcfe,
0x10325476)

FEX 3 EHE

FF(a,bscrdskss)=C(a+F(b,c,d)+ X[ k]<<<s

GG(a,bycydykys) =(a+G(b,cyd) + X[k]+
0x5a827999) s

HH(a, b, ¢y ds by s) =Ca+ H(b,c,d) +X[k]+
0x6ed9ebal) <<=s
Horh,s FRBANE ab,c.d TmFEME, X[ EIRREBF.

F—wH 16 BHELRNT .

For i=0,1,2,3

air1 =FF(a; yb; y¢; v d; y41,3)

divi =FF(d;,a; ,b: yc; »4i+1,7)

cit1=FF(c;,d; sa; yb; ,4i+1,11)

bis1 =FF(b; ,c; »d; ya; y4i+3,19)

K 16 B ELSRNT .

For i=0,1,2,3

Qi+5s =GG(@i+4 sbita sCira sivs 515 3)

divs =GG(dits sQita sbira sCira 511 4,5)

ci+s =GGCcits sdits s@iva sbits »1+8,9)

bits =GG(bits sCits ydita saits »1112,13)
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E=5el 16 SRR .

For 7=0,1,2,3

arry =HH (a5 5birs sCiv s +ditg 215 3)

divs =HH(di15 saivs 1bivs scivg 11178,9)

Ciro = HH(Cirs sdive s@ivs »bi1s i +4,11)

biss =HHbig scivs sdivg »aivs »i1+12,15)

B iR EME B R AT

AA=q,+ay ,BB=b, t+ b ,CC=cy+c12 s DD=do +d12 »
W (AA, BB,CC.DD) Bl % B 5 L A R4 {E

3 FHRABRNH MDA fliiE

3.1 EERSENESHES

X T 22 43 I R 0 2R 3, AR AR A 3 R R 0 B RO TR], B Y
FEAE AR . EMTE MD4 FEHLRERE IS SR8 R =
BEMRLRHENBE, IEE—RAGRZ BT AHE
16 0 B AR A £ 0 T3k R B Al A ) B 2 B (B
PR BT 338 LR . O R IE R R T
PR D AE =, H MR A 1R B R ASA% XU BB B B AR, IR
HERIEHEBARE —EMNIEX., F—RE&MF8E. EBUT
e — R AR R £, T B SR ey
Z| , TRTBE N T A 78 8 ORI A3 B, IR AR S AR SCk
[BIMEAMBLULE D ZESF RN EEE - RIEAMY
B AR TRIEE S 0I5 XN, LT R T M
LAY B TE ST GBK M1 UTF-8 RS A & X 8y 6
., RIEFH UTF-8 miD kil ERnlmEnt L2+
2022 L2 MMM HH - ANEAREEROFER. BT H
R E A SCGERE Amy =1OA 0 FFIRTHED . [A] 88 GBK 4y
T i 18 B TC R M gRfidia =, LT 2 I IRl Lk UTF-8 4wA%
Z R R,

3.2 WERENER

AR ER R R | PO &0, L EHE
FEE BIE LER, A SCAB T — PR E T H A7 e i
HE R, M7k AT LUSE i 22 0 BE 4R AR 1E L 2840 48
BT A o MR IR & TP U A R e
ZEAEOLL B R A R B S I FE A ST RE L E TR A
T B AL A BORT L AL BB A BRI [ 5 N AR B, b
DEAREAEEAATHE SR A RN, Bl “sk/h =4
/NZ 21186216 J5, RN M. NEAREB”. BEHE
B TETLANFHET 27 RIEH AR 4, “3k N
=" RAF B B AL 0N FRER B B, T A
e BIE BN RBHORR I, 2 [ A, DR DG T DA R 1 T
B T A R R R A B . “211862167F LN
EEHT BT 9« 10° MU AR H 7, LB AIIESS )
BEM TG, AT AEN T RER.

A SO FIRG 5 B e T B 2 R 2250 BR R v T AT
BIFRRE. AT BITRF P28 L b ) 25 8 4 5068
B HEAE R B B, H BT LR M A B R RIE R E 1Y
e A e . HETHEE MDS fl SHA-1 5925484047 R
WTER A, BRI 22 (Va2 25 O BR A B4R D B R — D A 18
BOFIAE 38 7 1 S AS BSR40 SR B R K 5
ERRRE . ARFTEE, FEFFRA Linux A1 Unix £50 4 % AR
TR B6E 4 B A S PR MR AT A 22 5, A SR e O 6 TR 485 SR IE

HEHACBRE RGP SR E AL M.

9 T A EET GBK 4t i 2SRRI 8 Sl TH B
AOTE 3 ARIE SR TE R I 5 H P A b 00 0 (8] 457 B9 - B
SHOEE, WK 2 rF 48 E E ALARIC H R, B A i EARTH
B SR RS 25 0, W] RE DR IIETH BB [ R A AN R

*2 FEAnt

Rl W W KR K XXX WKk +‘*** HXHK KERK HRH K
1 % 1111 1113 To EiENEN
A . A A
R AR DTk B 5 R T B FRATE R
BFOL T
BRI BRI

WA AR FEAEG m,

i A T REMI SR

BEHR

INPUT 4] (m,)

Zad B — B SR AT B O

IF OUTPUT 5473 2 [F € (i AU
i B EUR AR

ELSE

my,=m,+1

END

i P B A Nk 3 B,
£3 BIRFHANM
FkoANZ AR N T 21186216 Jn, AR A FAL, NIEA B, sss3s B g
KANZ SR N 22106511 Jh, HEARAIF], AEALEE, s378E 3q
HANZ A AN Z 25100415 T, EBRAIHA, MEA BB, (sEIHWI
ANZ S XN T 26186417 Jh, fEARAHNAlL A AHE . 3 BEAE 3q
KA Z RN 27033266 T, EHRA A, MEA KB, {s7sq3y
AN BN 27035266 0. AR A IR, AIEAEE, {ss3 Bk sy
KNSR N 27045266 o, AHERAINAl, AEA KB, {ss3 W ry

Bk 1 T LLR ] X B AT RO TR R LT
LA HA [ b AR AT

SRIT (R RSB BB AR X 88 48 S A T B LA
P A R A O ER  BRIIE R R SO AN T AR GRS
SRR A TE O A A TR BT, REME T S R B Ui
ESURIRER

as,s = by s as,13 = 0 asis = buas» a9 = bz s dss = 0,

ds13=b1.13 5.1 —as,1s

VL as.e =bys ], o o i R REGE BB XY ¢ F1 0, 3
iTiBeL.

o= (o (e &0x32004265)" (dy &0x00000081)" ((~dy)&
0x22004034)) | 0x10000200;

by = (b, " (b, 8:0x10001100) " (d, &0x100001000* ((~¢,) &
0x%00001000)) ;

DL AR ARIE ¢ AN by T BT A5 10 CRLE B D 4k 14
R .

SRIG R 4, BB bys 3T a5, AT X T HiA 5%
HREM IR 5— % 10,

F4 as s FRER

15 my 11 cyrdysay by
16 myg 19 b =by @ dscyad, sagmyz—by =>>19—b, —Flc, .dy vay)
17 my 3 asvby s od 37y 3
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£S5 as,3MAMEBER

15 myy 11
16 mys 19 &' =b, @ 2%,c5,dgray mys<b>>>19—by—Flc,,d, 1ay)
17 my 3

cqrdysay by

4 ’
as’»by vy dy o4, 1074y, 10

6 as, s MHRMABR

cyrdyray by

15 myy 11
16 mg 19 b =b, @ 24 ,¢,d;ra; gty S5>19—b,— Fley od, va,)

17 my 3 ag’'sby veqhdy oy 57dy s

BT asnBIRMTER

cqodyray by

15 my, 11
16 mys 19 b, =by @ 225 ,cydyray  my5by >S>19—by—F(cyrd, ay)

17 my 3 as/vb4,vf4’d4c4.267éd4,2e

S ds IR MER

15 myy 11 Cy .d4 sy yb3
16 mys 19 &'=by @ l,cqsdy agmyy<b, >55>19—by~Flc, \d, ,a,)
17 my 3 as by seqrdy ¢y, =d,
18 my 5 dy’sa5.by sy a5 Fey,)
R ds, s MK MHER
15 myy 11 Cy ,d4 1y ;b3

16 myz 19 b,'=b, @ 27 ,civdyray  mys<by >D5>19by—Flc;rdyra,)
17 my 3
18 my 5

’
assby’scysdy cqg=dy

dsl’as ’b4/’54 a5,87°¢4,8

ﬁlo Cs,]gm%'ﬁ:{%i&
15 myy 11 o =c, @ 28,dy.a,,by my~c, >11—c3—F(d, ,a,by)

16 mys 19 byscy sdysay  mys<b,>S>19—by—F(c, ,d, 1ay)
17 my 3 as byrcy sdy by =dy,

18 my 5 Ca,8=dyg 5,47y

19 mg 9 ds’sas by vcq asgFcys

HEFEHETE RN ERER GX,Y,DH)=(XAY)V
XADVYAD, Bl LR ENEELU TR
YI=Z4HNYGX,Y,DI1=G(=X,Y,2); X!=Z B BT
BGX,Y,D1=G(X,—~Y,2); X)=Z ¥5ANHG(X.,Y,
DV'=G(X,—Y,Z), FIHMEE, #2350 R 5, 5
EJJ my *ﬂ mlsﬁ@“@‘ﬂi%?ﬁ%im B B‘L

SERITUA B0 BT KA LR B AR mu
s IRENK R T T4 %A B9IE A M, 8 13 I 1645 B0 AT LA
YRS RIRGAE. N T IRE SR, A
e F s Bt B 7SR FAS [ B4 B ML ot A2 43 B0 AE AR o D s
BEEIAR M =M+AMHEHM,

R EFEBRET AR HEAE XML, £ 11
LA GBK 2 4 i fy il 18 5L 51,

#1116 #ERRTH B HRMEE MM

KOS XS = 21186216 L. BHRA: DM AEARB,
tr Lo

M ald0c5d5 e8bdfdc8 f5c18b8 feb6ald0 38313132 36313236 a3alaad4
a3bla3b5 baa3cbe8 fbclefch abb9a3al cbe8addb d4dSbaa3 a3alaldd
2eb78096 {d8d7dof
HANZAEA | N2 31186216 JL, HEBA A WA, AEA:RBE,
#o T

M ald0c5d5 e8bdfde8 f5c18b8 feb6ald0 38313133 36313236 a3alaadd
a3b1a3bb baa3cbe8 fbcOefch abb9a3al chc8adds d4d5baa3 a3alaldd
2eb78096 {d8d7dof

H  66{df604adbf35b1703d8150{9662270

F 1251 T H#T UTF-8 M40 AR B S04,
K12 16 #HHFREHEANE M A M K5

Joy Smish spent 22242227 euros on jack’s jewelry store. @ #4?
20796f4a 73696d53 70732068 20746e65 34323232 37323232
72756520 61207361 616a206e 73276b63 77656a20 7972665 6747320
202e6572 40e3fe00 8455e209

Joy Smish spent 32242227 euros on jack’s jewelry store. @ $4 7

M 20796f4a 73696453 70732068 20746e65 34323232 37323232
72756520 6{207361 616a206e 73276b63 77656220 7972665 6{747320
202e6572 40e3fe00 8455e209

H  e65df39{49¢51d27e2790b33493f4899

4 Hfthhz AEHY

EF N B —ET UTF-8 454 python HIA B o i
LA,

¥ 7519 python AT .

b=138376

if b==138376;print(‘OK”)
else: print(‘NO”) # diA{4ZIwW

B F7E python 1 # * R H R R ER A R o] P ATIEH , B
WHA DAE R TURAL#ETHE., BTULTRHARBER
“OK”, MTix M4 gemEhER, HPERZ 61
URERA/NEFE, BHETURENANENEEAS, FH
FEFER N TFAHSE,E 17 MO T, RISnERLE
WRESMIAESE 17 1, FAE 3 THHFEBAHENS
BRI 54 MR

b=138376

if b==138376print(‘OK”)
else;print(*NO’) #

AF £ FHAERENAERETER, EdBERN
‘#EEMEABBEINERWE 13 ME 14 Fral.

#£13 FEHAM

b—138376

if b===138376  print(‘OK")

else; print(‘NO") # di i aziww

33313d62 36373338 66690a0d 3d3d6220 33383331 703a3637 7466972
4b412728 0a0d2927 65736¢65 6972703a 2728746e 29274f4e 69642320
1434708 57776¢5a

#14 EHMEM

b—138376

if b==238376; print(* OK”)
else; print(‘NO") # di B (4ztwW

33313d62 36373338 6669040 3d3d6220 33383332 70323637 7466972
4b4f2728 0a0d2927 65736c65 6972703a 2728746 29274fde 69642320
1d347b08 57776¢5a

BB AL e X, FRERN. py, B—1
fA s A5 R R “OK” , 35 B4 th 45 R 0 “NO” , (B R B
A hash (B AR A9, B hash {H5:c21b9904 be58cdfa
2c2elecc 7ab28192,

XA FIR A, 7L FR R v A A M B R A T
B AT REOh 15 B FIE 5 A AT, T EE X REE R
TR AR EEMMNRL, S E T WRIE, KEFHE
EHK.

(F#% 177 7D
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