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Design of Contradiction Structure for Dummy Method Insertion in Java Software Watermarking
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Abstract Software watermarking is a software copyright protection technology appeared in recent years, It achieves the
purpose of copyright protection by embedding copyright information (watermark) into a software product. This paper
proposed a design method of the contradiction structure for the dummy method insertion used in the bytecode based Ja-
va software watermark algorithm. The Java reflection mechanism is used to dynamically generate a random string of 0
and 1. The string is then encoded and decoded using the technique of the positive and inverse coding to obtain a string of
all zeros, This string is used as the condition of the contradiction structure, which ensures that the dummy method will
never be executed. The presented contradiction structure has good concealment and can resist various watermark at-
tacks.
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for(Method method; methods) {

sb, append(new Random(), nextInt(2));
}
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if (str, contains("0") || str. contains("1")){
str=_Code. decode(str);
}
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dummy() ;
telse{

funcQ;
}
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package org. experiment;
public class Protected_Class{

public int funcl O{
System. out. println("funcl");

return 1;

}

//func2 O —funcd O 248, L4k we
public int func5 O {
System, out. println("func5") ;//Bi F =4
return 1;
}
public void dummy (O {// B
System. out. println("dummy");
}
public void insert_dummyO{//f AR F
List{String) lst=new ArrayList{String) ) ;
StringBuffer sb==new StringBuffer();
Class (?) ¢ = Class. forName ( " org. experiment, Protected _
Class");
Method [ Jmethods=c. getDeclaredMethods() ;
for(Method method: methods) {

sb, append(new Random(). nextInt(2));

}

String str=Code, encode(sb. toString());
if(str. contains("0") || str. contains("1")){
str=Code. decode(str) ;

}

if(str. contains("1")){
dummyQ); //RRBF B

telse{
func5() 3 //#FA funcb O

}

}
}
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import org. experiment;
public class Test{

public void main(String[ Jargs) {
Protected_Class. insert_dummy();
Protected_Class. func5Q);
}
}
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