FA0HE F12

S A
2013412 A

Computer Science

ok Mesh M ERERBRFB CAHR

§ e EEE KT sEm
(BFEBEETEASHENERAERE Fx 21000 (FRETALHHANNEE TRER
(EEBETRAZRIEER H¥ 210044)°

Vol. 40 No. 12
Dec 2013

B 7 210094)°

B OE ABREIAAANSTERAEALE TR SR A KRR P A F 6 FH, 44482 F 8 CA(Certification Au-
thority) # A& (L) MR E Fe it B ot &% B R TH I AKRH HE—ANER TALLE Mesh Mg 0982 F 0542 LT-CA
(Lite Tolerant CA)F %, oM AW, LT-CARMTHEEA TS CAX X4 BiERFHEGI LN, AN A 4
BELLAFRIEZEEINL ATIERERARIGARASER M AGR L £MHGHEALT, B TR MR LT-CA 747
EABGRS, TRELERETH T L8 S88E,

XA AL Mesh A%, HWEGLESD, TR, 2E4 CA

FEESEE  TP309 ERARIRES A

Scheme of Lite and Tolerant Certification Authority for Wireless Mesh Network

GUO Ping'? FU De-sheng® ZHU Jie-zhong® YUAN Cheng-sheng!
(College of Computer and Software, Nanjing University of Information Science and Technology, Nanjing 210044 ,China)!
(College of Computer Science and Engineering, Nanjing University of Science and Technology, Nanjing 210094 , China)?
(Binjiang College, Nanjing University of Information Science and Technology, Nanjing 210044 ,China)?

Abstract In order to solve the problems of complex public key cryptography which is difficult to implement in a re-
source-constrained wireless environments,a lite and tolerant CA(LT-CA) infrastructure was proposed which combines
threshold mechanism with the idea of lite CA (Certification authority) and ellipse curve cryptograph(ECC) public key
mechanism, Comparing LT-CA with traditional Certification-based CA system, analysis shows LT-CA reduces the com-
plications of producing and verifying public keys by generating public/private keys more flexibly and conveniently and it
has the added benefit that it is certificateless. Moreover, LT-CA’s private key possesses the ability of intrusion tolerance
without obviously increasing the cost of system computing and payloads,and I.T-CA can effectively defend against at-
tacks that are known to occur in wireless environments.
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