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AS Security Alliance Mechanism for Inter-domain Routing System Based on Mimicry Protection
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Abstract Large-scale low rate denial of service attack against BGP sessions can cause paralysis of the inter-domain rou-
ting system as a whole, However, existing detection methods and protection measures are difficult to effectively detect
and defense against such attacks. Detecting the topology of the inter-domain routing system and obtaining the key link
parameters are fundamental steps to the BGP-1.DoS attack. Network’s mimic transformation can provide continuous dy-
namic transformation to puzzle the attacker,increase cost and complexity of the attacker’s detection and analysis, reduce
attack’s success probability, From the view of mimic security defense, this paper presented an inter domain routing sys-
tem security alliance mechanism. The method uses neighboring autonomous systems form as an ally, and makes equi-
valent topology transformation in the alliance. The realization of the specific process was given. The resilience of the
BGP-1.DoS attack after the mimicry transformation was checked and analyzed. Experimental results demonstrate that
the method can effectively reduce the attacker’s network topology analysis accuracy,and interference attacker’s target
link selection process. It can provide reliable protection for inter-domain system to against BGP-LDoS attack.
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