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Abstract Due to the open wireless communication environments in radio frequency identification (RFID) systems, par--
ticularly the reader-tag air interface, security and privacy are increasingly becoming noteworthy issues. It is imperative to
design ultralightweight RFID authentication protocols to resist various malicious attacks and threats. A new ultralight-
weight RFID mutual-authentication protocol for low-cost was proposed, which avoids the security omission in the previ-
ous RFID authentication protocols. Security analysis shows that the protocol possesses robust security and privacy
properties as well as defending against the possible malicious attacks. In terms of the resource-constrained requirements

of low-cost RFID tags, the protocol requires only two simple bitwise operations over the tag end and meanwhile it has
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better performance advantages compared with other ultralightweight RFID authentication protocols.
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