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Abstract In order to satisfy the needs of large-scale applications for wireless sensor networks, this paper proposed an
aggregation algorithm which can protect the data privacy and verify integrity. First, the algorithm constructs disjoint ag-
gregation trees,and the nodes divides their own data into several slices in each corresponding time slices according to
their different degrees,and then the data slices are encrypted and transmitted in every aggregation trees,so privacy-pre-
serving and data integrity can be addressed. Finally, using in-network aggregation based routing tree, the final result of
each tree is sent to the base station, and the integrity of the final result is verified by the base station, Simulation results

show that the algorithm can obtain higher data aggregation accuracy with lower communication overhead, has better pri-

vacy-preserving performance and the aggregation results integrity.
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