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Lightweight Authentication Protocol for RFID Based on Model of Untraceability
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Abstract We analyzed the security of RFID authentication protocols recently proposed by Ha et al. Our security analy-
sis clearly highlights important security weakness in this article, More precisely, an adversary analyzes the messages be-
tween reader and tag and implements traceability attacks. Then, the adversary performs the passive full-disclosure at-
tacks and discloses the tags’ secret. In order to evaluate the performance of traceability attacks, we observed the toy ex-
perimental results by running several tests on an implementation of the protocol. Finally, we used the formal model of

untraceability, which successfully proves the robustness against tracing attacks and the untraceability of the enhanced
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scheme.
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