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Formal Security Model Resisting Session Exponential Reveal for Key Agreement Protocol
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Abstract Based on the assumption of ephemeral exponential leakage in e€CK model, this paper analyzed the effect of this
hidden trouble and built a new formal security model in which a much stronger adversary can be resisted and also a new
security attribute can be satisfied, Futher more, a provable secure key agreement protoco-HCMQV was designed in this
new model. The protocol modifies the generation function of ¢ in a natural way and makes it in secrecy. The method re-
duces the times of HASH and also the reflect attack can be avoided. In order to prove the security of HCMQV , we did
not prove the unforgeability for the signature scheme like HMQV, but a distinguisher was constructed to reduce the se-

curity of protocol to DDH assumption tightly. Actually,designing a secure key agreement protocol in which ephemeral

exponential can be leaked is possible,
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yo WATEIEAMIER SRIA B/ Hi (z,a0) .0,z EAMFE.
AL BEATHR HCMQV MiEF M EEHMA T RELN.

ZHRIE  ASCET CK BRI BT HE B BRI 5L, 1B
BT BREER, SRR Kb iR T 2k & B 6B
J,FBEFREERE—RERESE. W THEZRE
PERIF I, RIS — 7 IR AT FE B R . WA SRS
HMZLE., XMAHAEADEDEZLAETAEENRE
No A HE HCMQV B, RAITTSH e WERT
KT B ARNBE, B T U AT P 28 F B, B
IR SRR S B . EREHIERHTRITEETHA
HMQV W3GHE i 46 2 P A &2 2t BR O i, T @ M
Xt Frii & 2tE15 4% DDH & L, #TF—4 1
femp , BATEERF MG 8, B S S g B e
HIPATRIFT AR ¢ O B, WARREIT R GT Bl . b
A3 ) HCMQV B & 2K 8 F DDH [, fE &
EFHEM T AR L LEA T COH MEH %2 R 2
RATHREFRMBEENE.

2 % x

[1] Canetti R, Krawczyk H. Analysis of Key-Exchange Protocols
and Their Use for Building Secure Channels[ C] // Advances in
Cryptology — EUROCRYPT ’01. Springer-Verlag, 2001 453-
474

[2] LaMacchia B, Lauter K, Mityagin. A Stronger security of au-
thenticated key exchange[ C] // Lecture Notes in Computer Sci-
ence 4784, Berlin: Springer, 2007 ; 1-16

(3] Krawczyk H. HMQV: A High-Performance Secure Diffie-Hell-
man Protocol [ C] // Advances in Cryptology CRYPTO’ 05,
LNCS3621. Springer-Verlag, 2005 546-566

[4] Cas]J F,Cremers. Formally and practically relating the CK,CK-
HMQV and eCK security models for authenticated key exchange
[OL]. http: //eprint. iacr. org/2009/253. pdf

[5] Cheng Qing-feng, Ma Chuang-gui, Wei Fu-shan. A modified eCK
model with stronger security for tripartite authenticated key ex-
change[ OL]. http: //eprint. iacr. org/2010/ 042. pdf

[6] Zhao Jian-jie,Gu Da-wei. Provably secure two-party authentica-
ted key exchange protocol in eCK model[ J]. Chinese journal of
computers, 2011,34(1)

[7]1 Zhou Qing-lei, Yang Zeng-fu. TUP: A new eCK-secure AKE
protocol under the CDH assumption[ ]]. International Journal of
Communications, Network and System Sciences,2012:5(6):332

[8] Pan Jin-xin, Wang Li-lin. TMQV : A strongly eCK-secure Diffie-
Hellman protocol without Gap assumption[ ] . Journal of inter-
national services and informatin security,2012,1(2/3),:107-124

[9] Fujioka A, Suzuki K. Designing Efficient Authenticated Key Ex-
change Resilient to Leakage of Ephemeral Secret Keys[J]. Lec-
ture Notes in Computer Science,2011,6558:121-141

[10] Ustaoglu B. Obtaining a secure and efficient key agreement Dro-
tocol from(H) MQV and NAXOS[J]. Designs, Codes and Cryp-
tography, 2008,46(3) :329-342

(117 BI/hE, s, X . FEDLIR AR LT ], B4R, 2012, 23(1)
141-151



