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Abstract
finding is fuzzing(fuzzy test)which is based on randomly changing the input, however, it cannot construct test cases ef-

Software vulnerability is one main source of computer safety issues,and the key technology of vulnerabilities

fectively and eliminate the redundancy of test cases. In order to overcome the shortcomings of traditional fuzzing test, ef-
fectively generate test inputs and do not need to analyze the input format, we designed and implemented vulnerability
found system(called SEVE)based on symbolic execution for binary program, SEVE makes the inputs symbolic and uses
dynamic instrumentation tools to establish the propagation relationship of the symbolic variable, collect path constraints
in branch statement, uses interpreter to solve these path constraints to obtain test cases. Experimental results which are

based on mp3 and pdf software show that the system can improve the efficiency and the degree of automation of vulner-
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ability discovery.
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EHEMFSBA, AIARETRSSRERFSERIFRE
B AT A SCHWHE A R S B AR A O AR 2 R
FAERMBERF MRS, TRERRY, HILEE fue-
ing, SEVE 7™ A A XA R IR AN .

2 fRERAZAER

2.1 WHERBEt
2.1.1 B&Fit

BRI A E2E S I C/C++, B if kg
IR TRAD R ARG . R B AT R XHES H R R PR R
B AN strepy) , st — SRR ES 8928 ME.
B IR IR, BT BN
2.1.2 —#HRAFH}

HFILHE S WA LM E T S EWSEE, S EER
X, ERETHABEFRE.
2.2 BE& fuming

BE fuzzing® XFRHERIN, 2 B AT 4RI & BLAY
EREAR, BT LML EMRBEAR. ERAATHHTR
BRI, 3 A B B, 4R 5 o i e i A s AT —
SEREERARTE AR BB, BT E 5B K Mil-
lerl® " ¥ SR AR , 3¢ Unix Fl Windwos F-& R
ETHREF LR TE TR, SPIKE X—#K# )l fuzzing T
B ,PEACH R, BT RE4 X MR- 8
XHRAHRRAELR. HZERNHRERERITRUE
=R B

BERWRE R B AN ARR, ATSCRAT
BEHERAPHEBRIREEEHRS . XFROBRRD
W 38 ek ) TR AT M BE K, 30 WORD %5 5 24 XL
o8k A 206 ) S R PR BB R S B X A 4 R
BB fuzzing T B, fuzzing MIBIEZE T EH B . AL 21
P A B B, 4 KB 4 F IR R, S B AS B 2 AR
K. 0 if(z ==10),3RH fuzzing Al K PAT &R B JLRLU R
1722 , EARREERENS X BENEF. BifuzingiiE
ERBETEE Y EOTRAMR, FEME A RA B IR
FA I3 5 43 S B A% » HL B shib R B
2.3 FmARSFER

15 AT 2K B4R B R BB W AT, B X R AT A
WA R, F 5 B R AEAR SN S
BopE  Nifk & SRR BT, BB REEEN R F
B AR TS ZAKART .
2.4 RF/RE

WA ERFRPMAR SR EVHERRR. SCER09]
REXEE canary” BRBEBEE. ZHEBRTARAT
BT, B R R BN

3 HSBITHEE

SCERL10]H RAEFR S b 1R A8 P47 (symbolic execu-
tion) ", EEAA T RFH BEFEMAEFTR. AXHER
WA S EAE N RAERA  FSLEHRARAIES T
A BTN R B F AT BB RS BT, KX R E
1 ff7R . Stanford f) Dawson Engler ¥ &5 P47 B H TR
9 bug ZEH, KB ALK Coverity 7 5. FFSHATH
FEEMEEEFNBAR S, XS T RIENS
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ABFTIAT MRS TR AT B IE I AR, B R RSk AR 4R 18
FFHPRBA . HSPATHERERE 1. TEHMERE 1 #
frimamee.

S E: L PN

R AR YA (o fuzzing)

#E54

A2 PN >

HERAT

1 HESPITMEERITRER

Mk RRRS AT A BT R T 5
Input: Program P, input I, Path constraint(pc) =null
Output; Execution tree T,New test case set M
1. for each inst t=src op dest do
2. switch inst:
3. case input_interface;
4 mark_symbolic(I) 5
5. end
6. case src is symbolic
7. update_symbolicO ;
8. end
9. case jmp(e) & e is symbolic related
10. pc i=pcle;

11, result :=solve(pe) ;
12. if result=null

13. drop_branchO;
14. else

15, continue;

16. end

17. end

18, End

19, T :=Generate execution tree(pc);
20. M :=Traverse(T).

54k (line O KA TR BTN Fes 71 WA
BUHARQFNRRL) . B, REBFHNEES
R M, EFHRRN R B RN NS EREERN
M \R, ’m“ :

MM

R-R’

Xt FIC4RHE 4 mov [mem], ebp, & f(ebp) :=sv, WIFF
BALEMEERN f(mem) i=sv, BIREFMWAST—FT
B FEBREXE (line 7D, HHFE L HIE S (x86)
BRI SERNEEBRR ., HILAERSHE R
FEBCHRF SR, W B AR ERE B R S k. e &40 3T H
W ifCe) B, BB e AR SR, W R ZBATERAR LRI
Fil SR A 45K A .

5B X 42 23K (Path Constraint, pc) FMAFEEF A D AT
HEIE 4R R X R M BTA K X MIBREE .

SRAFLES B IR 78 2 4 B 1R 24 SR B 4k R T W R A (R RE 4
MiniSat # 47 5K #& (line 11). & XM, W ZBE R A T &
(linel3) , 7 M4k L W BB AF S A K (linel4 —15), I f(input
[0 t=a, finput[0]) =5, pc K a =0x65& &b=0x66 , Al f#
B AR ‘ab’, TIEARBARMEBIERERE, XKL
WEBRAAAE. TiRERFS TSRS EFACGERE
4,37%), TEFEFFIB WA, 8 o T B A% 2 TR TT M 3 Y SR AT



WD e A7 T R R — 0 R A B B AT B AR
8 57 248 2 50 B0 1R 5 4F S B B0 W A (line 19—
200,

4 REitE5XHY

FH AN BIERFES SEVE Ao oh il it 558,
41 HEUEZTR
BERERMAROHFSHBMA . X E file
reading MBS . ETEAXHES APLEBSCHERZ, Bl
A2 API SR T iE i APL B BI85 A BN FALE AL
W BN APTSEE R B, AR A EBEE M
B, AR ERT N TS THBS R, I
BV RBAMPS R RXRPIRGRE, AME YN BIESH SE
R RIS 10 52 £, SEVE Fi C++3281, C++H3g 4t
T STL IEEH map, X WA MEFFIREIL M map K
¥ ,map,, {addr,sv) Fl map, (reg,sv) , B} N N FEHBIE FIBF A7
BEHBFSER, sv 2=/ {concrete, symbolic}, HFEFHHK
B EAL , sv=concrete, symbolic—=null; Z W] sv=symbolic,con-
crete=null, SEVE T/EE_#H %, HESIWILHK S, H
F x86 RSB I, A TEA BB HIRS, RAITE XL
TREZRERR (v IFEETE).
« inpur(D) SMAREE | T
* v 0p vy Al v WERBALEE , op HBREHAF;
» seqtag{w s»**» v, (n=1 B 3) HIAFFHRE, HAEN wer-
u, BIFHEBHE, n=1 FRF word,n=3 JyWF dword;
» subtag(e,i)(t={0,--, 3 A FHE, KRN t W
FAH. seqtag M subtag Xt casting FAESL AR
4.2 HETRMER
BRI BERA A T RS ANC 443 HE X
BR, BN SERNEEXR FEFBRHEXR. Z3H%
SHRIBREORIR FILRE S M EREMA SR, T
HIBSEXEERTHENESREBARREN K
8, RITHCHRR ST K =R 33K
(1)mov B#44 ; mov, movz, movl etc;
DEARZBE SRS :add, sub etc;
() BkEEFE S call,jmp, iz, jnz,ig etc,
mov RIHE S BN E 2, B A HBBEREI U FOLEE
B|&, i mov R, R; mov [ mem], R; mov R, immd; mov
[mem], immd %, R N & ##%, mem iy W77, immd 2437 BP
. ¥EDIHL, 20 dest Ky eax(32 i) ,{H dest A 16 (RS
AR, AR sre BIAK 16 RIREY dest 1 16 £, EHIR 16
AR SEH. HFSTEEEERUNT
inst; mov dest, src
if(sre, sv 1=nulD){
dest. sv. clear();
dest, sv=src, sv;
}
else
// no operation
BARIZERSA mov HASWRMY., hEEHTER
TR A Pin™ , B i Intel FF %, 3845 TR A B9 API fiti%

D PR ERR RS

fE. BREEFE4A 0 jmp N TT&MBRE iz Fm Kk O B A Bk$%
T jnz MFRRA R 0 WBHEBkE: , jg RABFHS K TR Z
BB, Bl

cmp eax,48h

ig label //jg: >myBkEE

BAKESIGER A (-, €0, ), t=input(0) —48h,
0| t<=0,

4.3 BIHRFTERE

R T BBEER TR FBAT 44T, AR if HIMF R RETR
B FELBERAR. LHENTEENHERE cmp
src, test;jxx label, cmp FI test 5354 B F R & BRIES T8
4 HH BB IREF AR MR LA (N ZF.CPH, X
BEPITE A EF RN WA S, B & 4Bk
AL RIERFSERETARTE. BRAKREHEXD Y
APTRENF RS ERNARES,

FIREN AR MBI B R AR HEAT R, A %, MBS 2
TR AREDAT , EMZ BB AR5, B Z R HER, —
FiF L2 A TR PE BB BR A BB e PR B[R] YR AS A, A THe
FErrS g AR A EARE CHA T B R 25 A8
D . L—E&MAWER, T IER R H SR BRAERE R
i, R B AR LR T 18 BIBATAY . 3 50 A IR BE R 58) T
BEGAHFH R BTN R K RAT B AT R 53R F
B, fEPTEER A Microsoft Research FF & Z3M'9, STP Sol-
ver &7 —SKINBER IR IV FENT A%, (B B F R 32 Linux, B
AL Z3 1R NETEs .

5 XWERSHH

5238 35 3% . Windows XP SP3, 1GB P 7, CoreDuo
4200, KT 5 fuzzing X ., RATER T —NETF fuzzing 1
AR R 4 RFZ(Random FuZzer), &5 A7}
] B & g 500 4340,

B—-d LRI WMF # X & W (CVE: CAN-2005-
0611551, 2T Windows B8 Lo gdi32. dll A3 WMF
WAWF R, RITRA Windows B 489 R G 3014 grid_
(em), wmf YERFIERE A, /R 2. 85kB, % SEVE =4
T 1388 M@, S 38,39 M A MR B (Bp R BLAT
BERIIRIRD . TS 38.39 M A BB ]2 56 434,

B AN mp3 A IRIFA(CVE-2006-0476) , 3EHIR
PER G B 0 mayrf. mp3 fEAFTIAA . 7E 500 44 R
=T 4202 NMEALE P 110 MEA GRS BB (SEVE
FESR 101 8kt = BHAD .«

#1 SEVEXLR&HR
®E  RRAANE  RARA HEh RARE AARA
B (RARXAA HEG@H) ) 4HxM HEGH

WMF  1388(#38,39) 56 6103 . 38 56
mp3  4202(#110) 101 7902 51 101

£ 2 fuzzing TRER

RA#R AR A K e R e E] (2-40)
WMF  3902(# 2910—3002) 381
mp3  4493(# 2141—2205) 278
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