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Abstract Based on the Paillier homomorphic cryptography system, we presented a safe and effective homomorphism
key management scheme. For the sake of the collusive attack, forward secrecy and backward secrecy,our scheme is suit-
able for group-oriented and rapid variable topology of wireless mobile Ad-hoc network. The homomorphism operations
on the ciphertext improve the efficiency of renewing the group key when the external nodes join the group and the inter-
nal members leave the group. The security and correctness of our scheme were discussed in this paper. Compared with

other approaches, this new scheme has less interaction frequency, a smaller communication and memory cost and a
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stronger security,
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