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Network Software Test Data Generation Based on Decompeosition and Reconstruction
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(National Digital Switching System Engineering & Technological Research Center, Zhengzhou 450002, China)

Abstract Protocol fuzz testing can effectively detect vulnerabilities in network software, whereas when facing encryp-
tion and checksum mechanisms, existing approaches are hard to generate valid test data. A test case generation method
based on “decomposition and reconstruction” was proposed. By means of detection technology on check point and de-
crypted memory, the valid decoded test data was decomposed at test side, A memory-backtracking algorithm was also
proposed, which detects the memory none of the duplication of other memories at the other side, based on which the en-

coded test packet is reconstructed. Case study and comparison test demonstrate that the method can effectively generate
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test cases,
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1. TraceSource(inst a){
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