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Abstract

though there have been some behavior based malware detection methods introduced in public papers, they are prone to

The behavior based security has become main-stream in the research of malware detection techniques. Al-

suffer from mimicry attack or shadow attack. Towards these problems,a novel technique using predicate temporal logic
to describe malware behavior was proposed in this paper. A variety of relations among system function calls, such as
logic combination, precedence, parameter decencies and subject-object associations, can be depicted by one logic formula,

therefore our method can describe malware behavior more subtlety and accurately. An algorithm of detecting malware

behavior based on the logic was given and its feasibility was justified through real example test.
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predicate: .= syscallname(sub,{0bj1,+**,0bj.},{adv,

eesadu,})
o, syscallname K7 B8 i R B0 4 8K sub BRI
1k, {objy »+++ s 0bj, } Frn B EOE FA BT AL B M X REAK, 2 n=0
B RER A BT R, (adv, -+, adu, } T Xt KR AR
EAE T KRE, Y m=0 i, B TRE. B0, NtDe-
viceIoControlFile( pname;“a. exe”, {dip:“211. 158. 2. 457},
{type: AFD CONNECT})ZFE /R i#R a. exe il NtDevicelo-
ControlFile 15 ) #5 Ak 211. 158. 2. 45, 5 K. AFD_CON-
NECT (B3 #); W NtWriteFile (pid: 1196, { frame: “c: \
temp. exe”}) FR id 85 1196 R NetWriteFile 3F 3L
{4 c:\temp. exe BEATALHE
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O (ONtWriteFile(pname: “winword. exe”, {fname}) A

NtCreateProcessEx(pname: “winword, exe”, {fname})) (A

NtDeviceloControlFile (fname, {dip}, { type: AFD_CON-
NECT})
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FDetecting malware behaviour
Input: behaviou ¢ and func call seq H = ¢, **ey when executing object code
Output: does object code have behaviou ¢ ?

1. get sub formula set {@s, @1, @ui} of @ according to @), ge=;

2. allocate bool arrays Bpr.fM]and B,..[M] with initial value “false” ;
3. allocate interpretation set arrays I1S,..[M]and IS,,,,[M];

4. for each function call e in H from e, to ey do

5. | for each formulain {gy, @i, @, ou} do
6. if{p; is predicate) then
7. iffe.name = @,.syscallname) then
8. construct Interpretation I for g according to @\.(i);
9. iffl = null) then
10. Buouli] :=true;
11. Lls,mw[i] = 4T

12 iflg.=— @) then
13. LBW[ i] := = Buowlj];
15,

4. owli] 7= ISyoli];

15. iffos= @1 @) then

16. ISuoufi] :={L; OL | I € By [j] and L€ B[k };
17. HISwonfi] 1= &

13, Buowli] = Buowljl A Buool s
19. iflgi=@ v o) then

20. Buowli] := Buowli] v Buowlkl;
21. ISnoli] = ISpowli] U Buowlkl:
22. iftpi= Opy) then

23 Boowli] := Browli] v Bprelil;

24, = ISuonli] := ISuouli] U ISprelil;
25. | Bpe:=Buows

26| ISpei=ISume

27. f{Bronl0] = true)
28. L | output  “object code has behaviour p” ;
29. output  “object code does not have behaviour ¢” ;
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@0 : O (O NtWriteFile(pname: “winword, exe”, {fname}) A

NtCreateProcessEx(pname; “winword. exe”, {fname})) A

NtDeviceloControlFile ( fname, {dip}, { type; AFD _ CON-
NECT}H)
¢1: O (O NtWriteFile(pname: “winword. exe”, {fname}) A
NtCreateProcessEx(pname: “winword, exe” , {fname}))

@2 :O NtWriteFile(pname: “winword. exe”, {fname}) A
NtCreateProcessEx(pname: “winword. exe”, {{fname})

¢3: O NtWriteFile(pname: “winword. exe”, {fname})

@4 : NtWriteFile(pname: “winword. exe”, {{fname})

@5 : NtCreateProcessEx(pname; “winword. exe”, {fname})
¢s : NtDeviceloControlFile(fname, {dip} , { type: AFD_CONNECT})
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7, 01184 frame B8 59 “C: \DOCUME™ 1\ Administrator\
LOCALS™ 1\ Temp\ tt. exe” R B, 8 Bow [4]= true; %f
o 1B3E 22— 24 47, W[185 o MFIMER, M B.. [3]=true, It
A, W HEFAR, KX PLH Be HH K false. LB
690 S RBOEFAAT, X o5 v u v T @, AT 15 5 BT IR AH 7] B 7
B BN B HEN true, BEYTWAIE 1135 BB
TR FIEF, XF @ » AT B4 fname B4 K “C:\ Program Files\In-

ternet Explorer\iexplore. exe” .} dip Bt§} %192, 168. 0. 23”
FYFRRE , {§ Baw [6]=true. Al THRHESE 1064 5 EKEH A
TN, T TR R AR 1. exe FTEIEE, ML BABIBE S
15— 18 17, AT B BH frame BL5F K “C: \DOCUME™ 1\ Ad-
ministrator\LOCALS™ 1\ Temp\ tt. exe”, ¥ dip B4} “192,
168. 0. 23” By, H A Bow [0]=true. M AT HIE BARSC
1 target. doc :THEEH qun FTIHRKERSTN.

# pid tid process_name native API parameters
383 1624 1836 explorer. exe NtOpenProcess pid:1624, fname:C: \WINDOWS\explorer. exe
: ’ :Cs Fil i i
384 1624 1204 explorer, exe NitCreateFile fhf«.mdle :1172, fname:C:\Program Files\ Microsoft Office\ OFFICE11\
winword. exe
i .C. les\ Mi £ .
385 1624 1204 explorer, exe NtCreateProcessEx pid:1212, fname;C;\Program Files\Microsoft Office\ OFFICE11\ win:
word, exe
674 672 968 winlogon. exe NtCreateThread  pid:672, tid:212
675 1212 1876 winword. exe NtCreateFile fhandle; 696, fname;C:\ DOCUME~ 1\ Administrator\ LOCALS~1\
Temp\tt. exe
676 1212 1876 winword. exe NtWriteFile thandle: 696, fname:C;\ DOCUME~ 1\ Administrator\ LOCALS~1\
Temp\tt. exe
690 1212 1876 winwrod. exe NtCreateProcessEx pid:1296, fname; C: \ DOCUME ~ 1\ Administrator\ LOCALS ~ 1\
Temp\tt. exe
1060 1296 1440 tt, exe NtOpenProcess pid: 1424, fname:C;\Program Files\Internet Explorer\iexplore. exe
1061 648 1704 csrss, exe NeCreateFile .f.}izf‘.dle: 244, fname; C; \ WINDOWS\ WinSxS\ Policies\ x86 _ Policy. 6
1062 648 1704 csrss, exe NtCreateFile vﬂ;andle 244, fname;C;\WINDOWS\ WinSxS\ Policies\ x86_Microsoft.
1063 648 1704 csrss, exe NtCreateFile ?andle 244, fname; C:\WINDOWS\ WinSxS\ Policies\ x86_Microsoft,
1064 1296 1440 tt, exe NtCreateThread pid: 1424, tid;1576
1135 1424 1576 iexplore, exe NtDeviceloControlFile iocode: AFD_CONNECT, dip:192. 168, 0. 23
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