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Prevention of Code Reuse Attacks through Return Address Protection

CHEN Linbo JIANG Jianhui ZHANG Dan-qing
(School of Software Engineering, Tongji University, Shanghai 201804, China)

Abstract Despite the numerous prevention and protection techniques that have been developed, the exploitation of
memory corruption vulnerabilities still represents a serious threat to the security of software systems and networks, Be-
cause of the adoption of the write or execute only policy (W @ XD and address space layout randomization (ASLR),
modern operate systems have been strengthened against code injection attacks, However, attackers have responded by
employing code reuse attacks,in which software vulnerability is exploited to weave control flow through existing code
base. Solutions targeting different aspects of the attack itself have got some success, but none of them can be a silver
bullet. Under this situation, a novel defense technique was presented in order to prevent code reuse attacks, especially
return-oriented programming (ROP) attacks. This new defense technique, which was benefit from the protection of re-
turn address, could dynamically prevent the execution of gadgets ending with 0xc3. Without requiring access to side in-
formation such as source code or debugging information, this defense technique could prevent ROP attacks with low
performance overhead.
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HFFISBR EREGEEWEE . A FRFPAEERRN
L 0xC3 FRF(BP ret 384 S5 B ET FMR IS HE F » B ALY
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PAT4R1PH: R (Data Execution Prevention, DEP)
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&5 EA# AR SCHR H — FhF X ROP T 978 BB o5
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gadget H 2 fy AT ABBHT A B .

[53[8sB][s9Joc[3B[C3] HEARDE:
push %ebx

mov 0xc(%ecx),%ebx
cmp %ebx,%eax

FEMRA:
pop %ecx
or 0x3b,%al
O———0 ret

W1 XEA# (unintended code)
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coded(EIP) FFARRH , RIP AR 18 41 ESP 3 4. B call
BWIETEATSE SR B R B o ht 15 B g 4% , BB P g T
BivE el

L RPOR AT, BIZEIAT ret $6 40T, FIEEHLAY ret $24E
HHEVEIATH ret 384, B ret BAENEAR iR B b Ak
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A—MTRRESI RIBSNFAEFENHEREEREE,
FER 48 FEh 1 v FE R B ek 48 s R BISE — R A R
Beat. #£ Unix B E S, i Ubuntu REEH, R EEE L
FhASEHEPE linux-1d. so PRI K E_dl_rtld_di_serinfo F1_
dl_make_stackexecutable 328, 7£_dl_rtld_di_serinfo FRH ¥
VA FH Rt i e 5 ) SR o Bk 48 A T AR call 3883
dl_make_stackexecutable S ¥, M _dl_make_stackexecut-
able FRECKE L ret $84R B B PR AR, BHF_d_rtld_
di_serinfo PR ¥UIAT 5 T 3R 4% 0 B 1 FH B 0 0 b bk 77 B A F
28 Yoeax W, L R R385 | & D A 35 3 B4 L T HE
_dlrtld_di_serinfo B PAT T, BIHATBESE B _dl_make_
stackexecutable I HBEA A, X B 2% Voeax B{EINE.
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4.1 FRMERIF

LB, ROP BGEAE KR # & 0L T 2B T &
SRR AL 25 (8] 4 B BE R T 5 WA R AT RS ), DL
BHRARGETH WD X B . HRIEA SR #H T ERE
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FE.
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BFHEGESE AR AR E R REARR, FBEEZ W
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% IR, 72 A P A O BT Y IX TR 3K 0 B D T B 3 AT 3k
1,088 WD X . R)583d memepy ok 0K B
PDF X4H K ERABE N ZZEXE, FRiEFREE T
ERABAL, BT EERBI AR GEE QTR shell.
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H ., Pl Adobe Reader f)Xds i), B K% H9EE PDF
S A SR B 05 40 T B _H 1847 Adobe Reader 8 /F4T
F. BFREHEEFHARBHRFEFARET P EERABR,
HBH T RESTEE - T ERABRIERD T
BARESBRRT, W B LB F R

BRI R, BT A R ARB IR BOEAR L, X
Adobe Reader v9. 3. 4, Integard Pro v2. 2. 0 fiI Mplayer Lite
33064 BF I, BT T AR B8k 11,16 1
18, {BEHURBHK B E E A A, AT B BB B R 33,
165 F1179 . REM, TRERRY, 431X 3 BT
ROP i ZE BT e —MUBIHHB BT —MUBBR
A T AT .

I Adobe Reader ¥ A, F— - EBABIIAT R M
KW BB 0x20CB5955 4b. EZEF RIS, AR
[6] (R 2 0x20CB5955., {H iy TN 43 e e, 3 B3
2N 0x2335488, Z: Bl T RARAE /5 » JFOR AY3& (6] 3 (B4 28 0
0x20CB5955 @ 0x2335488 = 0x22F80DDD, 78 JF ¥ 17
0x22F80DDD #4-TiJE 0x20CB5955, R B F R H & 1k, I
By LR/l

HAEEHN R, A5 A B RYHE B b E R, RN
BB AT SR BRI IR AL, T RB AT REG AT

BBt . EEFARHERERRTESHBEIRTFINE
B B AR, MG 8ERT. NIGEEAES
B, BB RO P BT AR S Bl A B , BRI TR
ZWEENER . WP AEEE, REILAEFHERR
TEERA RS, B L EBE RN ERAR BF
B FHERIATI A A IRITES R NSRBI R4
HEEERETERAR.

AT AR A & TRMIRK R, F SPEC2000 1
SPEC2006 3t 23 PR T X H T4 & B ref. train 1 test
ABRWIRBEFHEFEITH. BT call f ret 384 BT,
ERERRR, FUTRAEMTEEEEBARRT , AT
BEA MR B KB F S 3. TSE+09 W call F1 ret 35 4
(SEPC2000 H*#) gap B2 )%, 3847 ref A ), 3 HAE BRI MY
call FI ret FRIERHRIX B 45 4, R B BB R IERR IR 04T, B
iz,
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WEE, B AR I TR T4 . R 6 fE 7 4,
counts of RET J248 42 /5217 /] RET 384 i 8l ¥
M FRER 2 BB EOR B i 8Bl RET $84, Hik RET 384
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RiRikn ROP Y. HEEAMREBH,. AULAFE
ret 384 1E HARFSER M E B 4 . Q0 B Bk 15 2 R M I
i# Gump oriented programming, JOP)*I R 5 ret 54 )%
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RN ret 3548 F B R [0 k18 i 45, B R BB 2B A
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