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Overview of Threat Intelligence Sharing Technologies in Cyberspace
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Abstract Nowadays,new kinds of cyber-attacks, such as APT and DDoS, have lower concealment, lower attack cost

and huge attack effect. These advantages can let them easily escape from the detection of traditional cyber-attack mea-
sures. Cyber-space security situation is becoming more and more severe. The detection and prevention of these attacks
have become much harder. CTT(Cyber Threat Intelligence) based network defence has been proved to be a promising
strategy to address this problem. In this case,both academic and business circle have put many efforts on CTI analysis
and sharing. This paper introduced the meaning and value of CTI. Then aiming at the sharing for threat intelligence, it

studied and reviewed the works and developments in CTI sharing deeply. In the end.it looked ahead to the future study

of CTTI sharing.
Keywords

1 3l

il

T 45 25 8] A T B AR — 5 AR X BT B A
Oday Wil B9 APT Ty %5 37 80 g o A0 B0k 2 1 N 595, B
A BRI T A T T | S R L R A T TR AR G A Y
i A o T A% G 09 22 4 By 7 DR 20 AR 28 17 300 SR Bk ok T
SR BT IO AR R G AR By 2R A A i R AT
A SEAT DR A I Sy 32 A 9 205 4 4 M 4 L O T U AL
DU WE P2 7 A B AR R o 3 S A 8 5 3 7 TR NS Bl A 2 o
T 75 0 RS 0 Fr 8RR BT S D 1 ) O ] R R A

B Z AT R0 A AR T PR R [ AR A Bl A S Y B A
A, FEIXFPIE HT L B2 e G SR o 5, 4 0 e I I ]

FFs H I .2017-05-05  3&1& H W :2017-08-04
iR (1988 —) i Wi A, B 5T 7 1) 9 4% 17 B

Cyberspace security, Threat intelligence, Intelligence sharing,Data mining

WEp AV 5 0 I A o B Ay PO 4 22 4 U F) T 9 o . U 1 AR R
AR AL A Y B A% 2 WAL A RN T A 5 R
7 B s P A L B R L R A R L SR TR AR 5 L T LA
AT A BUR B T RO B ST . R, 45 i A
AT AT T i APURR: i 42 4 ol I 155 410 K500 B0 A0 1L 0T 50 W 165 4
AR,

I [ 2 5 1L 7R U )2 T TR g 195 41 e i [ 2 7 20
T2 90 A4S B H 3 © R BIE B It 50K 78 X 4% 4 4 5 4
PR A 25 v Ak 20 o 9 1 T, A A A 22 0T [ 58 BOR TR A =
P REAR B 3L I f £ B 3L = TR BT B [ 58 A 1

T AF SR o I [ T T P00 245 22 42 B SR ST Tk B AR i B 3 BOR A AL

HHRT] 2 ) By P 2% A B AL O I FR ST R ERE T

L% 4 TR M 5 35 E-mail : yangpa@ihep. ac. en; B #5(1985—) , 3, 1+, BhHBF 5

b1, BTG TT 0)  W% 4E 4 U A E-mail : youngywu@ tencent. com GEAEVE ) ; R FIHE (1993 — ), &2, i+ A=, T B 55 J7 18] ly W) 4% 48 4
AR X ERBA972—) B WF5E 6L WA S0, SR WS 1y I 45 Bl L 2 AR 45



10 2 I

2018 4F

R T HE S RIS RS 4 A U AL AL
Al | fF B A g 55, R C dar i T A a1k
B T AT AL A - B 22 A J2 1 15 48 4 B 5
PL N W LK S T DS N R 1 e 2 e
JH RN B B RE 1

MRS CNCERT (yBFFE ™, 35 47 o 3 32 7 A 45 25 I 45
ek i GCIX L T H A L APT 1 DDoS iR 26 138 29 74 < fi
o A bR R R s i ik A H bR — FREER
V] e 6 T A AR A R B AT A U 5 8 A A A A A
IR =N D i e S o 1 B 1 s e A E M A I T 4
TR R R R4 T 25 By B 7 4 43 BT 5 e 22 4 G AT a2 TR
AT BRI AN AR B W1 4R 0 I 4% 22 4 4 BT R
B YR G X 3T 0 e o B A AT A AR A AR 5 B A, Y
453 ) e S R IR,

R T I a3 R bk B0 R L B IE R A R T IR 45 5 ) 4 4
AR A B TR R R BUR IR B A o R KRB 4
IRGE & YN E) i A T 8 SN L A R0 A = |
T » 2 AR S0 7= A R R A G B R R 5T, TR A 1E
IRV o N g = Ry T N i e (N SRR
S Al AT A SHE P 0 5 4R AR 1 R i — 25 4 e
R 45 a5 (] 4 4 R B A RE )

T 3 VR A ST 440 AT 5 S 2 R R B, 24 R =
1Y 3 B2 () R S S O I AR T AR IR R A R

T A [ A 45 S R AR kR AL T L S R AT
PEVPAGAF . A BRAE: 2 3RS ) A0 U] 42 4 2k =2 RURS: IFAh L1 4R A0
PR B B AL AR 9 45 . LR TT LU AE 08 3 A S i )
RO oy 6 5 3 5 R A A% R P L S O A i 5 3
A, DL A Ay i 3 O AS B AR

AR 3 F B R I T 0 DR AR AT R S B R
Z AR JE O R S BT 5 5 A 28 BT e It T U BN R K
WEE IR N IT SR A S BE SR 1255

2 BEEHRT B S EMER

2.1 BEERITE

SR A L T A A R A T . X
A TR A R KR R R A DR A L TE 24 B A R 43 4
WHEAEEZRMEEE) R, mER L IBM S G ERA K
i P G N S B A A TAE R R T A AT
R A2 B 00 R BT R, BRI Bk L 40 A L R T3
360 RHR A ()& BLAT =E & 1Y I 4% 22 4 Bt 43 AT 42 50 1) )
224 R %5 T B . W0 FireEye. CrowdStrike. i 26 75 4 45, X
S gl 15 ) AR o S R R P O AT R e
SR T ok AN D 3 NG o O T TR Vo TN 2
B 5> BT 4 A ff B2 2L R TR P i T SR O B2 3 Ll iR
%o 3 1 ORI U WA R TR R R AT SR R AT T
L%

1 R AR R A S AR

Typical representatives of threat intelligence manufactures

A 4t A

LT 2004 £, 2 —F ALV RFERAF BB AF BT EE AR R TN KRB I, 545k, LRRITER
B TIL &, 50 R W HATEHERLEZ 7@y ek a1F, £ &R AIT+H) R FireEye 4 3Rt & 2 o 48 BUE I 3048 F 4w
HATh R R R fnam B AR

BT 2006 F 2R HEAMBMER L - EWMEEIGAEBERFRELS, LFH 24 MHEF, A8 F 2016 £ 1 A#
FireEye ¥ , 3t 7 % ThreatScape  # & # 32 & & K 3 77 W 8y & i B 4, 77 BL4R f AP An SDK 89 % 5 ; Rl B 42 68 5 B 1

ML 1982 LR GER L AGHML T AMA LMoy AT RREH, LB T AL LM Cupertino, L E £ 23 40 %
MNERAH R BRA LM, HERFTFHRER B FRA XN & 5 RS, £E P & & DeepSight Intelligence, H 2 # # % &

ML 1999 £ L 2005 4 1 VeriSigan 2 3 L4000 7 £ TR, FA A 40 AL B T 0 F . X5 20 iEF RHEE S
3 b A M 14 AR B0 AL R B P 4R AL R R U B R R A R R s IntelGraph P & 7 & L A F P H#EAT

Table 1
T &/ nE 4
FireEye
5 i T /> 8 Mandiant 8 3 ¢ v 5 B B AL R AR R
iSight
Parners g w Rt A A
Symantec
R R JIPVURL. S A 5 E % 4R
Verisign
iDefense

CrowdStrike

Dell Security

HWRBERTHRAAHT,

KALF 2011 £, 22015 F7 AWCRBEFRALILETHEA, RETARXENLEHF (AR LREAK . BERLE 2
T RER e EE KR AR @R A AT WSk R R EY APL R CHE R B R 7 A
RATFEEESBTNIHFZA, T 2011 FH Dell WM, ZHMEN L AMS AT, FPTUBIHYFEEBFRKS, REH
h—ANARENZARS BT ENHAR® 2, EHMRM S 29 H A 2 Global Threat Intelligence ## Targeted Threat In-
telligence, 1, 3 48 il & H % & 1 1 09 B W 4R .

WILF 2015 47 A LB THRAARE CEAEEBER. A REALE KARM AR EERMBERA R, £E7 %4 VB(Vir-

BFER usBook. en) F1 TICCHE M4 # 0), VBE MG A BUEM AN TE. 2B A XAARRE—AEAY B R oHT 6.
TIC B B A B 7 % B E 7 o Bk o 9 % 4 A B 36 R O R AT
%5 360 R F 2005589 A ERBAAM KA EEHRTTREFNER AN . BELT IPHAL SERR A EFH AELARE —
o AW R,
2.2 EiBER 2.2.1 HBER

W 5 7 e S0 2 R KT Bl 1R AR Y A 8 O T L B i
BRSO 18 A S T A X e R B R B 2R N AR N2
A 2 TG 6F BB R AT a3 AT 5 T LN I B A £ e R ROR
T K SR AR N A I RO IEGX 3 A X 1 R 3
B AT 74T

IANELHE R R A BE AT A0 M U B IRE T — M iR 2
B AR, B T & RS A E RS M A i B L
ZEM AL TTPs( Tactics, Techniques & Procedures)!™ 4% .
A g5 F 1 0 4l SCA I e . Bianco #R 40 15 42 14 A 15 01 35 ) e
5 B BE G B 46 0o8 Hash (TP 38045 | 46 5 32 HLAFRAIE I



55 6 1 7Rl R L e

T Jl J 15 41 36 72

HoRZRE 11

d T E TTPs 6 2807, & 1 frs.

X3 6 2% 155 4R 1) B A 25 A AT A BT T DL R B Ak T
T =J2 M Hash 1P 304 2815 #it )8 + 5 F 3 BUHE A # (8 R
R IR G . K2 T8 T 00 SR AL 454G T i) D 45 5 el 4504
HLATRORE BE AR ORI OE R 2 VFH%EQZ#JD BSOS b
B, e BEOSTIX BT, X 2845 i K 2 7l DL 3 28 3] Observa-
bles UL £ 5t ) 3 Indicator B W48 #7017 I % & 4 7 b
HIHRI R 5347 9 B

TR
TPs’
Bk
BHELR
R4 3 2 AU 2
2
ik G
A A%
Hashf& EFRL

B U e (8 Bk JE 4 - 3%
Fig.1 Pyramid of threat intelligence value and analysis diffculty
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Table 2 Classification of content of threat intelligence
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Table 3 Typical threat intelligence Specification
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