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Efficiency Filtering Scheme for False Data in Wireless Sensor Networks
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Abstract The fundamental reason for low efficiency of false report filtering in wireless sensor networks is the lack of
security assurance of the secrets while improving the degree of secret sharing. This paper presented an efficient false re-
port filtering scheme. First we divided the network into clusters and constructed a cluster heads-tree,and then form re-
lationships between the cluster heads were formed. By taking into account of the burden factor of nodes in the keys dis-
semination procedure, the scheme guarantees that the forwarding nodes closer to a cluster hold more authentication keys
for the cluster than those nodes farther from it do, hence, the degree of secret sharing can be elevated. What’ s more,
several keys from the same oral cluster are hold by different nodes in a forwarding cluster so as to guarantee the security

of the keys. Analysis and simulation results show that the filtering procedure based on grouped cluster-keys outper- -

forms existing schemes in terms of energy saves, storage overhead and filtering performances.
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// * Let the path from source cluster S to SINK be p: (81,C1,C2,Cs»
SINK) , where m represents the hops between forwarding cluster
Cm and SINK. Now we show the procedure of keys distribution
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while(S. flag = false),
1. Each forwarding clusters C;,Cz, *-,
according to the following formula,
{When Ci is a leaf in the tree, Then Bi=1

Cm compute the burden factor

Otherwise, note the sons of C as Cn (1<Xm<{n),B;= i_l:le

2. The degree of association between source cluster S and forwarding
cluster C; is calculated as,
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RG =] 5 1 R

3. Source cluster S pick out A nodes in-cluster randomly, forwarding

A<iKim)

cluster C; pick out A nodes with larger storage in-cluster too, both
including the cluster head, where
A=min{L—;§R‘S% JRG
then the nodes from two cluster form X node pair without crossings.,
{(Ny_s»N1c )5+ (N5, N1 ¢ )}
4. In each node pair, source node transmits its main key to target node
using a session key (1<{j<C))
5. Source cluster S bands the information of nodes in-cluster together,
and transmits it to each forwarding cluster,
S=Ci: (5N, sNig, 5 +++3 Nig )
6. S. flag=true.
7. Endwhile.
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