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Malware Domains Detection by Monitoring Group Activities

ZHANG Yong-bin LU Yin ZHANG Yan-ning
(School of Computer Science, Northwestern Polytechnical University, Xi’an 710129, China)

Abstract At present, many botnets adopt Domain Flux techniques to avoid the block of domain blacklists, A new tech-
nique was proposed to detect malicious domain by analyzing group-behavior of compromised hosts on DNS queries, The
method clusters new domains and Non-Existent domains queried by hosts in each epoch, groups these hosts by new do-
main names,and identifies that if the hosts within the same set have group activities when querying Non-Existent do-

mains, to detect compromised hosts and IP addresses of C&.C servers. The monitoring results for an ISP DNS show that
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compromised hosts and IP addresses of C&C servers are detected accurately.

Keywords Network security, Botnet, Domain name generation algorithms(DGA) , Domain flux

1 Bk

WA FTIRS (DNS KR i IP bk B 5t 0 5% Fi242
B34 (8 ELIK ) F  SE I (6 s 1 (6 45 o PO 4R W IR, B LB
MEREHPREEMNEMMRS Z—. DNS BB B0 %
BT RIEES, B % B g0 B RF R A, fl a8 £
Wit DNS R4 8RInAHEE 4, UES C&C & B riE
B, RRERES . yEEXEEENE, B RA R
T B SRR A ROT U X R B B TR . R
BEABZENHE, BET Bot B/F Z %A T Domain Flux
FAR X —BAE TR E H IR 4 7= £ R B (Domain Generation
Algorithms, DGA) E# A A BEHBA #HTHEK. 810
HERRBAARR, I BREE X, AR TR T B A 8K
FozE, i Confickert , Kraken'® |, Torpig™? 4, LA Conficker
H1#, Conficker. C L 24 /N 3, SR A 0 46 f 1R g 3R 44
AR, ARIE A AR AL A R B A A R R 4
Conficker — AR A& B IK 5 TEMBENBLZFIE. W
I, AT TR W4 M B 1T 8, DGA 4 U Z w5
HIER NG ERNWEERE.

A3 RAR4E PR DNS 3R 080EE, 3 R 4 EH0E
R KBIR A B FIRA AT RE B EVR S A S ERA,

BIMH P 2012-10-12 384 H . 2013-01-28

BN EVER L ERITA L RERA AT NRHIE,
X% A DGA B 8: ) Botnet FEATHM , DIEHR B RS 4
£4.CECREFEMAMN Pt R4S,

2 HEEHMRRILIIE

2.1 ExWR

DGA By A B4 B X% % B E TR AR )
B3 B T BAER A e & 4 b5, DGA BB 4 B
MEERA AR T BFNENAS, SEXBEE
FRBEIA L AFREAR. SCE[4]4%F DGA A4 g,
B SCHEGET HURARR R RS 2 3T O sk X AR A U
BEFTIRE, 5T IR 2 ) K-L PEES 4R 4BHE R Jaccard RES
B RRE ) B IR AAOR . SCERLS 1SR T SCER[4 126 UR
18, i R 2 S IR VE R RHE [0 B, B8 A 3 DL a3 426
BHENBE A AATIRS . SCERL6 138 ok X A & M
B TR BT, BESE IR M5 AT 25 TR 4 2 18] 5%
FE,Ea B AR % DNS £ R B 9@ T B FH 4785
R, RBARN FESHEERBARKEEST . SCRL7]
T Lo BT R T R B2 5 R T B 3 4 AT B [RL AR SR A AT L 18
BT KW P 45 AR AE RO R4 A AT, FEIR U C&C
M4 B R RI A IP Huhk . SCERLS IS TR Gk ik 42 Mt %5 2% 4T W ol

AT EFK H AP E 4 (60903126,60872145) %1,

Wk (1976—), B, 1, FEBITH 7015 B %L, E-mail; zhangybmail @163. com,

+ 146 -



SN T AEEE S ERBENERITAWAR.
LO-11IMANEEEI M B, 3R E T 3 HRRNBLE
RGN E R L HATHRM, P Notos, Exposure £ 1E
I 35 B A SR B O Ront R 4 o B P4 R i B 8 DNS
R 5525 B 47 W, Kopis FB R X TR 4 IR 55 25 . BEAL
JIR 45 283247 Wl , 5 Notos, Exposure REiAH L , Kopis AT LA
SRRV A X 4 BT OR SR AT W 5 A4

2.2 BXTIT{E

Bot BF—M L) 24 /i — AW, B RAPES R E
¥ DGA BEARK BRI L, UIREENBRLEMENE
BEMPEERES, &TRFRANEER, 8P RE
FAT] B & F A B , TR A B 8 & R — 4
FHEEREM . BEEREM BB EHE, BHEET
SEHSTRA ML R . X T Bot ¥, MELH 5 C&C %
FRE T, DA IR A AT R AT, A E R C&C IRE
250 TP Huht, B FHEM M B L BEA R, RBURE L&
RRBHEL, HEE—ERERTRBNRLERTH,
MR TR 2 G BRI Bot BF K EHLE, XS E
MLSIER EVLMEL, 7£ DNSHERITAHERAE LUITHAHE
HIZHAT A HAE -

DDGA B BRIES ARG EVLES RN AR
MRAKBEZES, B TAERBEESPEMREREHR, 4K
FPAEEZEBREEIN B FERREENSER—HEEN
RYBMEBES.

2)DGA BB MRABA RN REEERE, FBURLE
VMAES RS ERKEFRAL, BiXsisa AR EN
A 4R, T Botet #HIE A M P RETSFR,
RBPFHIERRE WETERAEAERGHRLY P #at, B
M, AT 3R 4% AT AR (61 B TP sthhib i R EHLIC B —iE.

Wb X EVER RN 2 R FT IR HFT R I
R FE— A5 A 0 ENESEANRNRT R, Ed 4 FE—
EANFVEAFERTHEE LA AR, 3R A DGA
ARE Botnet FEATRM, LU H RS EHLES . CEC RS2
R IP k£ 4. WXARANEE FEMERENL
BATRATIIEEH &, 5 CER07, I L B/ KL R
R, 53CHRE9, 1048 Hu B 2 BE A, IR AT DABGER B CRC R
FES bt ES, IEE [P B AT ERRERITEE.

3 EERt5XH

BAMEWE LN BB B KR A KT B
BARLSN ERRARR 4 MR, HPREDL
B R EBRAM — MR R R A BT RETEA I
W% EHUERFEAE R RBRE R BHTRE, LER
T, REMBARKS IR EEEELFHRRBEAE B
EHL IP il {5 B R BORA 4T BT SR AT BE kAL
BERE BEBRENES. FHRERESMNTABRIRR
I IR A AR (] BY TP Mtk X 37 5048 AT IR 28 4047, MU
REER HEREN S HENERG. BRREEIGT
BEERETRBEAL RREGR, M HEREMFREREH
FEHLHBAT T, AN EVNERLERTH ERERE
HATHHREAE BB B BB R BR EHL. C&C R %5 2%
IP it R& , FEXF T S RFAT VA

3.1 HEmLE

HLIATHRA W HFT, RETAE LR %) HR W
BB, /A TIENE, REHE B A A4 BX{E.
BRI A ERETLIE, R EREEERR. ¥
B Bt , RGEX P45 b BT AR I IE RS B34 AT e L AR
o 18— B 18] B9 2 ST 5 L B i — I A R 52 3 i 3R 4 B
PE, B IR . T EBRMBE R RAREENE, 21
—BE RIS G, R4 K B HTERE EAEA R,
AEFBRAFERWIER EIRR BT, ERWH B, R
GEiE T B BT IR O PR, AR BT 84 AT I, B0
RAERA TR U EVER T —FRE R
& BHATIRAF, B BER GE R i 3of ) 4 vh EWLIE SR B9 R 5K
BAERITIER, UEH—B 3.
3.2 RMEHERELH

R B2 ERIH DNS R 4852447 50, B F Bot
FRARREERAEN T 78 ISP MBNBERFEILTE
BEZE EE AR, BREINBERE  BR EYILFRFER
RERBMBARESHET VIR E. BT, NAT &R,
REEAREERMEB S Z M, — 0 [P ik L
WHRIT AR YRGS R, B, RE EEN X

- LSR8 R RO A 3o EHLEAT IR, B EHLRIS A B R

H. RGRBOT KRB HIRIE5HT , THFER EVLE RIS
LR LR M. EEMRUEARNRERAERE N —
R, RGN [P #uk Xt S EHLHATHR R K MR T A 3
HENERHEBIBERERILH Q@ ={dr dr,dr},
QIP; AERKRHIBE de WIENES . EEMERFAHILER
i, RGUET R WOR R 2B I, A ER ENHE |
QIP; [ KT BRME A BYRBORA HATR I, B R R
ZEVE G Jaccard ZEORRE JRBOKA [RIRIEEES , B -

|QIP; NQIP, |
|QIP; UQIP; |

S R, R R EHUARIE 89 K580 R 53 2
—4 , A AR L R BRI R B ERE . B
FREEVIERMRBBEES, RGERERBRER PH
AYERT BE 6 RIERTTEBR ARG, HT T — 540497,
%ﬂ%ﬁ:iﬁ'ﬁ:f“cl yFCoyoee, FC, ’*ﬁfﬁﬁﬁimﬁé Hf, i3

1

FBERBRENES, Hf=U QIP:, d; € FC.. LR,
A=>10,6210, FAEBELER 0. 3 Bt Y EVLATH HRISH 2
R—#H.
3.3 HEERAESH

B TR EHLRA HRFURE BT ARE, RGBT
EHULH LR, B MR RSN BRI BT TR E R
Bi0R Q={d1,dz*»ds} »RIP; RIB 4 d: VB BB BT A
P ik A . RE R L HLE B BT R A B R T
B4 AR EVLR S C&C &8 FT A B4
A—Z AR, (ER X e A 3 4 A A AR 4 ) A R A TP
EMXBABRRE GG PV R i HRL 4. GHERHANT
R di»d; 45 RIP: \RIP; # &, WA AP KB AR, B
WAFLED . GHER—TEETEG RABRERERES
Ci»C, PEIABANRIK) IP Hbht 55100 RIPc , HR B4
#4108 Ha (Ha HEBENESHERY C P-4,
W EE TR AT G MER—RE 4, HEE

« 147

dist(dr; ydp ) =1—



WF%E:Vd€G,MId, € Cerij,RIP, \RIP, £, &
FAXF G BEE TR BT, WA O M A% iR R 2
B EVLR S AR R ERA, LUEH ST B ERAN
FHEREES —HRNATH. B CHHEEETFHE
REARMKEREIE, TEASH FTELNERREFTEN Q
g g FAT R A 0T, AR R BEES R BCE LN -

dist(C.,C;)= {0’ RIPaNRIPc, i

40, RIP¢;(\RIP;=&

3.4 EEEZBE

X FREYL R —#F Bot B2 60 £ 4L, 8-~ AHN DGA Bk
H R A TR LR, R BT IP BREARH, R4
FPoEME LS AR IP ik, B, 5 FER
WA XBEES C, IR ERIIE He PREFVEBFER
F—#HERZRE FC; 83470, C: & Botnet EHBIIR B E
AU REHEER. FE M TFEBREBEES FC,IFEER
EWLHS P REEVOER THRMFREEC:, WiHE Hf
FEIAEBLSERT I EFHENARE BEAEFREN

G B, B U, 52 SO £ B A Sy — LSO ey —

lHICi}?fﬁ L g Scy BRI AT e, T RMR He B E

PUERER R4 1T 0 ERE BA LT 0, Bt s

AT AR HERR & B 3T A TSR AT A RE AR B0 ) Bot-
net, Coj BRA—BIEHEAR, 5 Scy K, TEMER FC; P
FEWFERFBATT A L RERAHT RHE, B B Eim L
HRHEBRIER P2P L™ 4 03R4 MR AT R AT R ZESEBR
KR, 2 Sc; =8 H Coy =y B WAL XRES
C: 2 Botnet M MBA RS SN He AR EYEE,
RIP;; #y CBC it 45 48 P st 4. LRI, TR
0.75,720. 5 RAMRIFHEAIER.

4 KEWIF

SERRE FEW T E AT ISP 49 DNS [R5 8888, 5 -
PG B , % DNS IR 45 2% 82 B B dit DNS 3R ¥4 1. 2
TR/ RBE 20 TP . RERET 45 RIWBAHERE
B3 R EABERE, Hh a8 869 A4 .1900 £
T&BAS 1P it 3t RE8. BREVG, BT 5 K%K
AT
4.1 —RBBEAIWER

HTFLR SR £, ECHER T8 5 REVEIE, %t
REPOBZ R LKA ENVRETER 0. 3 EREVHEHE 1>
10 Bt B L EATITIE .

411 RMREBERMHER

LURERKFIBZ K P b BB N 64579 4>, R4
HBRA 145593 4, Kb K BIR£2 UE — A EHLIER (CDF
MARSLE D, FRIEVNKBRELIRE A WELHENE
1787 4~. BARAEHT)S 53] 1186 HBAES, HPH A
BEELAT 2AMBEANESNAE 87 4, AL KEM, X
87 A HHIAK P2P N IR MR H 58 4, BRIMEH 8
H, NFSHEAEERE, Hbh s iR £G4 ES B2 5E
BANF 5 A BN EARNEERESTRETH. B TER
BHHEEZANRAL BN W: x77. cn, x66. cn, www.
{dsa432fsatds20s. com, www. fdsa432fsatf320s. com %5, F4:

« 148 -

SHJET DGA BE: A R4, B & 5R4a HE a5 . 32,
47.88 1, RfREE SRR 1.

#1 DGAERBA
Set-1 Set-2 Set-3
1. nsvhn987. com 1. nslock001. com rcuedqxj. com
2. nsvhn987. com 2. nslook001. com rrxgi. cc
79. nsvhn987.com  seseer rvaeigmcni. cc
------ 77. nslook001. com nbkimso. net
1. ns2275ab, com 76. nslook001. com qosgvrfiro. cc

2. ns2275ab. com
56, ns2275ab. com
79. nsvhn987. com

qozajttafml. com

slkaqrwx, cc
rywlzg. net

4.1.2 #HBAERLGER

WRERFIB 4 B TP sk By 150981, $iH & M
B 119427, Hop Y X Hii 4 B ik 25877, WBEERE
PLEE ERE N TFARREZRA 1M PHERGED, 28
EaWE.BE 34558 AMAE G, HP 28463 HRA — 1

IP 5[4,
?(%Tu
085} ‘KERE

0.75

100 200 300 400 500 600 700 800
ERENK

B 1 4K CDF ik

413 TEREERRLER

FEB Her 16, Sc;  Co; RIBRE S 918 5.5.0. 7,0. 0 B, £
BHMHRFBER 6 B, K Co; >0. 1 MRA 24, FH%
HRRBBEERH 34, Kb 245 P2P AN A1 4%
2 1 ¥ HY Set-3, B4k Sc; \Coy RIER EHHESNE 2,

#2 SC.CCIHHE4ER

WRFH  ERKER

R o o

A%A AxH%E AW ENH
DGA 0.994  0.8228 369 446
DGA 0.977  0.8497 388 446
P2P 0.786  0.0095 14 1157
P2P 0.7 0. 0019 10 3568
P2P 0.857  0.0016 7 3568
P2P 0.833  0,0014 8 3568

B 2, TUER Coy B/PRAFEER P2P ¥ &, 2 H7
ERMEERER . RE PP HENHFXHIERET —%
EARE] B9 Tracker fR%2845 B » 10 ; denis. stalker. h3q. com.
tracker. publicbt. org, FBOER EYL =LA KRBT N, @
SHORZ BE SR B EVR S BIE—H, B FEREN
BaR, 3 EHUER THEAFTERAS .

ST 3 40 DGA & 4 » Set-3 Bl TGN iR, v LLF
FH Sc; » Coy BMEMRE B XHER ENE S HITHW, K
REeEMERNFE—HE,B.X 2 @FREEG R AR —
Botnet P4, 281A 4 Conficker 4 B #Y R 4 4 K iEKR P
&3k 388 A, AR AL LS .CEC REEHE S R E 3.
FAIFH DGA A4 BSR4 A SR B 3k, 4 Ar 82 PR i
B4 , FER AN WA TR , A DI R AR AT B, B ok @
X 5 CACRFREERE. XAMBRAREILKL

(T#% 185 7D



hAREERS . LMiE, NLOF B 5 BRI RUR B BB AU 0K
B, R EE & E. HRE NLOF Bk W, 28k A
HA, EEPWRBISL AN WREAER. Hik, T84
KRB GEfHE BTSERZENER, R il 5 shiREE 8
W& SEAEIIT I

2 % X W

[1] Hawkins D. Identification of Outliers [ M. Londen; Chapman
and Hall,1980.188

[2] Han Sang-jun,Cho S$-B, et al. Evolutionary Neural Networks for
Anomaly Detection Based on the Behavior of a Program [J).
IEEE Transactions on Systems, Man, and Cybernetics-Part B;
Cybernetics, 2006, 36(3) :559-570

[3] Ramaswamy S, Rastogi R, Shim K. Efficient algorithms for mi-
ning outliers from large data sets[ J]. ACM Sigmoid Record,
2000,29(2):427-438

[4] Hung Wen-liang, Yang Min-shen. An Omission Approach for
Detecting Outliers in Fuzzy Regression Models [ J]. Fuzzy Sets
and Systems,2006,157(23):3109-3122

[5] Liu Xiao-hui, Cheng Gong-xian, Wu J X. Analyzing Outliers
Cautiously[ ] ]. IEEE Transactions on Knowledge and Data En-
gineering, 2002,14(2) ;432-437

[6] Breunig M,Kriegel H P, Ng R, et al. LOF; Identifying Density-
based Local Qutliers, 2000[C] // Proc. of the ACM SIGMOD In-
ternational Conference on Management of Data. [s. 1. ]: ACM
press,2000;93-104

[7] Tang J,Chen Z,Fu A, et al. Enhancing effectiveness of outlier
detections for low-density patterns, 2002 [ C] // Proceeding of
Advances in Knowledge Discovery and Data Mining 6th Pacific
Asia Conference, Lecture Notes in Computer Science. Taipei,
China, 2002 ;535-548

[8] Ni Wei-wei, Chen Geng, Lu Jie-ping, et al. Local Entropy Based
Weighted Subspace Qutlier Mining Algorithm [ J]. Journal of
Computer Research Development, 2008,45(7):1189-1194

[9] Papadimitirou S, Kitagawa H, Gibbons P B, et al. LOCI; Fast
outlier detection using the local correlation integral [C]// Proc
of the 19th Int Conf on Data Engineering., Los Alamitos; [IEEE
Computer Society,2003;315-326

(107 #Ee2k, Wnt ok, s, & BB ASmEREmEI] HE
BLEER , 2007,30(8) : 1455-1463

[11] ST, e/ NBE. —Fh 3 T 25 B 00 )R 50 B 5 Myl 8 8 DLOF
(1. BB 5 % &, 2010,47(12) : 2110-2116

[12] e, Hhaig, . ETREREWRESBREIEEH SHI]
HEHP 2, 2011,38(7) : 148-161

(L#% 148 )
AL AXE AT SR IETERE s BIRA .

#3 EEEAR C&CH IP #Hiat

RABA CR.C it
jalkd. cn 221. 8. 69. 25
izgj. cn
ywhweot. cn

143. 215, 130. 33
143, 215, 143. 11

yelicsefau. org

ycbptbn, org

xvnfoedv. org 149. 20. 56, 32
xuhsjusol. org 149. 20, 56, 33
149, 20, 56. 34

4,2 BERUER

WA 4 TR RE N 0. 3.1>210,8210, Sc; , Ce; IR
{E4351 0. 75,0. 5 B, X 5 KRBT 47, BB 3 4
C&C R4 28 sbdik , Hp B bk 9 32 3 b CR.CRE 2
hb, X PR M FELE 5 KA B, (B4 K XF R M IR 4 AR E],
R IP BB FHR LI IL 467 AR IP #bhk. B4 1 4HOGR
4K roish. com. IP i3k 2% :74. 117, 116, 65) R BT 1 K, [H
Bt 24 KR EVLS 5 SN E B ER YR AME, 3 LA
Xt E By P A 1 0 3, I ST B SR B A H IR 2 . DGA B i
ERBEHEABREGEENE.

BRE ASGEATE EHERIEA N7V RE, 3R
F DGA A ) Botnet FEATH MU , 38 58 L BRIF IR A 584IE , 7T LA
B AT R MBS K CRC RS HBMEHAM IP tat
£E. REMEDRBES DGA 4 B IB A T4 H BUAFIE , Xf
R AEES CECIRES IP b HiT#H— R,

2 % X W

[1] Leder W. Know Your Enemy: Containing Conficker { R]. The
Honeynet Project & Research Alliance, University of Bonn,
Germany, 2009

[2] Royal P. On the kraken and bobax botnets| R/OL]. http.//www.

damballa, com/downloads/r_pubs/Kraken Response. pdf,2009

[3] StoneGross B,Cova M, Vigna G. Your Botnet is My Botnet; A-
nalysis of A Botnet Takeover [ C]// ACM Conference on Com-
puter and Communications Security(CCS), 2009:635-647

[4] Yadav S,Reddy A,Ranjan S, Detecting Algorithmically Genera-
ted Malicious Domain Names [A7//10th Annual ACM Confer-
ence on Internet Measurement [ C]. New York,USA, 2010:48-61

[5] Stalmans E, Irwin B, A Framework for DNS Based Detection
and Mitigation of Malware Infections on a Network [ A7/ Infor-
mation Security South Africa(ISSA)[C]. 2011,76-83

[6] Jiang N,Zhang Z. Identifying Suspicious Activities through DNS
Failure Graph Analysis [ A] // Network Protocols (ICNP), the
18th IEEE International Conference [C]J. 2010,144-153

[7] Yadav$S, Reddy A N. Winning with DNS Failures; Strategies for
Faster Botnet Detection [ A] // 7th International ICST Confe-
rence on Security and Privacy in Communication Networks [C].
2011.133-145

[8] Hao S, Feamster N, Pandrangi. An Internet Wide View into
DNS Lookup Patterns[ R/OL]. http://labs. verisigninc. com/
projects/malicious-domain-names, html, 2010

[9] Antonakakis M,Perdisci R, Dagon D, et al. Building A Dynamic
Reputation System for DNS [ A] // the Proceedings of 19th
USENIX Security Symposium (USENIX Security” 10) [C].
2010.273-289

[10] Antonakakis M, Lee R,Dagon D. Detecting Malware Domains at
the Upper DNS Hierarchy [A]//the Proceedings of 20th USE-
NIX Security Symposium(USENIX Security *11)[C]J. 2011,23-
46

[11] Bilge L,Kirda E, Kruegel C, et al. Exposure: Figding Malicious
Domains using Passive DNS Analysis [ A7 // Proceedings of
NDSS [C]. 2011:1-17

[12] &%, M, BKERE, % TREMETEANERNES N
ERAEEERIT ], AR, 2012,39(10) . 78-81

(13] BWRE, g5y, Tl B4 BB RN EP MEEEERY
(7], #+EHLRE, 2012, 39(11) ;5153

. 185 -



