-3

Bk B
2013 4E 7

am

9 OB N R %

Computer Science

Vol. 40 No. 7
July 2013

UHF RFID #RZE Ry BT M & A0 R

B
¥ # 250000)"

THEE
(LEAZERMRESIRER (FHABEAFEERERARER F8 266001)°
B OE RMAWHEANHER ,RFIDWE ALBRB 2, 5 EoRAMERBEILSHHE, & FRAARTILRR
#9FRH ,EPC]1 £ 2 R(CIGD A BRAFE P H R LHM4 RAMAMEL £ BHR CRC, RELEHMMHE L BegRitstT
ClG2 #ENZLRAET ARG, R —HE TE4H4 L6 W LS4 R4 Mhash, #F# Bl M-hash ¢4 £ G dkikit 7 —
FAMMHE A £ E M-PRNG, M-PRNG A LFSR A B4, 4 M8 2, £ 0 T CIG2 K EFLABH4. 248,
M-PRNG 57 &= £ O ALF 5] £ 4544 C1G2 i ey 2 K, 5 sh B 7 NIST #liX,

@A HECR 2 S, R, HHRALEPCL & 24K

mHEESHS TP309 XWFRIRE A

Research on PRNG Suitable for UHF RFID Tag
GAOQ Shuijing”? WANG Hong-jun'
(School of Information Science and Engineering, Shandong University, Jinan 250000, China)!
(College of Information Science and Technology, Qingdao University of Science & Technology, Qingdao 266001 ,China)?

Abstract With the development of Internet of Things,the application of RFID is becoming more and more prevalent,
The security of RFID has been a hot topic in recent years. Due to the limitation of cost and power consumption, the se-
curity components in EPC Class 1 Generation 2(C1G2) passive tags are only random number generator (RNG) and Cy-
clic Redundancy Code (CRC). The design of RNG with low hardware complexity is critical to the security of C1G2 tag.
A simple hash function, named M-hash, which is suitable to be realized in hardware was proposed. Furthermore,a pseu-
do-random number generator M-PRNG was designed based on one-wayness of M-hash, The M-PRNG is based on LFSR
and has low hardware complexity which is suitable to passive devices like C1G2 tag. It is proved that the random se-

quences generated by the M-PRNG are fully compatible with EPC C1G2 protocol and successfully passe the most de-

manding randomness test NIST,
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