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Abstract This paper designed a secure distributed access control system for complex security requirements in ubiqui-
tous computing environment and the system architecture was presented. A authorization query algorithm was proposed
to solve the problem of the efficiency of authorization query. Fuzzy reasoning machine was proposed to achieve fuzzy au-

thorization, Finally,an encryption mechanism was presented to ensure the confidentiality and integrity of information

during the process of authorization query.
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HA—FHRTEBERTFEEELTY R, B EE
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REOBEMAZ R E ML LR XML GHT —ETF
Web Service i) 838 15 7] 2 i R LB A R 45H Open Ambi-
ent. Z& OpenAmbient FH#E T X5 B EHERERMER,
HRERRGER TP AR LT XERHRRZE A E, F87
BHREHMBAREBITHRS. XML IGHT LT
SCURR B SV M RR R, B BRABREEITTE IR
T &2 R B A R
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FEZET HLI ) 17 o) 4255 s A 20 o, 5 () 2 ) S T LS
— R BB SR AU AT 3R , BB A 2 T A0 6% 1 1 92 A
HEAXREZLFREMRE A RSCEZETHN MV EEH
BRER b, T M EEHERRTRELES R
ia]48 4l & 4t (Secure Distributed Access Control for Ubiqui-
tous Computing, &k SDAC) , L R4 XFF L L2 KRR 315
R ISR

B 141 T SDAC REHIARLEH . SDAC B4 f FiHE

— B D BAUIR & S5 BEAT B R, TR HE R R %5 2% RS
(Resource Server) .¥Z4UR % 2% AS(Authorization Server) . #%
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B 1 SDAC REARLEW

SDAC FEH{EZ{£E B2 (Trust Manager Layer) . 5 {i]
#2465 2 (Access Control Layer) . J# 2 (Reference Monitor
Layer) f1%¢ 2 )2 (Resource Layer) 4 B340 1%, &34 LhBE iR
BT
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WA RBEEECE 4 TR TR S5 B mEdLE
AT .

@ il 2, ViR 2R REEIE L
4, EBH 7 MR, 5B
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RO P A RIE R R B 5% R B REE LR (PDP) , AR 48
PDP i& [FIZ55R , gsgxt i P EAUER Allow/Deny;

Q¥ LY H ¥k (Policy Decision Point, PDP) , =& 3 i
EARYE PEP R 3% K P U 0038 R B #2421, 38 i A TEAR
B ERAUEEEL LT U R SR S AR AR 4
B, Bigs R b4 PDP;

QAT Bt ( Authentication) , £ B 5¢ ;L H P BIAIE T
P, 2L SE HEIFE T B SIF ZMIAE S 3, AR AIE S
KA G ERFEUREARR N, AMEEREAFEERER
B S EEPEA AKX MHAIERE S 5

@FIUEHL (Authorization) , T X PEP & 2% Ry A0
SREBIE R R R E T PO RS ABRERN, 2308
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® T 30#H: (Context) , SR IE R LT CIR S £8 (Con-

« 133 »



text Providers) 3t SE AT 378 F F XBERFLHBET
B, EFXfEEBEBTREL T X HP ETX HELTX
%;

GERHEFE RS (Fuzzy Reasoning Machine, FRM) , 5 PEP
FE I 52 SO B AU B (AR SCEE 3. 3 Xt FRM 243t 78
CTRERHEAT R

@ R E W B (Distributed Authorization Que-
ry), i —41 AS #1 APS #1%, 52 B4 17 SR AU ) TAE (58
3.2 W iR LB ;

@FERIHL I FE (Fuzzy Rule Base) , 18 i L8 A0 ) e $ 3R
AT BB J¢ R R B s, STILX B IR RS PR
BB Rl (A 3058 3. 3 WA T —FhBSORA U e 42 i 0N £
EXAHEESE .

7 SDAC REHFRM FEE LT 3 FHAB . ) BW
BOBGRA , FAF 58 B P SRAUE SR B HEBR R IR, B0 AT UL 2
SCERIBERGRI  an R A P E B SR E AT BB R
B7 AP TEIWE AR ROSRBERE R . b) AR ey ol 1R
W, P B IRAE PR i sh A1, 4 G RT LA B SCRER 5 )
A R A P EAGRBEZEL0. 6,0. 812, BT P
BRIV EAUR . REPRBE IR LK - T30
4k, MPRE 2B, P AR E RS W 3h
DU, UEBHA VI HEHENEHE. ORAXLBER
RN, SDAC & 23R RN, X B E N B &

)
6 request(P100,print) &

w allow/deny W
¢ ®

SBEFRFHNATRB RN . YHEN ETXRGRE
AEALET , RN IR L 2B HRE Wk k. MEL
BRI EEN K2R E RN EN .

GUENEZE. BHEZERGHREHNEKTR. B0
FETHERBRRSEPRHEARS, RAHEFELR L
TXEBREZL, FEEHYM RENHBIGETHE. %
WREX R PR RS RT S, RAPH ETX
585 R G RBRGIN wh 28, W 37 BRZR 11 F P TE 72 48 F AL
PR . BERLER AT DAGE A EShBUR Bl R B AR SR SE B

DOREZ. REEFEEHENEFHREMES, &
TEHEERSHBROER. RERSETHEFMIFRR
TR, R YR R A0 3 4t AT DA R R IR A LR 45 7% .
PR E R T SCHR %48 (Context Providers) HR IR 12
#ETFIXER ATFEARK.

3.2 SHERENEY

AR A MR SDAC W& LS. THE kE
— AR IR EA A o A AL

Bl i 2 B, B9 RS BRI IRIRS 85 AS —AS, B
BRUR % 2%, APS, —APS, RENEFBARS . BEPE
LELBRBENEANEE, BT LFRERNSRWED.
4> AS # A A H N B (Rule Base) , Fi F X2 HUH R #4T
MR, ATETUHE, BhfHE CAAB HBERRREI
W, A SR IR A 1 B R R, W C Bar.

Rule base

e e, ——— — — —

Rule base =[0.5,0.7] ,——-—-wepase _ _ _ _ _
P role(u PR ToRmOATEEC ) _ _ _ R OSOT e it COepty—-owertaP ]
L _ Dept) Aroleln(wuPro) . - ~, + DAV ogationDALDept) i
' ®

[ | ) {

j | ' !

! | Jroleln(yu Pro) i biocation(PDA,CDept)

?roleln(wu,Tea,CDept) | | Result=[0.6,0.8] | [} R i't'="[6"53'(’)"6]' .....
“Resuli[o7 087 | . i | eSS
: | 2ower(wu,PDA) | :
A ot
Knowledge Base _ _ _ - Result={0.5,0.7] 1 1 . Knowledge Base _

Knowledge Base |">

\ roleIn(wu,Pro) :

B2 AHAENEARER

EE 2 v, P wu 3R H T XHHTEIHL P100 #TERABR print
HEAUE R, AR T .

D wu B HEEBEER request (P100, print) , 3 & £ 4%
2 P100 B RS,

(2)RS Y& request, & 37 MK ¢ =7grant (wu,
P100, print) , FHE g RIKLH AS, #HTEMEN.

(DAS, WH| g, ZET A Rule Base X ¢ #1750, 1
WAL BEW R &4 active_role(wu, Pro), Bl F AS, A BEXT
active_role (wu, Pro)8k8Ei#E 1750, Bt RBEE Y T2 ¢
=7?active_role (wu,Pro), B q» RIEBFETH AS, #4T
A,

(4YAS, B ¢:» BB A #b RuleBase #E4F 4387, active_
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role (wu, Pro) BT BEH R W &4 role(wu, Pro) # loca-
tion(wu,CDpet), ZJ&,AS; X BEREERTRHEN
role(wu, Pro) #1 location(wu, CDpet) 837 F 2 i#] q: =?role
(wu, Pro) 1 ¢, = ?location(wu, CDpet) , FEll ¢s» qs 53-8 & 3%
4 AS,, AS, SESEHEITAH.

(OAS, B gs M HIFTHH B ¢ BALTEWR
roleIn(wu, Tea, CDept) 1 roleIn(wu, Pro) B~ %, 4R |5 &t
ST FE M gs =7roleIn(wu, Tea, CDept) HI g5 = ?roleln
(wu, Pro) , B4+ Bl X B 8] APS,, APS, #17HUE. 250,
AS, Xt @ TR, BILFE W ¢ =70ower(wu, PDA) Hl g5
=7location(PDA, CDpet) , B35l X% 2] APS; , APS, #1710
iE.



(6)APS, M g5, B#E A H Rule Base #H 1T IF, A
wu Xt gs KW ERELE 0.7 B 0. 8 Z i, REHEE WL RIR
B4 AS;. KA, APS; # ¢ AN REME AS,;
B, APS; UL g, 4R EE A Rule Base sATHAE, 851 H P
wu Xt ¢ B RBELE 0.5 3 0. 7 Z 6], REWE ML RIB
B4 AS,. 2KflH, APS, ¥ ¢ HEHERIREIS AS, .

(DAS; 3] APS, \APS; & Bl ¢5.qs BWEERE, R
WA EXS g5 g HTERIGE, HEEEFENERE
E% AS, ?éﬂ)lﬂﬁ,A& er' APSS VAPS, ﬁ@%ﬁﬁ%% q7~
gs HITEWILRE , HR I AS,.

(B)AS, WP AS: | AS, BN EERE, BIBAR A
PR NHATEON 2, BB B TR M4 AS, .

(DAS, 1R4E AS, G, & A< b B2 AU N #: 2815 3
q MR, FEE4 RS,

(1ORSHRHE AS, HEREALER . SELBNELR
{8, fif i B R B BRAR K Allow 2 Deny, #8518 B 44 F P
wu, SERBELL .

) 1, AS B A /5 , AR 44 Rule Base X%
AT R, BRI TEE, RAGEXEFERNRED
APS #ATHE. APS iR #E 4 # Rule Base 3 F A A #ATE
iE, FERIES R CR— X H{H, Fn i R R ED R B AS,
MRFE A ASKREZRBERNERTIE, EHIEREBT RN
THERRGHMGITN AS, S THENER. B, 81
BIAMFEARIESROAFREHENBE, ME —-NFR
BRWERENXEHE. REEN SN TFEASRATSE
&, BRERENELERERER P BREWBIGER. L,
BANREFA LR R T .0 R AT, R
SEBFANRE BHEHLTZ BN . AS AFTEIGER
BEAT 5B BTG RHATEN 8, KR ARIE T/ER
A APS S Tl ASHUARS A REMME. 554,
WX MR EER, BT UABHBRRENELE, B
HARE AS RZALBER - BRAE ) TAE, B LI 54 AS
BARABREWREBRBFEANGER, ASWMBHERE
B BIERE 2 4, AS, WIR RERAIE APS, 1 APS; &Rl
EHER, VIR ERBH APS; APS, MEHER, Rk,
AS, HE AS; AS, WE5R, AR APS, \APS, \APS; .
APS, BB ML R. Ll B AS \AS, AR A ARE
WREERBRME R PE TERNEEE.

A THES LI HELHMHEXEE. Bk AUTH 28
E S, BEGIR R e A P R IUE R Re Bib b BINE
W Q. REET A MMM FEXT Q HEAT 2R, WISRA b AL P&
AT LIS Q, W Q KX B HAh APS #1744,
BEHERERNSIRABNTRME chas o RERGER
ENTHRENEFEHEEBRE o' 0o BRAEH RS
FRM #A78MIZE 6, IR R R T RA B E R BLRE
s WBETAURR ; B, HE 4 8240, DEQU B B ENE 5
BB BRI ERMEIEN TR B RES N E
BERENTTRIFOWEREE.

Algorithms; AUTH
Input:Re// Re is the use’s request of accessing resources
Output; True or Flase //True, permit; Flase,deny

Description;

1. Receive the use’s request Re
2. Build query Q= ?grant(Re)<—c//c is authorization condition
3. DC=DEQU(c)//If ¢ cann’ t be decomposed in location, send ¢ to
anthor APS
4, For each ¢c€DC do
5. get c’s satisfaction ¢’
6. addc’ to DCC
7. End For
8. Result==FRM(DCC)//FRM is fuzzy reasoning machine
9.  Result™>y// p is value of authorization threshold
10,  Then Return(True)
11,  Else Return(Flase)
12. End If
Algorithms: DEQU
Input:c // c is authorization condition
Ouput:DC// DC is a set of decomposed result
Description;
1. If 3 r&€ Rulebase and c is the premise part of r
2. Then DEQU(c)
3. Else Add c to DC
4.End If
5. Return DC
3.3 TAERMEES
B HERRES FRM R R G MB O, TBHBERET
BRIV ey s R A TR A, B 3 AT FRM i
RREH, FRM B— P Z8M AR RS AN S
NRINFAATEEBEHBEE, SR - R BRIGRED
BRIE. BERGH FRMEHMERERSREREHE
LR BERE ST I, IR AR KX T U Z 2B E R
1B, U TALFR s & I, FE 4 424

FRM

—_ 3. Output

Fuzzy rule ba

B3 USRS

ASCE e 4y th T — R X [R]E ORT 1 Ta) 5 B AU
FRM $BM AR N IR R 2 T X e R M AT 1Y
REHH T FRMEEHE ik,

X (B A4 A BRIE BAE 1975 ERLBER H L I4ESR AT
X X TEME BT SR BB T 2R 5 B R, R B RN ZE F L hRM
AP EMENRBEEER BT, W X R EEH
X EBSBE™ . Mok, B IS A X EE NS
RFNERER B HH AR M. B T RREE T
SERIE T i e ] O R R 8 s ek L B T e e S s B B 2%
P BIS RS, RITE X A EEME 4B HA L, B
770 X [R]{E AR U 1) 4 SR AL , PR SR S iR 2 23
. HEEMESCH:

75 A JF(Py, [ a2 ]y wn Y and(Py, [z 27 15wy dand +o

and(P,,[z; >zt ],w,) THEN(Q, [z ,2t DCF ()
A, RHAIHE—IRIR 2 B - BYTTE R, 0<u<1, &
AR - AR MRS R T SRR AP B CIP R U
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R, “THEN" & X H“MWA”; (PryLai sz ], wn) and (P,
Lxz »2f Jswpdand ++ and(P,, [z » 2 1y ) R BN
i, R8N FRAFERBRRER, £ Q<< M
B P BN r M58 i N F&M, FRGTUASEET
B PH LT ORX WS E TR, KX EERE
BELy oo JRRENIER P TRENFLEENHERE,
w (0w <KD RAERIB 1 P EMN &G P PIOE, &
B AR T TR ZE AR 1 T R o S P T R A B AR I, A
HRK MR RMERRK, I H wtuwttw=1;
“and” BB IH H”EBW, ERHWEG P FROA T4
BB BHE; Q REAMNAMHHEN=ENE R,
(272" JFR Q BB B M IS H R B T R PR B,
REBGRE B ; CF () O<e<DFRRHWEMH P AT
TERLI ) BEE BEL, PSR Z01E | SCRBICTS AL ) B /N s
JERREE, AUSR BT 305 R0 A 44 i UG G B K T80 BRAEL IR 4
BRI TT LA , BNIAEEE . AN - A5 R R
BRI i 8 — 4 F R A BORI W I, AR A L8 B M R AN S
SEBNTIR DB i .

THE%H FRM #3834 s, FRM RS EEER L
X3 [ ) S AR MR I CR R4 R SL bR R E R 5 U
) AR B B3 VBT 4R M AR A AR AT HE 2, sk
BESERLT TH B HE TR R R

j(ﬁﬁ%:m(Pl ’[131_ ,xf“],wl)and(Pz v[xz_ vx;]"wz)and
-+ and(P,, [z, 21 ],w ) THEN(Q,[ 2™ , 2" ]) CF(w

BT (R, [y » v Dand(Re» [yz » v D and =+ and
RosLyn >3 D

#i8:(Q,[v v D

RTR@Lv 0" 1, AN - SE MBMEEFEX
22 (6] RO DL L AR BE M TR R MR, P)

,‘_Z(yf -z Dw i (i —aHDw
M(R,P)=1+"— +=—
Zgixf 2.;1.2?'

AP ,R={R:,R; sy R, ) AR EAMAXEE, P={P,, P;,
<o, P RAHN &4 EE MR, P)ZW T ERHEAFER
SERAGIN &4 P o HE U B, HE R K, R R R ILRe.
FEERNTETHNRG: P AT LIS ~ B80S BE CF
(), MRGERB R HBPATZIN, - E - HERER QQ
WAERERENENLREEE MR, P ESz,2" ]8
“GRAR”. SR A I AL R BN /N T CF (), MR
GRAITZIN

B M(R,P)=p=CF (), B BEMI T B L RN
v o' ]=[Bx 27, B* 2" ], B, FE“»"RREEHRE

€D)

BE. [Brz,px 2" IRIEM N r A4 HEA

SRBE. WNSRBAGEREE KT BT R U IR B U B0 &2 2R BT, JUI AT
PAX BB WA AT Ui IR) , B A BB U 1]

T EEN AR AR R R

B2 BERESHHLUTHRBM.

Rulel #UR A P #EAS SESUE T BEREREK, SEPUER
e 1B %y L iR e 18] B TIT BB G TR A A B AR
OBz R, I P EE R GE D IR IE R b PN o els , M T R 5
TR B SRR ARBERR .

HHE Rulel AT LAE X 5 MERIEI Py, P, Py, P, QK
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W, P, FRFAEREE, P, RARHERAE R LiRAE], P
ARG AR SN TERE, P, #RAPERLRER
PR, Q BB T H P X R & ARURKRE, H 4
P1,Py, Py, P, Q53 ST RABENXEREME. & P,
P, P;, Py XSHREEIALE N wy =0, 3,1, =0, 7,ws =0, 4,wy =0,
3. BEHN 1 8 CF(%TF 0. 6, AR 1 AIRR R

1541 : IF(P,[0.8,0. 97,0. 3) and (P,[0. 1,0, 2],0. 7)
and (P,[0. 4,0.6],0.4) and (P,[0.5,0.7],0.3) THEN Q
(0. 8,0. 9]

R u fu' 233 SRV HG » SHEAUSR AR H W 21 B (I8
FLELLR) 455 R AR B

R=(R;,[0.8,0. 9 and(R;,[0. 3,0. 4D and(R;,[0. 1,

0.2]>and(R,,[0. 1,0, 2])
R=®/,[0.8,0. 9D and(R,’,[0. 7,0. 8Dand(Ry’,[0. 5,
0. 6] and(R,’,[0. 3,0. 41)

BEKXOAUHEHAF o 7o LT LW RER
SR SEA 1 HILRE R MR, P)=0.4,M(R ,P)=
0.7 GHESIEE) . MR :MR,P)=0.4<CF(w,M
(R, P)=0.1)CF(w . Ht, AP o ¥SashF-BaTH0 1,347
AR (v, vt ]=0. 7X[0. 8,0. 91=[0. 56,0. 63], %
BFRIAP o BTRMGRELE 0. 56 3 0. 63 Z 6], X
ML R 5 E AR EAIE B SRRV .

FpiEs FRM #8 RS R FRBRARELv ,v" )5,
RN IE LRI R BOR R IR 528 R E TR S X 218 B
x BNt PR . o R REREE, T AR B R
Grg AR EERET O T SO BRI, BRI T 3
T ShAZEAL . REK W ~ BB, » BEEUBRERE
HU s ISR B & A AR AL, I R E R F AW R A, B
A P AR A ekt . 7E R BB IR AR 5 28 P AT LA SE
XEEEFIHN M P RERBRE (v, ot JEVIR SR
B B, AT AR TR P AR, B PR . #E EmE s
For, 8 2=[0.5,0. 8], 4/ 23 BB BPCRBELv v ]
=[0. 56,0. 63]1Cx, FrLd « AT AFRISTER HIALFR .

WA EERE « HBE T R E AR E T HEN
AR PR AR BB RV (st . o BT LAE L AR A U
B X RGEREREEFHNRIFT B shEm AN, XE T
PUE UAH— Bl BB, Bl E— S vGhm, H s
WEHELBER0.1,0. 3L ERBLUGHE, HBEWE
B2 (0. 6,0, 8; EEF S WHE, BESWEHE
2R R[0.8,1]. XE[1,1IIRRBRHELREE,[0,0]RR
BREZLRE,

BRI, SEMANEERAXR,
BRI RS P OEHAN R EET ANGRE I, T
AR R SR AL EE AT Y. R, BB ST A B P 2
BRHEAFCFRAAMZEXREE, A XRENHN & &4
BB CFEB AR 2, RITE S XN 4.

4 EPEAEBRNENH

B TENEATBRELZ N ME B2 HRTRE, R
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