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Multi-objective AC-BM Algorithm Based on Automata Union Operation

WANG Zheng-cai XU Dao-yun WANG Xiao-feng
(School of Computer Science, Guizhou University,Giiyang 550025, China)

Abstract The AC-BM algorithm has the advantages that multiple pattern strings are searched simultaneously and that
number of characters of moving text string is optimized. But, they are searched only in one text string in one time. To
search in multiple text strings simultaneously, this paper designed multi-objective AC-BM algorithm, By union operation
of two automatons, multi-objective multi-pattern tree automata was structured, and by BM algorithm’s bad character
move technique, function of moving a set of text strings was designed. In the Snort, 2-goal AC-BM algorithm and 3-goal
AC-BM algorithm were implemented. On the condition that if in multiple text strings a pattern string is found, the algo-
rithm stops, the result shows the new algorithm is obviously superior to AC-BM algorithm in time,

Keywords AC-BM algorithm, Pattern string, Pattern matching search, Automata,Bad character move technique, Snort

Vol. 40 No. 6

HERELZEFEARARHERNS K, AR ARLEE BN
—ANEEEZL TR, (BREW IR AR, 5 R g
BRI X, AR RS AL B R T SRR
BoR. CER[1IXTZ 881 Snort RELHATHI , RBF RS I
BodRfE S8 T B RRATRS IR 31% ., AL, ZER B AR
R EEE D, PR EWERLARE, BE +2EER
B, Snort BETHM. 58 L0 BEFEABHARE
WRG, ABER IR AR ERARABRKBRRGEHRT
RAHHED, RHAREA A Snort RERA BM &, BM
D R g A LR B, Y E R TR A R AY,
EX A BB BHIT R, KK T X FBEHEIK
BB TEERMET AR, & Snort R 47 AW xf
SWE, NP BE R, ER B HRE WML, BRX
EREEED, —MEXBFEER RS, 2 A BRE
EHRFE - CAPER LEERFENHEE K. EHR
Snort Z4iH, %A ACBM &3, ACBMERMWEAT AC
B BMEBELMLA. B MR BE—MER A
B T A S50 B S, SCA R — R R T LA AT
ZAER PR ICEERAE, [, XA BBARBE TR, X
B R BR KB, BT DA K K BRI B 5 38 R S04 88 IR 3

RS H$9.2012-11-10 REHH.2013-03-25

AC-BM B ¥£7E Snort R I MNE F I E M E R 51
B, W TREUHE . HATHANBHEFEEFUT
JUZ 3 3CA ER R A B AR A » A SCHR S, 615 S A AT 1R
6, TR 7-9 L MR R BAR AR KRBT, nCk[10].
RAVGACR10-14 B, BB R Z A A BT E
BEABLEER,HHRENLHIF ACBM Bk, EHEER
LGSR B RAERAR, i £ B AR B 3hil, 3F
XA BB AL RERETHMNESR. BEYXE
TERT, BB BT B ARl 2R R PN SO A B sk A7 I g4
RO, 51019 By 3 E ACBM B 85k B Al R 2 R
%, HERF— MM B 3hHLIETT, 5K ACBM BHEH A
FFHEARE; M Hin R 3(RRX =430 A B #HF7 IR E
FOR, KA R A THRANER. AdEARES
JG 2 BAREIN B S ML A B L B R . EEEK
WA SILEEXTARRL B LI RB — Y, T A SR
k.

1 #&XLEF B3I

BRI EESENP B TUREN n IXEFRS
T="Tro1 Trzy** Tr1)) I PURE R m(m<n) PIBER F4F &8

SR EF H RBP4 H (60863005,61011130038) , Bt Kok B AP H ERF R &R
B ((2009)021) , M K25 L AIFE ST H (F T 2010005) ¥ B .

FEAQ977—),8,18+4%,CCF &£/, FEHR T EAEEEE MEEE BEHH751#31, E-mail; xiaowangji@126. com,

« 119 -



P=P Py P, BER THEREFEKER m WF
P, 8% THRKEZEAT P WKE,&HE THRIAE
F PHITH, LA AL, BN ER LK, 2R LR
EABEALREEMEEAEREERHL. ZREE K
R ABPER, REMNIEERERERE L,
RET —KEBESANXHBPHITILRBROER RZH
ZARARREES., A THABFE,AHNTEX.

EX 1 (8 H R £ #RK LA, single-pattern matching in
single string) BHFHEZ.H| X | =0, 2 HEHMG., &
B T=tt vt HMRBES P={Py, Py, P Hp P, =
Do Pt Pim,—1 YOy}, TE XL ,PC X" . FRRBE
B (5| P, = Toe  0<i<r, 0hom, ) Yy 28 FAF SR IURE,

EYX 2(£ B £85I A, multi-pattern matching in
multi-string) RERFES, B |2 | =0 2 HEHE, X&
BEE T={To, T, T | H Ti=ti0 Lyttt » 0<Li<d,
n=max{ng,m v’"’nz—l}}vﬁﬁ%%ﬁ‘ P={Py,P1,*,P—; |
Ko Py=p;, 1, " Pip 1 s B 0<(j<lrym <k}, TC X",
PCX™ . BRRMBEE(IP, =T, » 0<i<<ll, 0 <<r, 0Lk
<m;} A Z HIRBHAILE.

& ACBM BT, EET AR AL, —SHEEA
55 H3AL(DFAY AT AR — AN e R #3R, B A={Q, X, 6,
5> F)LEP:QZAMBRSES: 2 WAFHERE 0.
B R QX Z*Q);S:ﬂ:ﬁﬁ&?&aﬂ SGQ;F:ﬁﬁ’{ﬁ?&E%J“
CQ. WAME DFA BNl A ={Q1, 2, d1»51,F1},A =
(@) 200055, F2 } SEfTHIF B IHLN B={Q X Q2,8
(s1552), F}LHP F=Q XF, UQ X F FEBERESE, (s,
s ) BRIFIHRE. & W BHMEIRE. EXH:YVa €
Q3 €Q € 2:08((q1>92) 500 =(8(q150),8qzs0)) . FH iR
YEfE 10 B LB AR — 1347, RITTE—-TMRER
ERENFHN AN, TEHAS—MEBRNFERFNIF A
LI L.

EXICNEFF YD WABE DFA HEHL A=
{Qs 28,5, F1},A={Q,2,%,%,F ), B 13FRAEBEHN
DFA WZFHF B3P0 B={Q XQ, XX 2,8,(5155),F},
Heip F=Q XFBUQ XF HHEBCREE, (a,5)% BHFH
RE. o8 N BRELEPLEXHN: V@ €Q,:€Q,(a1a2)
€ XX :8(q1>g) (61:0:))=(8(g1501) 18(q2+02)) .

2 ACBMEF

ACBM B AR 3 EEBY WEETEABESH
AC B B bt e B A 3 AR AC B ShPLAIES AL 6
BHERIEH,

L AR BRSMEEAN APl E0 8 Sl
AETFAHRHIE HERNITREANERRT R TRER
B 5 R T R 4 AR A B A R B FAF Pl FISC A BB B
BAEFH Toa X5,

2. EREARRRBABRRTNGT . PREBAERS
AT OMERA B SRR FARTT IR |3 AT BB
HATHBD . W82 AT LAEAT BAb 3, LR AR A

3. 30k B A Rl i ISR PRI R BB AL . 3R
FEREAL MM BT 5 AR R FH Q AILECR, ¥
XA BHBT—4 Q HHMWALE , bR P i Q Fisrs s
9 Q X5, IR TR AW H AT TR Q, M XA B
B BET BN FRERE. 5ERBAL MR

« 120 -

WA 5 SCA B A Q RILERRT ¥ B i B s B
WhBESXARRSREY T —E. EBsIEEP—E
BERE A S BSBA R FEBETRENERS. X
TR, RAT R BN ER B

WEER B4 4 (BPMRDO, BPMGRDO, BPMVRDO} ,
R R AR B A8 DISHGLBRWOZ-+-BSJMVGLOPID,
= ACBM B AR R A AN (R B RS
P > R B8 A5 3D RO S04 BB A WX 5F, 0 1 BRI
FH O 6) MFERF DELEIMFF, FRLEMERR R
WRIFHR, & 1 P FHF BOBAL ) FFER GAEE) RILAL,
AW T4 GOER) HIERE R 4 WALE, XFHEA
BIUBOTE R RBEEERBRKEN min [, FKERSBK
EH max LR Y BIRFREERM P AR RDE HRE
BERTF min [, WEABSHECH min L, FRU AR FRFERER
W B 1. CABHENE 2 FiR.

‘DO
4

BSDI SHGLBRWOZ:--BSJMVGLOP

M1 AC-BM Bk ERTR ST

2 ACBMERBME

XARBKEN n b, HEEXEAREBRL TN OG0/
min) , ERRBHR T K O(n * max)),

3 ZHEHiFACBMEZE

AC-BM BB, —MA MM ERNE ACGBM A
#. B7E ACBMERMERM b, BHE— R IIEXN A
BhHL(— AT FOR B B SHALAR Y IE [ AW B 31 .
HEA AR AP MW B S — 303 8 R 247 0T
R, FERFFENE ACBM B It R E R A
3B,

(b BEBAE
B3 Mk ACBM EHiETRER

X ACBM BT ACBM BB AL, R EZHM
T—MEAW S AR AP RCEER. LR
K, T ASERT SO B8 i L A 18 R A AR/ MR 2, LUIR
AC-BM B B pord R . (AR B shPLIE R E1T, 3
T RETH. HXFRURRE, ZEXFBKERKA,
HAHERRI AR R, KRB RSN R BWIT—
KRR, 2 XERRITERCEER. RITWEM
R AU A S T —KICEER. FIHEASP4EH



R, &R 2 BARSEAN B Sl GRITE Rk 28k
Xof —ANSCA B HEAT L O R AR B SRR OV A iR
AW AP . XENEFUSTEA LA B RN HTER K
AR ALATIAL 3 AT A ), A SR R A I R
i8], 7 B R B — MR B 3L B T RETFE. R T R
R R R OF B R aB S 7 R @ N e i m g Y
BB, BRI 2 B4R ACBM &3, HEEHRKER
—#E, B Xt LA F I — A AR Bl R RSN
{BPMRDO, BPMWRDO, BPMWRDO)} , X &8 &£ 4K T=T
={T), T}, T) = DISHGLBRWOZ-++ BSJMVGLOPID, T, =
FIDHBLBCWGZ--- BEJ]MGGLGPDD, ## AC-BM &
54, 3% 3 R HAT IR R
3.1.2 BARSEAM M

TE AC-BM B g, B 2424 { BPMRDO, BPMWRDO,
BPMWRDO} Xt i (8R4 B hPLan A 4 Bis. REEN Q
={0,1,2,3,4,5,6,7,8,9,10,11,12,13, 14,15} , H 0 iy
HIRAS, (6,10,14,15) HALRAESE, HFX 15 HRBURES (A
EanfBEER., WRBAXARE, LREREW, FiEA
A BBARIE) , MFR(10,14,15) R IPRSE (a6
HEER. MRIBBEAT, P — x5 A9 48 =X 58 I wg %
. BT HHREMALEREMHACRE P RERA, XF
FHEPRE, A TEHEFE, #Ew T —NEPRE 15 BT,
B S eI BI R FRAREE T — PRSI W FRN, B
fTIHERARBCRE 15, S MMAFRFE. YANERE
IRES, WSRALZE TR AR , R4S BR2l » 344 L A B DL i B 5
MRAERBORE , WHAT XA B BAL. N T HRHE, RN
AR B S IRREZIEF TUALERE, B4 083
BLAT EAIE 40, 750 — N4 32 B shtL, 4l 5 B

Z/{B} Rf@]» . e
ROSONORO O ONON O
\@R@D*@“O

B4 AR B3

IxZ /{<B *>)

1 B PRI H, ZQ&E‘J%!‘F%@QHE FR. #EXH
RSB R P, BRERH R —XFRIFF, B
BRI NN FRET R FRHEL, R FRFEL
N4k Ty BRI T, BFRFET. IAREL
R B SiPLo AR 8 SR AR T B S AL R AR AT
A 3.

EX 4 UFRETHMRTHET) HRATFRFEIS
BT 7 I S B9 R S AR A AR RIRIERA T
FFFINFH— N TFRRENEIRAN B FRET. HRE
Ty XA BRP PRI MR FRELIRA T, BFRELT, F
B, T, BEfEEsE RRE T, YHFREL.

EX 5 MFMHET AR FRET AP f
FRZ B B SIPLIR A NPT A 3L, di B F AR
TR B SRR PRI R A

BT X B R AL A Sl B 4 B8 E
PR B ST RFH TR, A 6 . T BFEHF
ARiT A SHHLA T BFREE B S5 RN 7 M 8 Fin .

{4 ), u:»@(o, o>>@
4 &m [ -@
/ED DR .@ 0, b @
<R YT
/<R v Y \\ <0, 0 @

IX B{<B.B>) / R, Row @ i, »>-@<n w
! . G, (>"\)
—»{0 0 }<B, B)P@r—(l’. 1"»@ z}oa, W 6, v
— A@ <, D 9 13 30, O

v, o
N an(ran)
\C}wk @ nn»@oo

R, Row @mb (3,00

B IFRRTH S

/®—<D,*>>@ —<0,*>,@

ae eé

<R, *>

B, *>.@_< »@ »@éc *»@<R,*><D,*>@o,*>

<V *>

LOSEOSEORSD
-t

B7 T BFRET A

ExE/ {< B>}

OO0

<* R>

DDA DA DD Do)

\@**,R»@,.u»@_{@

B8 T, RFREZANMN

BFRARTT B sh LA 4 KRR B3Pl —, -
HETEMNHRAR —XMFREI, TAR—IF/F. BN
FRASTE A ShHLP, FIERRAS R (0 0O, KPR I B &

. HPREANEBRE 15 RAM A GIMEBRERSR

BRI, REARSHN PR, B Rg g T ERA R K

HRMFRFIIAREBET —REWFERFI, Tk EE KK
« 121 o



ARA 15 BAST .

xtF 2- BAR SR B L, BRE % B E R R4 K2R
i, MBS B PRRENAT, T WER AL AT
LIgE 6 By B shbfiE, RFRFETHE 7 A 8 WA
SHLERE. B 6 BIRMREEEIHRE, —HEHTFHAD
FRFI PN AR ESREBE T —REWZHFI 8
FRAMRE, 55 —FRERA—HE. XFFa0E, WM™
MU PHERE D FHFRERNLSERE PRI
RP  AFERSEHRT E; FERBEM AR $

y!._

< ~

R, v>,©<o R <0, D> i 13 )
\ S x1=0y=D

ghapftfT IR R, BRI ENERBOR S AT 77 ¥
RIGATEMERBET. X FAERBEET, EREEA—
BT AL, XEA T1-1.T1-2,.T1-3- 240 E
7THIBE .23, T2-1.72-2, T2-3-- Frntt X & 8 iy
BEi11.2.3-+. X 5 4 (BPMRDO, BPMWRDO, BPM-

WRDO} FIFIAN A 88 Rl 8 R 2 B SN 9 B
HTEEE ERT 40, BHASRX 2- Bir S8
B S B R .

/'®
yi=

ny
<
&

X
o
=

‘

i
p -
&

i

<

e
>/

x=D, y!= R\

B9 ZEFSERAIN

3.2 BaR¥

-Bi ACBME BN X ABHMITETEYS AGBM
ARERZ, —MXBIE, BEABNER N CEPHES,
7 ACBM B, YRBUEE KA TEIE B 3Pz iTed, R
B LRTRANTR, AEEIREFTEBR AR, EX
Bl ZEALEE RS ﬁéﬁ%ﬁ&@fﬁ%ﬂ%ﬁeﬁ&@ﬁ YRES
RMABERER, AT CABBEA, RITEE -4
{fai-lurel, failure 2} , ¥ EAIH BN null, FFEFHTHE
SBRITF .

LR RIS TE R AR

Failurel HRFYBTEANE 28, R 8 3Pl
AE T, WEBFRAST B 3L

o 122 -

Failure2 BT 4 RTEEA KI5 A58, R B shhl it
AWE T, MBRFRET B

L RIMAETE R AR

0 YRTE A B EAF, IR failurel =null H failure?
=null;

WER N YBT A NS - FRM failure2, 24 failurel
=null;

WERFXT R failurel 1Y BTEAFRF HHE _ANFH,
4 failure2=null,

URFRITIIREE N ERERRRB T B R
HHIR BB AL, SRR FF.



3.3 XHHEHEER

XFBHERLBRIT .

LK PO BRI Y5

2. PR R AR TP R R S SR B X 5T 5

3. MBI AR TR N E AR AT IR L RO 4R 4
X A8 P TG I 2- BRI A itk g

4. IRIBR A RPOTE 89 S AL BT 5, 533t S A B
WABS. HFEANSCRBKER SR, 78304 B 2 iz
TR null; 4PN SCA B FRFERE null B, IEACE RS K.

4 REWR

R _EmE R THE, RATHEA V6. 0 %F Snort BE A Im-
portkey ) B8 £ MakeMrO B $F PatternMatch () 58 $# 7
MR BB . IR IRIE N Snort2. 0 BRIA(E FL 4L, Wl A HL
CPU 2y AMD5200+, N7E 2G, B E R 5o WinXP, iR %
R A 1999 473 B B R IR R (DARPAMK IDS Ak At
P B R . 453 AC-BM B 8 X a AC-BM Bk,
2-BHr ACBM B 3-Bin ACBM EEHTIIA. A
FEREEREENAENEE. WK RMEK 15,

1 WRERGEM
. - R 2- B 3-EAR
Rl AR E AGBM ACBM  ACBM
inside. tecpdump(325M) 208, 9967 169. 4463 170. 5543 137, 4578
i outside, tepdump(308M) 196, 1908 152. 2133 - 149, 4321 101, 4376
_ inside. tcpdump(325M) 141. 0486 100, 2637 110.2477 85, 6512
A= outside, tcpdump(310M) 131, 4404 92,2342 98,8960 77,9874
inside, tepdump(367M) 285. 5676 213, 2512 200, 4333 169, 0012
outside. tepdump(351M) 272, 8887 201, 1235 189, 7216 145, 5622
A inside. tcpdump(527M) 219, 8750 175,1251 164.3234 137.2345
outside, tcpdump(493M) 203. 2156 167, 4234 174, 6643 140, 6775
inside, tcpdump(294M) 144, 3443 102, 2134  98.4311  80. 4499
outside. tcpdump(271M) 131. 0623 98.1234 102, 4452 82, 4457

WHMBEIELE 2-BAn T, i R A e AC-BM Bk
ERE HERBT—MERXW B 3P, RETF8#F1 ACBM
BEAL., MBRHINT 36, TUAEDIN AR TR
KEVRE . BEE BAREREE M N HBEAN B3P ES
BE R AARSHRTEMEWE. (DR B ST ERAT
I3 5 (O MR L R BFAEL

AC-BM

Ax

2 % X W

[1] Navaro G R M. Flexible Pattern Matching in Strings{ M ]. Cam-
bridge University Press, 2002

[2] Roesch M, Green C. Snort users manual [OL]. https://www.
Snort. org

[3] Boyer R S,Moor ] S. A fast string searching algorithm[J]. Com-
munications of the ACM,1977,20(10):762-772

[4] Fan Jang-jong,Su K. An Efficient Algorithm for Matching Mul-
tiple Patterns[ J 1. IEEE Transactions on Knowledge and Data
Engineering, 1993,5(2) : 339-351

(5] JAmfh, 258, ACBM B 5 i Bk R H7E AR b4 B A
(7], $HEHLRE A, 2007, 28(1) :27-31

(6] FAER,ZHt Buks ACBM R BEEEE]]. B TR
K2, 2006,35(4) :531-534

[7] #we, %3 BRRAE Y KA ik K 2EEm,
2011,25(4):98-100

[8] Hou Zheng-feng, Zhang Xiao-le. Research and improvement of
AG-BM algorithm[ J]. Chinese Journal of Scientific Instrument,
2011,3(2):216-221

[9] Wu Pei-fei. The research and amelioration of pattern-matching
algorithm in intrusion detection system[ C]// Proceedings of the
14th IEEE International Conference on High Performance Com~
puting and Communications(HPCC-2012), 2012,1712-1715

[10] 8. Xk ACH % R HAEARKBM RS A HBLE
Fd,2011,20(3) :222-225

[11] #%. FABERAEERFTHAMED]. e BLEHR
Bk, 2010

[12] Miao Chang-sheng, Chang Gui-ran, Wang Xing-wei. Filtering
Based Multiple String Matching Algorithm Combining q-Grams
and BNDM[ C] // Proceedings of the 2010 Fourth International
Conference on Genetic and Evolutionary Computing. ACM,
2010:582-585

[13] Zhang Wei-zhe, Zhang Yuan-jing, Zhang Hong-li, et al. A Memo-
ry-Efficient Multi-pattern Matching Algorithm Based on the Bit-
map[ C] // Proceedings of the 2009 Fourth International Confe-
rence on Internet Computing for Science and Engineering.
ACM, 2009:1-5

[14] Chen Xin-ming, Ge Kai-lin, Chen Zhen. AC-Suffix-Tree; Buffer
Free String Matching on Out-of-Sequence Packets[ C] // Pro-
ceedings of the 2011 ACM/IEEE Seventh Symposium on Archi-
tectures for Networking and Communications Systems, 2011
36-44

(E8F 997

[19] Chaum D, Van Heijst E. Group signatures[ C] // Brighton, UK.
Proceedings of EUROCRYPT 1991. Berlin/Heidelberg: Sprin-
ger,1991,257-265

[20] Chase M, Lysyanskaya A. On signatures of knowledge [C]//
Santa Barbara, California, USA. Proceedings of CRYPTO 2006,
Berlin/Heidelberg : Sprin-ger, 2006 ; 78-96

[21] Belenkiy M, Camenisch J, Chase M, et al. Randomizable proofs
and anonymous credentials [ C] // Santa Barbara, California,
USA. Proceedings of CRYPTO 2009. Berlin/Heidelberg: Sprin-
ger,2009.:108-125

[22] Wen Yamin, Zhang Fang-guo. Delegatable secret handshake
scheme[ ], Journal of Systems and Software, 2011, 84 (12).

2284-2292

(23] Zhang Fang-guo, Chen Xiao-feng, Susio W, et al. A new signa-
ture scheme without random oracles from bilinear pairings [ C] /
Hanoi, Vietnam., Proceedings of VIETCRYPT 2006, Berlin/Hei-
delberg ; Springer, 2006 : 67-80

[24] Brands S. An efficient off-line electronic cash system based on
the representation problem [R7]. CS-R9323. CWI (Centre for
Mathematics and Computer Science) Amesterdam, The New-
thelands, Apr. 1993

[25] Pointcheval D, Stern J. Security proofs for signature schemes[ C]//
Saragossa, Spain. Proceedings of EUROCRYPT 1996, Berlin/
Heidelberg: Springer, 1996 : 387-398

+ 123 -



