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Sybil Attack Defense Based on Ant Colony Algorithm

WANG Feng LI Ya ZHU Hai WANG Yi-ran
(School of Computer Science and Technology, Zhoukou Normal University, Zhoukou 466001, China)

Abstract In the structured peer to peer networks,non concentration of management and the freedom of participants in-
volving the system make the Sybil attack becomes a special security threat which faces. By reviewing and studying the
current Sybil defense, the social network which defenses Sybil attacks has good prospects. Using social network, combi-
ning ant colony algorithm to solve NP problem,an ant colony algorithm based on Sybil attack defense model ASDM and
the related algorithm was presented. The experimental results show that the ASDM can effectively identify the Sybil
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