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Abstract Private mutual authentication (or Secret handshake scheme) was proposed for anonymous bi-directional au-
thentication among group members from the same organizations, However, the delegation functionality is not deeply
studied which allows a group member to delegate his authentication rights to temporary proxies. For solving this pro-
blem more efficiently,a new delegatable private mutual authentication protocol was presented, A temporary proxy can
act on behalf of his delegator and accomplish a successful secret handshake with the other member. Based on the diffi-
culty assumptions of the k41 square roots and discrete logarithm representation problems,our proposal is proven se-

cure under the random oracle model. Compared with the related schemes, the performance of our new scheme is compet-
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Bob #ATUME AL I , XA it 7T LA B HE— A RI 5 958 =0 Peter
e IEE fU A5 Bob BIE R B E R LS., ITR
UEFASEHUM A 2 BaFh 1, fR3E A Peter #1 Bob 2 ] Y& 15
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AR 4% B[] AR Hp 13 L8 b i FE LR R XS i i+ B B 3R
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2.1 Wkt

4 GEZERW p IR MR MER, Kh PREG 1
HRIC. GRLT 3 ANFAERR R, M — RSt e.GXG
Gr WK — ARG,

DWW LB PECGRGMERIT, H a,0€2;
W e(aP,bP)=e(P,P)?,

b AERIE Bl (P, P) £, BFZ MR P AERG, W
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OFHEN A v, vE G, BREFE—THE /AT
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BT RN B A H R K B BN R R
.

k+1 ¥4 #2 [5) B (£ + 1-Square Roots Problem, &+ 1-
SRPY (G, Gr) RN BEET A p WIEHEE X TEE—
MEB E M2 ERZ, L PEG,HEUTER,

(PyQ=zP,his= by € Z} (b +2)T Py (b +2)7
P}

RIRA R by} BEHBRBE N (DT P,

k+1-SR RS R A LT AN F B EEURTR
BEAIBERM L £+ 1 IO RAIE, BATA X E— 1 k+1 F
TR .

BN B 32 78 0] BE (Discrete Logarithm Representation
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A —MEBMEHES credy, DIEPMRH A Gy HEERR
B, TPERHEA Gv WBAH gpkv XHXANFRREFIEW 4T
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— A2 A B TT R AURR B S A TE LA A B 0 LA 2
BRER ) 552 X FHA Delegation B ¥k, IR K5 BHL
i TP F4r A5 A U B RS RA S M SRR
5y, 8R4 TP MEE3RAS — A B BAGE S . T, AR ERI
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fE R BAE WBE A gpky B T ERFRNRE B —1
HEmv.

Tvi=e(P,PY (P, gpky Y vz eov,pv )V

Tve=e(P,P)Fvz g

my=F"'(H(params || gpko | Tw || T)® Cv)

ey,

b) TP ¥ 7] LU T E M SR BIE RN respy , respy

= HQe Gv) || 7oy || 00, ARSI UE AR ST W) TP H46 Hy
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# 2 NP 2 NPC [ #9:R % . ERTH AR TIEI &% 2458
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4.1 REHH

31 1 DPMA JFRH#E Delegation Bk B BT L
.

UEH . 7£ DPMA 7 R AU B, T R G R EE TP
MBAE U ZRIBELTEH, W) TP BB R T 1 375
— AR R TEN o HBESGES Del-Cred, BpAHE
TP ANEEEAE U B 50, TP ikl U RETERK
MY Gy AR . VR4 AYTE I T DB T A& e
Wi,

e(P,P)1 (P, gphy)*

=e(p,p)f<L1)k§]xU+H<w)zl e(P, g pky) W+ HG)l

=e(P, PY "R e (P, PYH@h « o(P,sP)/ W4 (P,
gpkU)H(m)lz

=¢(P, P)TED¥ ey +o (e(P,P)4 (P, gphy)'z )H®

=e(ky (zu+5)3 P, ky (g +5)7 P)F40 L@
=e(p, )0 L@
e(P,P)2 =¢(P, P)/ U0 HHwl,

=(e(P, )6 )/ 40 (e(P, PY2 )Hw
=gl [ H@
IR 1 DPMA FRAHENEAEND LI E 2.
EH - AR AR ERE TP B U f1 V B FR—4
HA,NBREBIIHBHIARMER, B gphky = gphv =
sP, X418 TP f1 V & DEREROHAHMEERER
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HETI1H 1 WS, A IER T LOEN T & s & m LU
.
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=¢(P,P)'P1¢(P,sP)®2e(P,P) 1% e(P,sP) 720 »
(e Coy )% L9 )P ¢ (P, P)7=pH@C% ¢ (P,
sPY T PH@Cp + (e(yrp s P)e(yre » g pku) )@ )P

=e(P,P)rie(P,sP)r:=Tp

Tro=e(P,PYf2 « (72 « (L » e(P, y1p)) @)%
=¢ (P, P)rzD:Cp o (L0 o [H@Yp o (P,
yrp ) H@Cp
=¢(P,P)'Pze(P, P) 2% (P, P) *H@C o (g1
. Lgl(w) )P o ev(P,yn:)H("’)CP
=e(P,P)r=Tp,
EF 2 ETF 2+1-SR #1 DLR {#i%,DPMA R IEREHL
S HUBLRL T e B R B i k.

VEH IR — ik & A FEL AT ] ¢ o9 LUK AT 20
BRS¢ RZHBURNE T DPMA J5 R0 B Db o, IR ATFT LA
R A AR — B B SR BT E N LU 285 4
EFKA#H £+ 1-SR A1 DLR [, R B®mM—k+1-
SR [A]#%, B AT LRI DPMA F R A SR R WA 8
BUAARIE XU A MER B LA RAE R BEHL B S DL PA 7 B . A
WeE N PR B R BB E L, TS YRR AR iR
WXTRIE R, BT IS RE A WBEES, B EED Fid
B HLAT R B, 3 [ 8 0 B IE B3k 7= A W IR AR T X
. EA AT RMEMPIEBREKREARINES
2N R EABEUR B PRYE RBTI F BR T LS % ek 23]
FERR T 72

Zit ERBEIMNEZR, BEHE A KE iGN EHSA
G* WA ERRRA S5 PRSI AER P, BT B
WRRE , W EE A E LRBEMIATHER P ABARE
KT EHBETS cred, MAERERIMINIES ., XHEHRE, A
ERHPBE PR cred, METR T HEHARB AR
AAFRIEHETHEEREN“SL”, XK EL” BEXE
ASUAPATEY BB RIE, FHAXRE L BETHBCIEER
/NERE(DLRP) #EAT MR, ik & A BRI AR EHE
(Kiza 15 HW R

eCon »n) =e(P, PYazae(P,sP)%s
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A5, MBI thiEE A FTLIYE B B4 —MERA LR
T 20 AR AR 1B (Rhxa » ) B0 DLR (M)A, 3T, B ik
WA EB R creds =ki o4, AT BB HIBERF IR T
k+1-SR [A]%.

F—FHE, LiEE SR E b E -SRI E SE
RABHNEE . 7 DPMA FRH Delegation B H, —4~
AEMBRA U S Y HREE SR BAGEA Del-Cred X
R USFHHRA G 1) GA iR WAEMBHES. XL,
Del-Cred 2% FIEMBEIE B creds HIEZ B RMINIEYW, &

B L EETF DLR [MEA RGNS o WTRIFLEL, B
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XHE, B UK S BIA F A FEN SR BUERAE R DLR F1(2+1D)-
SR [HJfE. B, I0FIEH AR BPGES Del-Cred, i #
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thit m— N E R BEWAT RN EAES . & LT
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