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Abstract A model for software trust analysis was proposed based on taint data trace and noninterference theory. This
approach extracts core operation system APIs that may cause un-trusted behaviors by tracing taint data imported from

outside of software environment. These APIs forms a taint dependency behavior model and imports information flow

model to analyse whether it is trusted. Theorem for the trust determinant is also improved.
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