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Abstract Wireless sensor networks are an efficient method to sense and study the physical environment, and how to
seamlessly converge wireless sensor networks with Internet is one hot research topic. A complete IPv6-based Internet of
Things architecture was proposed, which enables end-to-end IPv6 connectivity between the Bluetooth low energy net-
works and the Internet. One lightweight IPv6 protocol stack was implemented on the constrained Bluetooth low energy
nodes. According to the characteristics of Bluetooth low energy, the lightweight IPv6 protocol stack provides
6 LoWPAN-optimized functions such as IPv6 header compression, packet Segmentation and Reassembly. The CoAP pro-
tocol was also implemented in the application layer. The actual measurement results show that the system has a low

time delay and the Bluetooth low energy node has very low power consumption which can satisfy the requirements for
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long-time operation,
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BEE R RM 5 EHENERERFREMEAET IP
(IP-based) ™! ) FAh M 48 H 1 5 B B 9 S Bl B AL B M
HESMPEE S, IPYLH S ARERERNERZENZE
B AMERZBEIBAERMMEFHBEREH. BT IPK
FARERESRA N LT P LM, RN S S IP &
REERS . 1Pv6 FER T —REE W B AR T, BEASRIL ST
KEbhkzE 6], A T it B BB R hEE. XKML RN
TR ESFR RGN IPv6 T, (18 TR LR M iR R
WANET PHRS . TASMNA; AEBE SR LT 28
BWEF P MG ILEER.

HT IPv6 RLHUFHRNE TR AR ERT A L
I IPv6 B HIIE EE B PR H 2, mIE B8 S R
BRI R A RE. ARIIENHREN, EXLR
LR R LR E S P AR E AT /7™ . NSv6,BSN,
pIPv6 LwlIP g gt 1P HhilUhR , BEAS 3 R TR BT &
AR BR F R, IETF #) 6LoWPAN (IPv6 over Low power
Wireless Personal Area Networks) T{E4H, 3 /1 THEgh IPvé
TEH T 1EEE 802. 15. 4 BB P 9 BY , Culler &
ATE Crosshow 4B} 1) TelosB W i L LT HF LFE— A5
B IPv6/6LoWPAN 3t , Ll R, S HEHE
BHAERLEENAERHEEHERWELT, ETF IPv
FISEEEA RUTHIRR .

T ¥ TPve B FSTh#E I T B AR R A F Bk Ry e, 2
SCRRW T —FETF 1Pv6 FARIIRE IS F BAR By Mk M4k R 45
M. EEE TN BERREH, FAH RS IIEERK R
DL SE SR SRR

2 HREH

FAr4r%t BLE (e M5 R MERKK TR B H TET
RZHFEME T SRR IPv6 YIERFIA R M, FEH RN A T
B R SRR BURER.

2.1 RGRINEH

AR HMET IPve FURIIFEE T HH B M ik R 44

H¥a b 1 BiR.

", — Wy . /
Sy Tl T Py
7.5 S -y ww“ﬂux y
. P
. CoAP Clical ;

Bl RgmitGHE

B 1 REHMIMEW PN T R TF AL 5 H R
W RAL . — 8, AR R RE TR T AR, 524
BLE f£BH R ER G RMN, KIhFEHE TR E 2N Mas-
ter F1 Slave KA, — 4 Master (AR A T EES
A~ Slave, ANTTA BB HIMNIXLERM. H—F @, L%
4 S BEs T GPRS/3G.WiFi E U XM EHF R &I HE
FF. BRI D E R AL Pv6, 17
B BARA NI E Pve BB, BRATRRTEHR

o 08 o

BRELhRERL B R M W 45 [R5 & TPv6 BB, LSRR A
BLE £ B 5 8145 R 22 18] (1932 BB 45 4 , IR st vl s 20 0B
) R T e R .

AT HRAFEEREHRB U E T XARS, AR
7] DA i F§ CoAP (Constrained Application Protocol) #p .
IETF ) CoAP tHisl SR Bl T HTTP thill i) — 2 HL &, &% B
ffiF UDP $hill, TAER IR FEME. E B TR T IP ik
M. 7£ CoAP PMUSEEH , CoAP JRE R BITEMLRR T A L,
MRk A CoAP & FumfiEsR. Web R4 %51 S AL B R R
W ZREH HTTP #3R, 725 CoAP %/ ¥k i I {5 15
=
2.2 REMNBXREN

TEWE T 4. 0 B9R7E + , BLE #8430 EH1L(Host) FldE
158 (Controllen) B K ¥4y, 54 489640 L B0 T K46 5 oF
P EMER G EVES R T E L aiE s
453 B ¥R (L2CAP) (i B 1 4] 3198 (GAP) | J& #: B i
ATDAMERBHERIE(GATD ., ASCERBHEMERT %
4.0 M L b 7 L2CAP 2L L, EFH IPv6 B
PUR R A, BN REWTHUZRGEWUE 2 B,
TEFE R R Web HR 4252 180 ] L SE B SR B 3 (38 A, T 1
R A AREEESN T bt Xt IPvé BB AHITHREE LR,
RV EESEERNIZR, FRANEEREESH -1
Bl RAZE 8 i MCU LT HRE S IPv6 thiltk. pIPvel £
—AET R IR A SRR TR AR R 4 TCP/IP Y
. pIPv6 2B T TCP, UDP, IPv6, ICMPv6 F14FJE & 8L %
e, BT ht REE AT 2kB By RAM 1 11, 5kB B #5 =
8], pIPv6 ff4& BLE £ S MEEARH L FREFER
IPv6 Pl R ThEESR .

_Client | Server

ulPve B

6LoWPAN
B

1PV Y 1%

1PV6 1 TR
[ GLoWPAN T

‘ inosizey |||  msam || | [ SOV
3 [EEEws | |EiEes A5 WBE
= BLE 138 I sl WALR Wy HER

o4 AR WeblR & %

B2 hUEREHE
CoAP £ T REST (Representational State Transfer) &%
g, 24E T 2L HTTP #24E (30 GET . PUT.POST) #9752k
iR e 1, REFEARRRT & L33 CoAP VMY A P
BURT DA B 4500 L 0 W B R U I A R 1 RURBE IR . XA
LR TR S FHEMOBE, MALHA TS5 Web BB
A XREHI PR T LU WoT(Web of Things).
L2CAP 22 F B BRAEAZESHBHRT, NEZH
g 2 LR BE 2 /b 48Bytes, B T 75 B LB R L 481
PR G HRL R B, R ek R4 2k
AT LR 1Pv6/UDP B3k R E 4R 5 SBytes; 24 IRk #1 B #y 3
hEER A 4 B b bk (Link-local Address) B, 5t 2 7] LA R 48
3| 4Bytes, BhAh, I TARTHAEIE T 45 B 2 SR B R B AT 1K
JE 4 23Bytes, Y14 1P B BE o 8 R A7 1K R
et BREHFTHREANRS SEYH.



3 RERT

VAR T EARIFEE T 54 b on2I0E 15 ik &
IhEERESR I 5 SE B, 45 T IR ShFE 5 5F ) 6LoWPAN,
¢IPv6 J2 CoAP MaFs#H .,

3.1 6LoWPAN

6LoWPAN TR E £ %% 1 IPv6 7£ IEEE 802. 15. 4
R bR F 8. 5 IEEES02. 15, 4 M Ik, IEThAE K F A
EARMBR SRR E S NEMINGW . X ERThFER
FAXEL TR A SEHA . IPv6 A 3h ik Ao B MRk
E%5 oheE.

311 R4 HEFH

L SO M BLE 8588 R BB DUE L MTU &, &
BRSO BRI R B AR X R B aBiE i BLE 8
PR RR A, BT RS AR K ERET L2CAP
J& MTU #§ PDU(Protocol Data Unit), #§ F 4. 0 MMEE X T
SAR(Segmentation and Reassembly) #1 FAR(Fragmentation
and Recombination) BIF F ., SAR F1 FAR # 0T DL —14
KREVBEB AT UL/ BR B, R BORE A A —1
FEMBEL HERMFUREEN MK A, SAR &
L2CAP 238, FAR #f L2CAP B2 FH) HCI &£, FAR
BYMIT 4. 0 MM E XM EREABRFIERE TN
F 323 FAR; T Y ATE A K Sh#E W5 85 AT # (T1, Broad-
com,CSR ., Nordic %) % #% FAR,

i, EL RN BLE Hhillbk % £ SAR TR, fH
SAR B L2CAP Rz F L), Bk AT AT 4. 0 7
XSG F GEMRIhFE T ) E L L2CAP 21 THrame
(Basic Information Frame) 3 3Z3 SAR, I-frame §yiiiAgX4n
& 3 B

Basic L2CAP
header

Length Channel TD Control

L2CAP SDU

Tength Information Payload | FCS

16 16 163432 o416 193421 0 16

B 3 IHrame Wifg=

¥E FHrame %5 # , Information Payload 5 B¢ i S 78 5k
EE LM M E,. L2CAP SDU Length F B %R & 1
L2CAP 2 SDU @y Ji. Control 5 B i 5 & Wi i ¥ F 1E
SAR MbRENL, R EBFBURSTBERNFS. SAR FREM
AFEIBHEERARE B & 3,00 #REH BB L2CAP 2
#9 SDU, &3 12— 12 80 BRI ;01 A 4B SDU 1
B—4r 510 FRsrBRY SDU BB g — M5 11 Fa
157 9

WO 4. 0 BLVEEA € L 10 L2CAP {538 k4% 1Pv6
B4, B TS EHE X T —4 ID 24 0x0007 £§ LZCAP
B5iH.
3.1.2 MWuEE

TERT IPv6 W RRE R, §—MERY SRS HA
IPv6 hnt. — AR IPv6 ik py 3 SRR . & R B e Al
B.FM IDMED ID . [Pvé ik Bl E H R b Fahht
BLEM At EEE AR, At mE TR XN TE
REH LA E ARSI B TR . TORSHIH
HESRESTXA R hSES WM sTEAED D

HHEH S RBEmNL . 4% BLE pG R &, A XL
REEMDE B S ERERTR,

§—A BLE &5 S BB ME— 1 48bit 15 7 1 &5 b it
(BD_ADDR), ¥ A Ry# 0 ID & BD_ADDR &5 EUIs4
(IEEE & X #TF 64 MY BME—HRRR) BB %ET
. EUIS S4B pe W F i A il 55 — A~ 988 sk
B HAESR Z MBI F 2 )l iE AP~ F 1 ¥ B {E OxFFFE,
AR, 64bit 82 11 ID; Hh0 L 5% B 5T 4% FEBO: /64, {8 4= 5%
T —~ 128bit By ik B sk . FFE 128bit B AR 4k K
Ik ARTHFE TR AR T LU S5 30 R i T A S — ) TPV
R
3.1.3 BEAE%

HEAZ WM BERTR T, 3k B4 T RE R LA/ N T
AL SEGEGENEER. P R LERNGEEEEE
EHFEGER E—RETEER RN — AR, xS
R 6, BERMNTREEN 0FERE-KTRANER,
WAMBRAIKE SREME,

RFC4944 E LT —FM AT ML R H . TERITFH
LT 105 R AT LUE 40Bytes 3R L R4 E 2Bytes, HC1
Tt IPvé 3L PR FRAEE TR, RESFN N BT K
AREGHFEDRE, XF TR RS A # 5 B1 1Pv6
Huhk (RT4E 4 FE8O) ; ¥EfH Fi-22J% TPv6 Mutik B0 T - i 8
W ERRR F A 68 R IRITE R, RFC6282 B— itk
LESHRE, ERAT —MHETHEN ETF X (context) {58
RREIEH R, GRS TR 3 R 5t A dib 4k B bk A K2 22 R st
HERGESES) . 8 5 RAKThAE L 7 #) Master 1 Slave ¥
AE TR B KR ) IPv6 2 b 55 B8 b bk ZR R LUR$E 48bic
BT 7 1 5 stttk A= A, B P A S LR BT DA 25, R 48 IR B3R
LKEH 2Bytes, MIRENTA B ARk 2 OH R4
Stk B, RFC6282 fi# i 4bits HIARIRAFIE 1] L F LR HY
— A& Rk, RFC6282 WA EXHREMN T XFEENE
SHR.

FIHESREE T RN BRI M, A T 8BS
R —35 AR S MIE R 5 2R IPv6 btk #R 75 hin
FA AR LT XUER RS, 4bits BT AR AHAER
RS, FE, A E W RO SRR 2R RS
BHER A EEERBEEN LT XER. X FLEH A8
IPv6 FIHRK R4 2 2Bytes (O3 25 0 ik Sy A= b 3% 3 b
Hk) B¥ 3Bytes M umi A B bt o & B Hhb) , AT A K
TR ERGMGE, MESRERS MR, UDP #:3k
FE4Z T RFC6282 1 F— Ik MERF R AH R,
3.2 IPv6 ¥EH

RIFEEF BT S8 BNEREAR, BMSHFRAR
R P ik, RRGLEBET pIPveB, B ER R
plPv6 B LUT s LB T TCP/IPv6 M il AR B /NI Th 6B
£, %A RFC T RA CIBERE, RARIF M HE
BB EMER, A EERSR SR, B pIPv6 Bhilk
BERTVE R — B AR 453547 AT fE b — M B EEE
BIERGHE G BEFT.

ENEREYE L, RAMEBSHWEE., 40
TCP/IP SLBLE B R L. S A N TR B AALE, AR
BRI E R T AR ESZ RN, 5
BEAMIHFENE—BEHREHNZ MR, Al
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HELH RAM SIER BB EEARBEXEHTENL, 4
AP FBIE BT R BE N AE. WA HERNFHE
SEESBBMS EARSHARGERE. LT, P EHE
— W2 REIEEE X (uip_bul) AR MK 2% BB E
. MRERSIEFNARNEEREERRASRE
WX, RS X 2 /R b X P IR T &R KA.
AT RGP X N BRSO S IR EA R X,
SYRPACT ; BB X B ETE B BT, BT R S TE IR
SEBNREHFASRIEARWIX . FEop X AR/ LT
A& , 45 88 v DX R 2 BB AT & B R E I BB A M B AR
e

HT pIPv6 KB T U SRR B 3% Sl et e
HRMAE 4 FiR.

corv [ cor> |
i

e
uoPe s AAnE | 17
—— SR MY —— v

psmondgs inde |
:(—-74013 + 8B+ A B ———
RS w‘

e SR+ HHFE ——
Lacap s e e

e 2B+ SRR MU

B4 BRI S

ERWBEER , L2CAP BB SR M %, £ B — 1
SERH) IPv6 i, AR ICMPve 1B 5, 5 18
6LoWPAN #1 RS/RA (Router Solicitation/Router Advertise-
ments) L HE L 6CO6LoWPAN Context Option) [H5E X,
W T ETFUE SRR TR, & T —BiiEER
B M 7im 0 SRR HNEIE. —BIEXREE, —
AN B (P SR PR T 34 3K 30 1 o P A2 7 2 1D B
%,3+H UIP_APPCALL #: 0 (M %M HL T HFES
UIP_APPCALL $#£E— 1N A BABERMA D) Wi,
TEAL BRI R BARR, uIP SRR A S , LR B
f 3 ) b i R 7S TE B, I RIS RS EEH AT — B
AT E . BT —E IR ICMPv6, uIP WIARHERHIH B2
3% FR ICMPv6 Wil fT AL B

MAREAUFEINRD EREY B E. X
WE  ARME4AT LA AR ML BT, R
gkt YR BIE M E G4l R AT, CoAP 218 M s
SR

B FRZMBE A 20t pIP T 30RR i A0 B A0 R 3K H 48 L)
J& % H L2CAP B k%, plPv6 LT uip_periodic %K,
CERGEENSNES  GHRLAHE P ARG FEE .
B}, 4 R IR JE AL R A BB W &R 8w X KM
TREE MR T TERE,

3.3 CoAP

CoAP B—#bia m URKG— B RARIRA) #N SR,
M4 I KXt R AR R IR, B AR EX R —4 URT , 7]
DU P i/ IR B% R /e B i 3Rk T AL RS 8RR
I T URLREAHEIE. CoAP M8 TERY S 4k
AL S e BETERE, AR RE AR RIFE I T AR R EEA.

CoAP 1 £ B T4k th Z % J2 A 5K /W BL (request/re-
sponse) JZSE M. BHFEHRMAZEME S 4R, &

. 100 -

CoAP M F o MR & S BB A5, 1 S 28 21 4 Fr . Con-
firmable(CON) , B B 3 1A ; Non-Confirmable(NON) , il & &
I B AT E A ; Acknowledgment (ACK) , X CON {8 B
HATHIAAITE B Reset(RST) , #6878 CON 1 B H W B EH
MBRIAE R . RGP HE A Yt RS BASEE,
FHATEWIADE R Bk B, NON 15 B 28 BB AT LAWK
TR, R/ RHLE S AR ER R . CoAP
& P & IR, CoAP R 55 28 i 2 AR 48 e B i 3 R AT 4b
B, 88514 CoAP & P R ik — M K, CoAP & JLFP
AW (I GET,POST . DELETE, PUT) 3k #8115 IR 25 8¢
#.

CoAP i3t BhnZ — R /MERTE B K BT, B4
Bl K BEam SR8 # . CoAP f#H 4Bytes BIE &K
3k, — AR CoAP IER M KK ERH 10~20Bytes,
KEFE T EA LOESRFE ST — R Em e . £—K
CoAP 3k, CoAP % P 3@ it URI 48 & B 5 1] (45 /2% 28
B, CoAP R 5 23 unf@tl CoAP 3K, I B MG R
B REHIE ARG CoAP B mA R — &% BaS 5
7LDl TS

4 XBHEREHH

HRE 1 #RNRERINESR, AR T M RIER
4,3 BT L HRAE T RAEMEEEREREAR, s Bl f et
¥E BLE £ s A BB R ITHAE S .

4.1 =4

TR T R M R BRI A Web RG-S FF
%3 HIBLT CoAP %25 (B) BLE R 55 CoAP &
P2 R R s IPve B, fZ R SR TI 8 CC2540
SH (BB BLE % B, 8 F CR2032 #4411 e 1t (3V,
230mAh i, FEMMIIFEAR Y R L, B17F TIEREY
BLE BrisliR . #IY R B 4% IPv6 Bhil 3R A1 CoAP R % #4248
Fp. 5B 5 S Nokia N9 B e F 4L, HER & TI
WL1273 R 8l T BUE R F 1 Wi-Fi, R A e e i F
BLE )AL R M AR RN . Web IR % #217%F CoAP &
PR, I BT LGS BN BN, RN ERT,H
F1i) CoAP #3R3E 1t CoAP & P /¥ I Web IR A% & i 5
A Y R IECE] B TPV6 BB & ] BLE (2R A
B BLE &85 55 ; CoAP R %5 85X+ CoAP R #ATANER, IE B,
LOIFR ML RIS BB LR Web RS2
4.2 RHIER

BAR VIR R R R RIFM A R R AW —TNEES
. AP HRHRIE CoAP & P&t CoAP iR 5 W BInag i
2R EE L RAER. REER FTEH BLE R
IR FER (BLE FE3R) Fli B8 B 45 55 Web R %5 48 2 8]
FIFE AR (PR B IR) BTSSR

RS S5 Web JIR 45 28 2 18] ) B8 15 580 X 38 ot 34 57 B
B A A TS M % (Wi-Fi,2G.3G %) Mtk feg . R
TR T EA R SRR R E, WK ER A2
ARBENL. BEBKCHHERE T 05, BLE @8 5E
& (Connection Interva) #1¢, BLE (£ A S5O A E T
FERST R, BB LR — i BRI IR . BLE B AR
5252 4 16 R0 T S ST B VR » 00t A R R R 7 e R WA 4
B BT 40 MMM E T o8 FR A9 BUE T B B AN



7.5ms, B K 4s, REBIFLL T , BLE B4 0] &4 TR T7E
I~2AEREE R Z1E .

b, BT —H AR E R R e — g
IR T, ERHFT B WEBAEE R, £ Web R % LIDRRGE
BERFE, B R A EIER BLE B, K5, HRALER
W£ BLE ZEIR82I M 4% 528 B AT Al SEBR ) & 98 8 Ui
LERINE 5 iR

w

4

:Eﬁl%‘]ﬁ(s)
5 REMRGRELZRS BLE ERERAER

FEE 5, B BR R BB A R B IR] s AR AR R BB
Bt ] CBRL D) B ST Bk AR R . B 5 R0, 4G R A 3
{E#5% 100ms, FRBE % B2 ] R A SR T B & 48 k. BLE &
BEEEEERRYEAELMEHK. 24 BLE & REREIR/D
F 60ms B, MR 5 RELRK FEH S YERERRA
F 60ms B}, BLE ZR 0 REER W EETS .
4.3 TFHEHFE

FEARIIRERE F A B A b, IPv6 HhillAR#0 CoAP HMUSE
PR SR TR M TS, B, KR TR Y
FTFXERNAM S RSN, BBE pIPv6 TR
2kB A5 1) RAM; BLE {5 R M{# FI R BB M INGH, T 4
TR B R SRR AN METSE. &
1 45 T BLE £ S L &-MEH ROM fi1 RAM 25 [ By 5
5.

x1 FEzERSHE

ROM RAM

#KEE 3. 6(kB) 312(B)
ulPv6 B 10, 9(kB) 829(B)
CoAP # 3 4. 2(kB) 210(B)

ELWEF R, ZidolsE # pIPvé F1 CoAP PRI LA
# 8kB RAM #1 256kB ROM H{ETh#E#E o ith i _Eiaf7.
4.4 pEREFE

ARG, U BLE R fERA/PNE R — R4
bt , R A S £ B & BLE (R W R ZEMA IPv6
PIRR S Y e BE TR FEIR L

FEE S BLE S8 i J 76 7 4 18] W £ O3B 43 Vi Ak F
PRERAER, FE B R B . 52T 4. O BLSHAR X FH A B it
g B Ay 7% B2 3544 (Connection Event) , —RIE BB RS
A TR] K HE g noe B B, A BIR ASE =X ) B T 4K BE Ol AR IR B
BLE 283 /3 TR B 9 SF- 24 2y SRAT oy WA 3 422 ) e 2 [ 1)
MRERN G E T M EEF4ARRENRITEB .
A B R IR T, W B — W% B S R R R B K/
FORE BB , LA K AR BRASE 2R 9 B 33 K/ FOR B A BT T 48
THEITHE, giSCER[9]A, X4 CC2540 i BB AT 4E PM3
KB, PRIRBE R A R BEISHE N LuA, PRER I 7T i & 218 R Y
KER AR KR, FEIL, 2 THET S AT, LM
BB A PO B 5 2 RS R B I #E LA B et a],

sBLE ¥ 1 # e BE J5 K Ik 2 5 MCU M B (wake-up) . T

Kb (pre-processing) . FiHEW (pre-Rx) . BB IR (Rx) (2R
B £ k5 (Rx-to-Tx) B3 & 3% (Tx) #1 /5 $ 4b 3 (Post-
processing) 3t 7 MR, A BB - R EBEFHHLE, &
FAEE R EREEMNFR T, AL REARESUERS
TR BB R, B 6 f#ik T CC2540 BhH E—KEBREH
B, B3R 7 AN B R/ N SRR ]

40

30k

N
>

B8 H 3 (mA)

>
T

=10 o

3 4 5 6
& & (ms)

B 6 —EEHSM CC2540 5t 1 I E AR

TE45E BLE 3 IMb/s (B B R HHIRT , Bl R %
BIRAMKERE T Rx, Tx RAEFFEE M B ] ; Post-processing
REATAHEBERRIHEEE.

2SR R A A A AT R RE R TR B R SRR T 5 M R
B A [ 5 24 4 (R B 3 KBt MR R A K R Z SR . TEAE TR
HRERETE T, R pre-Rx AR FpEEaf (6] 19 A 6], a2 i
KEHIBME, (9150 & B, KA H) Y B L
B 73% , e BRAT ) B BRAY EL B 2700, 28 T SR 3 A
B ABTYAE, A LI RIET B T X WAL A R B B4R )
R T 3 2 7 28 25 YK B A 300 R G 503 1% 90 e v e R et
K. B7ANTHERRMNERRNRET, —~REEB AL
W CoAP &R FI TR L 500 , e BRSSP O B 1) < JE 19
BE.

% K (ms)

o oL
el

z 3 4
HH PG

B 7 Rl EsE e TR K

—RERBHFHEANEERE TRREHEENERZ
Mo IR BE AR — YR F 4 B F A0 2R S 15 4%
B IE] K BE , A Matlab B4 07 B AT 3B — R AR 9 2
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